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Abstract

Learning and Unlearning
with Noisy Gradient Descent

by
Rishav Chourasia
Doctor of Philosophy in Computer Science

National University of Singapore

Stochastic Gradient Descent (SGD) is one of the classical optimization algorithms in
machine learning (ML). SGD and its variants are the dominant training techniques
used in deep learning today, powering complex neural networks for tasks such as
natural language processing, image generation, and recommendation systems. In
recent years, heightened awareness of personal data protection, stricter regulations,
and a surge in privacy attacks have significantly increased the importance of pro-
tecting the privacy of training data in ML models. There is a growing interest in
ML algorithms that satisfy differential privacy (DP), a mathematical guarantee that
bounds the worst-case information leakage about the training data points through
the algorithm’s output. Most notable among such privacy-preserving ML algorithms
is Noisy Gradient Descent (Noisy-GD).

However, first-order optimization methods like Noisy-GD have a complex in-
teraction with the training dataset, making it challenging to derive sharp privacy
guarantees. This issue has received considerable attention in recent years. This
thesis develops contemporary mathematical tools and techniques for customizing
the privacy analysis of complex algorithms, specifically Noisy-GD and its variants.
Tailoring the privacy analysis to an algorithm directly benefits its utility as it reduces
the amount of noise necessary to meet the privacy constraints.

First, we study the privacy dynamics of Noisy-GD algorithm by formalizing the
interplay between noise and gradients during training. Under certain loss function
and hyperparameters, we prove a privacy bound for Noisy-GD that converges
exponentially fast in the number of iterations. In contrast, prior privacy analyses

based on composition yield bounds that keep growing proportionally with the number



of iterations, eventually becoming vacuous. We also show that our privacy bound is
tight and that Noisy-GD achieves the optimal utility that can be achieved under DP
constraints.

Second, we analyze Noisy-GD as a machine unlearning algorithm, which deals
with selective erasure of specific training data points from a trained ML model at
a cost lower than full retraining. Unfortunately, the nascent notion of machine
unlearning does not align with the legal guidelines of the Right to be Forgotten. We
highlight two unique flaws in present definitions that may lead to catastrophic breach
of privacy in compliant algorithms and remedy this by proposing a data deletion
guarantee that is provably sound. Then, we analyze the four-way trade-off between
Noisy-GD’s differential privacy, deletion privacy, utility and computational saving
guarantees. A remarkable result in this regard is that for convex losses, unlearning
using Noisy-GD is able to maintain the Pareto-optimal DP /utility trade-off for an
indefinite number of deletion requests with a computation footprint that is negligible
in comparison to the cost of a full retraining.

Finally, we present a novel interpretation of DP through the lens of Laplace
transformations. We highlight a set of expressions that appear in several related works
on analyzing DP, either as an integral or an expectation, and show that recognizing
these expressions as a Laplace transform unlocks a new way to reason about DP
properties by exploiting the duality between time and frequency domains. This
interpretation provides a formal approach to reason about relevant properties such as
adaptive composition, amplification on sub-sampling, and interconversion between
alternate formulations of DP, such as (¢,d)-DP, Rényi DP, and PLD formalism.
With our interpretation, we strengthen the equivalences across functional notions of
differential privacy. We also show that all functional definitions of differential privacy
include a reversal theorem, which addresses the issue of asymmetry in information
leakage (i.e., differences under “add” vs. “remove” adjacency) while ensuring precise
privacy accounting under composition.

In summary, this thesis provides a comprehensive exploration of the information-
theoretic properties of Noisy-GD with applications in both privacy-preserving ma-
chine learning and unlearning. Additionally, mathematical techniques presented in
this thesis offer novel expressions, manipulations, and interpretations of differential

privacy that befit contemporary explorations on privacy in machine learning.
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Chapter 1

Introduction

Discussions about privacy issues have existed throughout human history, with
early references dating back to Aristotle’s philosophies in ancient Greece [82]. The
right to privacy has been acknowledged as a fundamental element of human dignity
and has been legally protected in nations like Italy and France for at least 200
years [98, 14]. Societal perceptions of privacy however have evolved with changing
societal needs [95, 48, 53]. Extensive academic discourse traces this evolution of
philosophies on privacy [91, 94, 85]. At the turn of the 21st century, the explosion
of digital data and its rapid dissemination on the internet created an urgent need to
again adapt privacy concepts to address new threats from rapid technological and
socio-economic changes. Subsequently, the advent of the internet era prompted the
enactment of several new privacy policies like the European Union Data Protection
Directive in 1995 and the 1998 Children’s Online Privacy Protection Act (COPPA)
in the USA.

At the time, many scholars noted that both literature and legislations on privacy
treated “information” as a commodity whose movement can be regulated as if it
were a tangible object with defined boundaries [16, 94]. In reality, information is
a conceptual object that is difficult to govern; information does not conform to a
fixed structure (e.g., a written document can be dictated over a phone) and cannot
be redacted once revealed (e.g., documents published on platforms like Wikileaks).
Crucially, information does not combine or decompose like physical goods; it neither
adds nor divides in the same manner. Two separate pieces of information, which
might seem trivial on their own, can provide significant insights when merged. The

pizza index exemplifies this, revealing how the innocuous detail of pizza orders from


https://www.washingtonpost.com/wp-srv/politics/special/clinton/stories/pizza121998.htm
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Domino’s franchises in the Washington area can indicate a crisis at the U.S. Capitol.
This occurs when paired with the insight that government staff members tend to

order more pizzas during prolonged crises.

By Sarah Schafer
Washington Post Staff Writer
Saturday, December 19, 1998; Page D1

Call it the Washington pizza index: The
bigger the crisis and the more time that
government staffers hole up in their offices,
the more pizza they eat.

This week — with the confluence of
impeachment hearings in Congress and war
management over at the Pentagon — the
index is shattering records.

An aide to House Majonty
Whip Tom DeLay (R-Texas)

i ) i carries a stack of pizzas
"It's going haywire," said Frank Meeks, during the day-long

owner of 59 Domino's franchises in the impeachment debate on
Washington area and the capital's unofficial Frday. (Reses)

Figure 1.1: Snippet from a Washington Post article on the pizza index.

Based on the same principle, several reconstruction attacks were brought to light
that could link multiple sources of information to reveal sensitive information about

the contributors [100, 101, 33], as shown in Figure 1.2.

‘ Name Location | Date of birth Sex
5379 Co Rd 614
James Link G‘ iwell, MO 63829 1981-01-12 Mala)
Newly learned
information
. Join key
Identity Census block ID Age Sex Race Ethnicity
290693610002001 29 Male ) Black Nen-Hispanic

Figure 1.2: Demonstration of a linkage attack using two different datasets that
might contain overlapping information about an individual.

Hence, there was a need for a mathematically grounded definition that addresses

not only how society views privacy norms but also the nuanced nature of information
itself.
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1.1 Why Differential Privacy works

In the early 2000s, several quantitative notions of information privacy emerged
based on intuitive views, such as k-Anonymity [102], t-Closeness [63], and L-
diversity [66]. These notions were based on a database-like perception of information
where personal data of an individual corresponds to a distinct record entry. These
notions attempted to quantify privacy by leveraging redundancies among entries
in the database to obscure individual identities when the database is queried (e.g.,
when every query on the database returns k-matches). While these notions could be
effective in many situations, it was soon realized that access to side information can
easily invalidate the privacy protection by making it easy to eliminate the redundant
entries that fail to match. In hindsight, these notions failed because adding two
pieces of information satisfying these notions can still reveal significantly more than
is acceptable.

In contrast, differential privacy [37], which emerged around the same time,
provided a form of privacy quantification that added or composed gracefully and
was unaffected by any external side information that could be obtained. True to
its name, differential privacy quantifies a person’s “information” as the difference
including or excluding it makes on any downstream outcome (e.g., a query performed
on the database). The notion was based on adding carefully calibrated noise to the
output of a data-processing mechanism so that any observer would be uncertain

about the influence a single data-point might have had.

Definition 1 ((g,0)-Differential Privacy [37]). Specifically, an algorithm A : X" —
Y is considered (g, 0)-differentially private (or simply (g, 0)-DP) if, for every pair of
neighboring databases D, D' € X™ differing by a single individual’s data (denoted
as D ~ D'), and for every possible outcome set S C Y,

Pr[A(D) € S] <e° - Pr[A(D') € S] + 4. (1.1)

It turned out that DP guarantees compose akin to addition; two different sources
of information that satisfy DP individually will also satisfy DP collectively, albeit
with larger ¢, 6 values. That is why within two decades since its inception, differential

privacy has emerged as the gold standard quantification of data protection.
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The success of differential privacy can be partially attributed to two other reasons.
Firstly, the (g, d)-statistical-indistinguishability property in Equation 1.1 is kind
of a quirky constraint on distributional similarity that forms a barrier that freely
allows up to ¢ nats® of information to be passed within the outcome Y ~ M (D)
about the presence of differing record among D ~ D’. But an outcome Y that
carries information beyond ¢ nats must be exponentially rare, proportional to the
excess of information, in the order O(6/(1 — e~")) where h is the excess® (e.g., for
an h > 0.1 and 6 < 1079, failure probability is < 10.51 x § ~ 1075). This type of
quirk is not exhibited by other similarity notions, like Total Variation distance or
Kullback-Liebler divergence, making differential privacy a particularly well-suited
quantification of privacy.

Secondly, despite concerns that differential privacy might be too restrictive
of a constraint for algorithms to be useful, one of the great success of the field
is showing that the opposite is true—most tasks achievable without differential
privacy guarantees can also be accomplished with it. Problems in this collection
include virtually all statistical tasks from computing descriptive statistics (e.g., mean,
median, standard deviation) [38, 57, 21] to hypothesis and distribution testing (e.g.
determining if samples are distributed in a particular way) [3, 22, 23]. Additionally,
with minor privacy-preserving interventions, most machine learning (ML) algorithms
can be made differentially private, including support vector machines [86], principal
component analysis [42], backpropagation for deep learning [1], boosted trees [65],
etc. This comes with only a minor reduction in utility, especially when working with

large datasets, which are common in practice today.

1.2 Background and Outline of Contributions

However, one of the challenges in crafting differentially private algorithms is
that it involves providing a pen-and-paper proof of its statistical indistinguishability
property, which is often challenging. To facilitate this, a privacy algebra has been

devised, consisting of rules like data-processing inequality [31], rules for composing

'The natural unit of information, or simply nat, is the unit of the information content of an
event in terms of its probability of occurring. If event E occurs with probability p, its occurrence
is said to convey log(1/p) nats of information.

2See Theorem 29 for the exact statement.
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private mechanisms [37, 56], sources of amplification from sub-sampling [103, §]
and shuffling [28, 9], etc., that helps in evaluating the privacy of a wide variety of
complex algorithms.

Unfortunately, these basic techniques only go so far; maximizing utility of
algorithms under a differential privacy constraint requires a precise analysis that
carefully accounts for all the internal features that protect personal information from
leaking out through the algorithm’s output, which often cannot be achieved using
the basic algebra. There has been a recent trend in customizing the analysis specific
to an algorithm, especially those in machine learning, with the goal of tightening
the analysis as much as possible [1, 8, 5, 44]. New analysis techniques based on a
variety of classic probability concepts like moment generating function [1], maximal

couplings [8], and characteristic functions [122] have been explored in this regard.

1.2.1 Privacy Analysis in Machine Learning

Present methods for privacy analysis of gradient-based optimization algorithms
rely on composition theorems. The basic principle of these approaches is to bound
the privacy of the final model as a cumulation of privacy bounds on uniformly
contributing blocks, such as epochs or gradient steps [1, 44]. For instance, consider
the Noisy Stochastic Gradient Descent algorithm (aka. Noisy-SGD or DP-SGD)
described in the Algorithm 1.

Algorithm 1 Noisy-SGD: Noisy Stochastic Gradient Descent [97]

Input: Dataset D € X", loss function ¢ : R? x X — R, learning rate 7, noise
variance 62, sampling probability ¢, initial parameter vector O, € RY.
1: fork=0,1,--- ,K —1do
2:  Sample indices U ~ SP°([n]) with probability ¢

3:  Update model Oy « O — 13,y VE(Oy; DIi]) + /21 (%)2./\/ (0, I)
4: Output O

By using Advanced Composition [40], it is possible, with basic privacy algebra,
to certify that K iterations of Algorithm 1 with an O(1)-Lipschitz gradient (or with
gradient clipping) and Gaussian noise of O(6?) variance, where each training data
point is included independently with a probability ¢ (i.e., Poisson sub-samping),
satisfies (O (%\/W : log(l/é)) ,(5)—DP. Note that for a fixed §, the bound on e

>
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grows at an order O(y/K log K) with the number of iterations. This dependency is
not ideal as it greatly reduces the number of training iterations permissible under a
given (g,d)-budget. This O(v/K log K) dependence was improved by Abadi et al.
[1] to O(V/K) by noting that gradients are privatized using Gaussian mechanism,
which composes slightly better than the worst-case (¢,6)-DP mechanism. Several
later works have focused on improving this dependency [44, 8, 45, 99]. Yet, O(VK)

dependency on the number of iterations has persisted, which begs the question:
Question 1. How much can we improve the dependency in the number of iterations?

We answer this question by showing that the dependency on the number of
iterations can be improved to O(1) under certain isoperimetric conditions, such as
when the loss function is Lipschitz, convex and smooth. This improvement comes
from a privacy amplification effect due to convergence—under the proper setup, the
training of iterative gradient-based algorithms eventually converges to an invariant
model distribution. This results in the information content in the model reaching an
equilibrium state, where the contributions from subsequent gradients-descent steps
are nullified by the gradient noise. To reason about this behavior in information flow,
we develop a novel privacy analysis technique based on tracing the discrete-time
stochastic process of Noisy-GD’s parameter distributions with a continuous-time
Langevin diffusion process [88]. Our result is informally stated as follows (with an

extension to Noisy-SGD discussed in later sections).

Theorem 1 (Privacy of Noisy-GD). Let ¢(0;x) be any strongly convez, Lipschitz,

and 3-smooth loss function on a closed convex set Y. Then, for any Oy € Y, step-size

n < 1. and sampling probability ¢ = 1, Algorithm 1 is (O (%\/log(l/é)) ,6) -DP.

For the formal version, see Corollary 1 in Chapter 3.
A privacy analysis is incomplete without a utility analysis because no matter
how private an algorithm is, the criteria of it being useful in practice depends on

how well it actually performs. So we ask the following question.
Question 2. What is the privacy-utility trade-off of Noisy-GD algorithm?

In statistical learning theory, the go-to measure of utility is the excess empirical

risk, which is defined as the expected difference between the training loss of a model
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produced by the ML algorithm and the best model possible for the training dataset.
Specifically, the excess empirical risk of a (random) model © € R? on a given dataset
D € X" is defined as

err(©; D) € [cD(@) _ min ED(Q)] , (1.2)

fcRd

where the empirical risk (aka. training error) is given by

Lo(6) 2 Y 1(0:x). (13)

xeD

Showing that Noisy-GD is an optimal private algorithm requires proving that no
other algorithm exists that can attain a strictly better excess empirical risk (aside
from improving the constant factors) under an (e, §)-DP constraint. The following
theorem provides a lower-bound on the excess empirical risk that any (g,0)-DP

algorithm must satisfy (i.e., the inherent cost in utility necessary for satisfying DP).

Theorem 2 (Lower bound? for (g,§)-DP algorithms [12]). Let n,d € N, § = o(2),
and X =) = {—ﬁ, %}d. For every (¢,0)-DP algorithm A : X™ — ), there is a

dataset D € X™ such that for some 1-Lipschitz and 1-strongly convez loss function

0(0;x), we must have

w010 (i (1.2} »

Our refined privacy analysis allows us to show an upper-bound on Noisy-GD’s

excess empirical risk under (e,9)-DP that matches the lower bound in Theorem 2.

Theorem 3. For 1-Lipschitz, O(1)-smooth and 1-strongly convex loss function
0(0;x) over a bounded closed convex set Y C R? and dataset D € X", by setting
the appropriate sampling probability q, step-size n and distribution for initial model

©o, Algorithm 1 satisfies (¢,8)-DP, and simultaneously achieves an excess empirical

risk
' dlog(1/0)
err(@K, D) =0 (5:27’1,2 s (15)
with noise variance 62 = O(logi#) and number of updates K = O(log(%ﬁm)).

3 Bassily et al. [13] prove @N]il;D) {ED(@) — ;Iel]igri Lp(0) > Q(min(1, E{ig))} > &, which implies

the stated theorem.
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Refer to Theorem 17 in Chapter 3 for the formal version.

Together, these three theorems provide the complete characterization of privacy-
utility trade-off of Noisy-GD (for strongly convex, smooth and Lipschitz loss func-
tions) and answers the open question raised by Bassily et al. [12] on finding a tight
upper-bound for the excess-risk of (g, ¢)-differentially private ERM. Additionally,
our analysis shows that optimal utility can be achieved with only O(nlogn) gradient
computations, where n is the dataset size. In comparison, most other works on
private ERM under convexity could only show near-optimal excess risk with O(n?)

gradient computations [12, 13].

1.2.2 Reasoning about Data Deletion in Machine Learning

Another type of privacy that is becoming increasingly relevant is deletion privacy.
The need for deletion arises from an evolved understanding that data privacy requires
a strong commitment to self-determinism, which is the power of individuals to decide
if, to what extent, and how their personal information is collected, used, and
shared [15, 83, 32]. Modern day privacy policies, such as General Data Protection
Regulation (GDPR) in the European Union and California Consumer Protection
Act (CCPA) in the United States, enforces the principle of self-determination by
granting individuals the right to rectify or erase their data. Since retraining fresh ML
models from scratch every time the dataset changes is computationally expensive,
there is a growing interest in designing cheap machine unlearning algorithms for
erasing the influence of deleted data from already trained models. This thesis also
delves into Noisy-GD as a machine unlearning algorithm, expanding on the theory
of its information flow.

To quantify how well an unlearning algorithm erases the requested information
in the worst-case, Ginart et al. [46] propose a DP like (e, d)-indistinguishability

between the unlearning algorithm’s output and that of fresh retraining.

Definition 2 ((g, §)-unlearning). For a fixed dataset D € X'*, remove set u C D, and
a randomized learning algorithm A, an unlearning algorithm A is (g, )-unlearning

with respect to (D, u,.A) if for all S C ) where ) denotes the output space, we
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Figure 1.3: A real-life example where even retraining does not ensure total deletion.
(a) An original artwork titled “Night scene with Kara” by Sam Yang. (b) Stylistic
copy generated using the SamDoesArt-V2 model on Huggingface, trained on Sam
Yang’s artworks. (c) Stylistic copy produced by a second-generation model trained
only on synthetic images imitating Sam Yang’s art style.

have:

Pr[A(D,u, A(D)) € S| < e Pr[A(D\u) € S|+, and
PrlA(D\u) € S| <e - Pr [fl(D, u, A(D)) € S] + 6.

The idea behind this definition is that if there is no way to distinguish an
unlearned model from a fresh model trained without the deleted data-points, then
the unlearned model must not contain any information about the deleted records
anymore. Several unlearning certifications, that follow the same intuition, have since
been proposed and used to certify numerous unlearning algorithms that belong to the
family of iterative first-order gradient methods [50, 55, 72, 105]. Before we analyze

Noisy-GD’s unlearning capabilities, we must ask a very fundamental question.
Question 3. Is indistinguishability to retraining a reliable guarantee of deletion?

We respond negatively to this question and provide three technical reasons for our
stance (with two on soundness and one on completeness of this notion as a measure
deletion). First, deletion requests in the real world are reactive (aka. adaptive);
individuals typically seek to have their data erased in response to specific events
triggered by a model that has been trained on their data. For example, in a recent
controversy, a Redditor used the Stability Al platform to train a stable-diffusion

model to replicate the art style of a renowned canadian artist. This triggered the
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artist to file a class-action lawsuit against Stability Al and Midjourney for violating
copyright infringement [67]. Unfortunately, this reactive nature of the real world
complicates efforts to censor information and can potentially backfire, resulting in
the opposite effect*. A similar situation occurred with the artist when his actions
prompted many others to create their own imitation models to replicate his style
and post them out of spite [84]. The internet now hosts numerous stylistic copies of
the artist’s signature style. Even when retrained from scratch without his original
works, a second-hand diffusion model can still copy his style, as shown in Figure 1.3.
This indicates that the artist’s information doesn’t get removed completely even on
retraining. We prove this vulnerability formally in Theorem 18 of Chapter 4, showing
that under adaptive deletion requests, deleted data can still be recovered from the
output after unlearning, even when the algorithm used satisfies a (0, 0)-unlearning
guarantee, i.e. perfect indistinguishability!

Secondly, approximate indistinguishability from retraining ensures that removed
data cannot be accurately recovered from a single unlearned model. However, a
robust guarantee of deletion privacy should prevent deleted records from being
recovered by an observer with access to multiple (potentially all) model versions after
the deletion request. We demonstrate that algorithms satisfying existing unlearning
guarantees can create models that are indistinguishable from retraining beyond a very
small threshold, yet still expose deleted data over several releases. This vulnerability
arises from algorithms that retain partial computations as internal states to speed
up future deletions (e.g., if we apply Principal Component Analysis in the initial
dataset for dimensionality reduction but don’t update these principal components
when data-points get deleted). These internal states can carry information about
previously deleted records, impacting several subsequent releases and potentially
revealing the deleted data in the long run. Our Theorem 19 in Chapter 4 formalizes
this problem of maintaining such partial computations.

Finally, (e, d)-unlearning in Definition 2 disregards perfectly valid deletion al-
gorithms. For instance, an algorithm A that outputs a fixed untrained model in

response to any deletion request u is a valid deletion algorithm because its output

4This phenomenon, known as the Streisand effect, is named after Barbara Streisand’s attempt
to censor a photo of her Malibu residence, taken to document coastal erosion. Before her lawsuit,
the photo had only six downloads, two by Streisand’s attorneys. However, after the lawsuit gained
attention, the site got over 420,000 views in the following month [2].

10
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contains no information about the deleted records in u. However, since its output is
easy to tell apart from that of retraining done by any sensible learning algorithm A,
the algorithm A cannot satisfy Definition 2. Discussions in § 4.2.3 further elaborates
on this incompleteness issue.

To address these issues, this thesis introduces a new definition of deletion privacy,

accompanied by a rigorous proof demonstrating the soundness of its certification.

Definition 3 ((&, §)-deletion privacy). We say that an algorithm pair (A, A) satisfies
(¢, d)-deletion privacy if for all datasets D and all remove sets u C D (potentially
chosen reactively after seeing A(D)), we have that for all deleted records x € u

there exists a random variable © that is independent of the data-point x such that
VS ey, Pr[A(D,u, AD)) €S| <e Pr[Ox€ 8] +0. (1.6)

This definition packs multiple subtle, but crucial, features that go a long way
towards a reliable guarantee on data deletion, which is discussed in detail in § 4.3.
Most notably, Definition 3 patches the flaws of (g, d)-unlearning in Definition 2 while
being less restrictive in many ways at the same time. For instance, Definition 3
requires indistinguishability in only one direction and allows the freedom to construct

an appropriate ©y rather than restricting it to the output of the learning algorithm

A(D\ u).
Question 4. How is deletion privacy different from differential privacy?

In literature, there is a considerable confusion about the relationship between
unlearning and differential privacy. Works such as Sekhari et al. [92] and Huang and
Canonne [54] show that DP learning algorithms provide some deletion guarantees out-
of-the-box, even when the unlearning algorithm is a no-op mechanism that returns
the model as is. In this thesis, we emphasize that deletion privacy and differential
privacy are distinct concepts that protect different aspects of data. Differential
privacy limits information about all data points, regardless of whether they are
still in the dataset or deleted. Deletion privacy, however, only limits information
about data points that have been deleted. Therefore, treating differential privacy
as a quantifier of deletion privacy is basically saying that there is no need to erase

information because it was never sufficiently learned in the first place, which is of

11



CHAPTER 1. INTRODUCTION

little interest. This thesis argues that a machine unlearning algorithm should ensure
both: an (gqp, 0)-differential privacy guarantee for existing data points and a much
smaller (44, 9)-deletion privacy guarantee for removed data points. Together, these
two types of protection exhibit a powerful synergy as the same noise needed to
ensure differential privacy also helps with deletion privacy at no extra cost.

Our results and discussions in Section § 4.4 formalizes the connections between

Differential and Deletion privacy in detail.

1.2.3 Trade-offs: Privacy, Utility, Deletion and Compute

This thesis provides an in-depth study of Noisy-GD, not only as a private machine
learning algorithm, but also as an algorithm for data deletion in the streaming setting
introduced by Neel et al. [72]. In this setting, a stream of edit requests, comprised of
a batch of addition, deletion or replacement operations, arrives sequentially. The
data curator, characterized by a pair of learning and unlearning algorithms (A, A),
executes the learning algorithm A on the initial dataset Dy during the setup stage
before the arrival of the first edit request to generate the initial model Oy = A(Dy).
Thereafter, at any edit step ¢ > 1, to reflect an edit request u; that transforms the
dataset D;_1 ou; — D;, the curator runs the unlearning algorithm A to get the next

model ©; = fl((:)i,l, u;, D;_1). This setting is visualized in Figure 1.4.

D, D, D,
4> u > > u
=— =— =—

Figure 1.4: Our setup demonstrating the initial learning step followed by a sequence
of unlearning steps in response to edit (add, remove or replace) requests on the
dataset.

We consider Noisy-GD as the learning algorithm Aneisy-gp, where for any D € ™,
ANoisy—GD(D> - NOiSy_GD(Du @07 KA)7

12
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{

Retraining with Noisy-GD:
has optimal DP-utility tradeoff with
a gradient complexity of O(nlogn)

7

fu il

(€4g> 0)-Deletion Privacy L e mum &l Excess Empirical Risk

Ny

#

; Unlearning with Noisy-GD:
| Also has an optimal DP-utility tradeoff, but
gradient complexity is only O(nlog(€4y/€44))

Figure 1.5: Visualizing the four-way trade-off between privacy, utility, deletion and
computation complexity and the benefit of unlearning with Noisy-GD instead of
retraining with Noisy-GD in the setting of streaming edit requests.

with the initial model ©y randomly sampled from a Gaussian distribution. And, for
any edit request u on a database D and any model © € ), our unlearning algorithm

/INoiSy_GD is also based on Noisy-GD as follows:
ANojsy_GD(Q, S, D) = Noisy—GD(D o u, @, KA)‘

Question 5. What kind of trade-off between the number of unlearning iterations K z
and (44, 0)-deletion guarantee can the algorithm pair (Anoisy-cp ANoisy-GD) achieve

when
1. both Anoisy-cp and ANOZ-Sy_GD must satisfy (ap,0)-DP, and
2. for all Dy € X™ and any sequence of edit requests, err((:)i; D) <« fori>17?

By building on our analysis of information flow in Noisy-GD, we show a substantial
computational savings on unlearning using ANoisy_GD instead of fresh retraining using
Anoisy-ap. For strongly-convex, Lipschitz and smooth losses, we certify that under
(€dd, 6)-deletion privacy and (eqp, 0)-differential privacy constraints, we can achieve

learning and unlearning of models in R? on n-sized datasets such that the excess

13
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empirical risk err(6;; D;) = O (dlsggp(iéé)) for all + > 1, while requiring only K ; =
O (log Zj—z) number of unlearning iterations. Note from Theorem 2 that this DP-
utility tradeoff is optimal across all unlearning steps, but the computation of Aneisy-cp
in terms of number of iterations could be considerably smaller than (log(n?cq,%/d))
required for retraining using Anoisy-gp (cf. Theorem 3). This computational benefit
on unlearning using Noisy-GD for convex losses is described as Theorem 24 in § 4.5.2
and summarized in Figure 1.5.

In § 4.5.3, we also present an analysis of Noisy-GD’s unlearning capabilities for
non-convex loss functions under Ls-regularization. For the purpose, we develop
and improve results that show rapid convergence of Noisy-GD algorithm’s output
distribution Anoisy-cp (D) to something that is very close to the Gibbs distribution
(D) x e £/7°  We study this convergence in terms of Rényi divergence, a notion
that is strictly stronger than (e, d)-indistinguishability used in differential privacy
(called (gq, p)-Rényi differential privacy [69]). By building on these convergence
results, we show that not only can Noisy-GD provide (g, p4p)-Rényi differential
privacy and (g, paq)-Rényi data deletion guarantees under non-convexity with Lo
regularization (with the additional constraint that the loss function is bounded),

but it also achieves near-optimal empirical risk of err(©;: D;) = O < dg 4+ 1. /‘ﬁ*).
P

Pdpn2

See Theorem 27 in Section § 4.5.3 for the formal statement.

1.2.4 Laplace transform interpretation of Privacy

Being a statistical property, the design of differentially private algorithms involves
a pen-and-paper analysis of any randomness internal to the processing of the algo-
rithm that obscures the influence a data-point might have. Therefore, an important
direction in differential privacy research is to create adaptable analytical tools that
helps in tailored privacy analysis of any given algorithm. That is why, throughout its
development, various interpretations of the differential privacy have emerged. These
include the privacy-profile curve §(€) [10] that traces the (¢, 0)-DP point guarantees,
the f-DP [34] view of worst-case trade-off curve between type I and type II errors
for hypothesis testing membership [56, 11], the Rényi DP [69] function of order ¢
that admits a natural analytical composition [1, 69], the view of the privacy loss

distribution (PLD) [96] that allows for approximate numerical composition [59, 47],

14
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and the recent characteristic function formulation of the dominating privacy loss
random variables Zhu et al. [122]. Each of these formalisms have their own properties
and use-cases, and none of them seem to be superior in all aspects.

In this thesis, we propose a new interpretation of differential privacy that not only
augments existing interpretations but also provides a flexible analytical toolkit that
greatly extends our cognitive reach in reasoning about differential privacy and its
properties. This interpretation is based on recognizing that the privacy profile curve
(¢,0())-DP can be seen as a Laplace transform of the privacy loss distribution®.

To build the basic intuition of this expression, suppose P and () represent
the probability mass/density function of an algorithm A’s output distribution on
neighboring databases D ~ D’ respectively. We can express § as a function of ¢ as

3(¢) L sup P(S) — e£Q(S) = / [1 - eeQ(g)] P(6)dd,
scy oey P(0) +
where [o] & max{0, e}, because the supremum set contains only those § € ) for
which P(6) > e*Q(0). Let Ss. < {0 € Y : P(A) > e*Q(6)}. We can further express
this in terms of the privacy loss Lpio(0) = o log(P(6)/Q(6)) as

5(e) = /S } (1= e=Ema®) p(g)dg = / Y1 = ) fa(2)dz, (1.7)

£

where fz(z) ) Lijo(#)=2 P(6)d0 is the probability density of the privacy loss random
variable Z = Lp|p(©) with © ~ P. Equation 1.7 is a popular way to express the
(g,6(¢))-DP curve in literature [24, Lemma 9], [99, Proposition 7], and [7, Theorem
5]. In this thesis, we highlight that this expression also has a Laplace transform
form as follows:

Ve eR : d(e) :/°°(1—66*Z)fz<z)dz

=1—Fy(e) — / el fz(t +¢e)dt (Substitute z =t 4 ¢)
0
= / "1 — Fy(t+e))dt (Integration by parts)

— L{1 — Fy(t+)}(1),

5Laplace transform maps time-domain function g(t) to frequency domain function £{g}(s) = et
fo e~ stg(t)dt. Complicated operations in the time-domain like convolution or differentiation
reduces to sunple operations like multiplication and division in the frequency domain.
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where Fy(t) = Pr[Z < ] is the cumulative distribution function of the privacy loss
random variable Z.

The Rényi-divergence R, (P||Q) = q%l [ P1Q'~1df between any two distribu-
tions P, () on the same space is also expressible as a bilateral Laplace transform of

the privacy loss random variable Z:

. pla=1)Re(PlQ) — (¢-1)-Z2| _ _
VgeC : e v e | =B{fz6)} (1 -q).

Using them, we show that the privacy-profile and Rényi divergence between any two

distributions have the following equivalence.
VgeC : e VPO = g(g— 1) B{dpo(t)} (1-q), (1.8)

which again is a Laplace transform expression. Furthermore, Zhu et al. [122]’s
characteristic function of the privacy loss ¢piq(q) = E [eiq log(P/ Q)} also turns out to

be a Fourier transform, which is a special case of the bilateral Laplace transform:

VgER : drla) =, B[] = B{fz}(~iq) (1.9)

 Z«<PLD

Question 6. How is Laplace transform interpretation of Differential Privacy useful?

Laplace-transform view of the DP curve unlocks a formal approach to perform a
wide-variety of manipulations and transformations using the properties of Laplace
transforms (see Table C.1 in Appendix Appendix C), some of which are often seen
being performed in literature in complicated and explicit ways within proofs related
to DP (e.g., proofs of [10, Theorem 8], [24, Proposition 12| and [70, Lemma 10]).
With the Laplace transform expression, performing these complex manipulations
become as easy as invoking one of its many time-frequency duality properties. This
not only simplifies many proofs, but also provides a powerful tool to prove new
properties of significance. To showcase the impact of this interpretation, we prove
an ezact composition theorem using it that applies to the entire (¢,d(¢))-DP curves

rather than point DP-guarantees.

Theorem 4. If algorithms Ay : X™ — Y1 and Ay : Y1 X X™ — Yy tightly satisfy
(€,01(€))-DP and (g, 65(¢))-DP for all € € R, then the composed mechanism defined

as A(D) o (X,Y) where X ~ Ay(D) and Y ~ Ay(X, D) satisfies (¢,0(g))-DP with

5e) < (Br® (82— 65)) (e) = /°° S1(e — 1) - (Ba(r) = ba(r)) dr, (1.10)

—00
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Figure 1.6: Comparison between (¢,107%)-DP bounds obtained by different composi-
tion theorems for k independent Laplace mechanisms where each exactly satisfies 0.1-
DP. To obtain the exact DP bound, we recursively alternate between applying Theo-
rem 4 and differentiating subsequent recursion as follows: 9y, = 51:1%1@(5 —5), where

e—=0.1

the privacy profile for 0.1-DP Laplace mechanism is §(¢) = max{0,1—e 2 ,1—¢°}.

where d5(¢) and dy(¢) are the first and second order gradients of 6,(¢) respectively.

Theorem 4 is a tight composition theorem for (e, d(¢))-DP curves. In comparison,
existing composition guarantees like Advance composition theorem by Dwork and Lei
[38] and optimal composition theorem by Kairouz et al. [56] apply to point (e, d)-DP
guarantees only, and can be significantly lossy. Figure 1.6 compares Theorem 4 with
other composition bounds in literature.

Additionally, we show a number of results of interest using this Laplace transform

interpretation:

1. We note that the Laplace transform expression of Rényi divergence permits
the order ¢ to be a complex number in C. In fact, Rényi divergence for
complex orders plays a crucial role in interconversion between Rényi DP and

(¢,0)-DP—the privacy profile p|(¢) is the inverse Laplace transform of Rényi
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divergence R, (P[|Q):

5 L*l e—SRl—s(P”Q) 1 y Ytiw o e_SRl—S(P”Q)d
Plal€) = s(s —1) &)= 27 &30 [,—m “ s(s —1) *
where «y could be any real number in R\ {0, 1} under absolute continuity (i.e.,

P <@ and Q < P).

. We establish an unexpected result that, although Rényi divergence R, (P||Q)
and privacy profile dpjg(e) are equivalent functional representations under
absolute continuity, they do not have a compatible notion of dominance.
More precisely, for two pairs of distributions (P, Q1) and (Ps, Q2), while
the relationship dpjg,(e) < dpy,(e) for all € implies that Ry (P[|Q1) <
R, (P]|@2) for all ¢ > 1, the converse does not hold. This is because being
inverse Laplace transforms of R, (P||@1) and R, (P2||Q2), the privacy profiles
dp|, (€) and 0p,|,(€) have a dominance relationship that depends on how
the Rényi divergences behave along the complex line {¢ € C : Re(q) = v}
at any 7 € R\ {0,1}; not along {g € R: ¢ > 1} that all prior works focus
on [11, 122, 5, 24].

. We provide an exactly-tight and adaptive theorem for composing any two
privacy profiles, 0p, g, (€) and 6p,g,(€), that mirrors the lossless composition
of Rényi divergence. For product distributions P = P; X P, and Q) = Q1 X ()9,

the composed privacy profile dpq is

VeeR: 5P|Q(€) = (6P1|Q1 ® <5P2|Q2 - 5P2|Q2)) (5)7 (1-11)

where 0 P|@o and 5p2|Q2 are the first and second order gradient functions of
dp,|@, and ‘®’ denotes the convolution operation. Our composition also applies

under adaptivity.

. We apply our composition theorem for privacy profiles (i.e., (g, 6;(¢))-DP curves)
to derive an optimal composition theorem for (g;,9;)-DP point guarantees.
Our bound surpasses the optimal bound by Kairouz et al. [56, Theorem 3.3,
as their result gives only a discrete set of (¢,0) pairs, while ours provides a

continuous curve, enabling the tightest € for any 6 budget.
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5. Working with functional notions have a symmetry problem—in many cases
dpig(e) # 0gp(e) or PLD(P||Q) # PLD(Q|P). Existing works handle as-
symetry either by maintaining functional representation in both directions, or
by enforcing symmetry at the cost of overestimating the curve. We highlight a
reversal property enjoyed by all function notions of DP and use it to eliminate

the asymmetry problem.

1.3 Outline of Thesis

Chapter 2 covers the preliminaries on loss function properties, on relevant
divergence notions (including differential privacy notions), and on the theory of
diffusion processes.

In Chapter 3 we study the DP dynamics of diffusion processes and extend it to
Noisy-GD algorithm. We also explore the privacy-utility trade-off for Noisy-GD.

Chapter 4 introduces the concept of data deletion, identifies flaws in prior attemts
to quanitify it and presents corrections to fix those flaws. This chapter also explores
the data deletion properties of Noisy-GD algorithm in an online setting of streaming
edit (i.e., insert, delete, or modify) requests.

Chapter 5 introduces a frequency-domain interpretation of differential privacy
and presents results on composition, conversion and subsampling for functional
notions of differential privacy.

Finally, Chapter 6 completes this thesis with a conclusion.

1.4 Finished Works

The research presented in this thesis is primarily based on the following first-

authored publications. The * represents (joint) first authorship where applicable.

o Rishav Chourasia®*, Jiayuan Ye*, and Reza Shokri. “Differential privacy
dynamics of langevin diffusion and noisy gradient descent.” Advances in

Neural Information Processing Systems 34 (2021).
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o Rishav Chourasia®, and Neil Shah. “Forget unlearning: Towards true data-
deletion in machine learning.” International Conference on Machine Learning.

PMLR, 2023.

e Rishav Chourasia*®, Uzair Javaid, Biplap Sikdar. “Laplace Transform Inter-
pretations of Differential Privacy.” Currently under review at FORC

2025.
The following publications were also made during this Ph.D. journey:

o Rishav Chourasia, Batnyam Enkhtaivan, Kunihiro Ito, Junki Mori, Isamu
Teranishi, and Hikaru Tsuchida. "Knowledge Cross-Distillation for Membership
Privacy." Proceedings on Privacy Enhancing Technologies 2022(2).

o Rishav Chourasia®*, and Adish Singla. "Unifying ensemble methods for g-
learning via social choice theory." Learning with Rich Experience (LIRE)

Workshop, NeurIPS 2019.
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Chapter 2

Preliminaries

In this chapter we introduce the necessary preliminaries, definitions and nota-
tions that will be useful throughout the thesis. Specifically, we introduce various
relevant divergence measures for probability distribution, differential privacy and
their properties in § 2.1. Then, in § 2.2 we formalize the statistical problem of
empirical risk minimization (ERM), provide a refresher on calculus covering the
notations and provide definitions of some common assumptions on loss functions
made to study the ERM problem. In § 2.3 we introduce Markov diffusion semigroups
in context of modeling gradient-descent based optimization algorithms and discuss
isoperimetric properties that make analysis easier. Finally, in § 2.3.2 we provide a

brief introduction to Laplace transforms and their properties.

2.1 Divergence Measures and Their Properties

Let P,@Q be two probability measures on a Lebesgue space ). We abuse the
notations to denote respective probability densities with P, () as well. We say that
measure P is absolutely continuous with respect to @ (denoted by P < @) if for all
measurable sets S C Y, P(S) = 0 whenever Q(S) = 0.

Following are some divergence notions and some of their useful properties.

Definition 4 (Hockey-stick divergence [87]). The hockey-stick divergence of P w.r.t.
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Q for any v > 0! is defined as

i, (PIQ) ™ sup P(S) 7 Q(S) = B, [1 - vggg;] TR

Definition 5 (Rényi divergence [80]). Rényi divergence of P w.r.t. @ of order ¢ > 1

is defined as

R, (PIQ) ™ L g, (PIQ), where B,(PIQ)™ B, (iG] ] 22)

q—
when P < Q. If P £ Q, we'll say R, (P||Q) = oc.

A bound on Rényi divergence implies a bound on hockey-stick divergence.

Theorem 5 ([69, Proposition 3]). Let ¢ > 1 and € > 0. If distributions P,Q satisfy
R, (P||Q) < p, then for any § € (0,1],

log(1/4)
qg—1

P(S) < exp <p + ) - Q(S) + 4, (2.3)

for all S € Y. Equivalently, if R, (P||Q) < p, then for any € > p,
H.- (P||Q) < ela=D(E=p), (2.4)
Both Rényi divergence and Hockey stick divergences are monotonic functions.

Theorem 6 (Monotonicity of Rényi divergence [69, Proposition 9]). For any ¢’ >
q > 1, and any two distributions P and Q, R, (P||Q) < Ry (P||Q).

Theorem 7 (Monotonicity of Hockey-stick divergence). For any € < &', and arbi-

trary probability measures P and @), H, (P||Q) < Hee (P]|Q).

Proof. If € < €', it holds that [I —e® - 2], > [1 — ¢ - 2], for all 2 > 0. Therefore,

He (PIQ) = [ [1 . P<9>]

0 20 P(G)d&z/

0ey

_ PO —H..
[1 Q@Lp(e)de H,. (P]Q).

O

Rényi divergence satisfies the following triangle inequality.

1Original definition in [87] only considers v > 1 which has become the norm in literature.
We instead consider v > 0 because it is both economical and efficient as v € (0,1] yields
the hockey-stick divergence with P and @ switched: H, (Q[|P) = supgcy Q(S) — v - P(S) =
1=y +fsupgcy P(S") = 5 Q(S)] = 1 — v +vHz (P||Q)-
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Theorem 8 (Weak triangle inequality [69, Proposition 12]). For any distributions
P.M,Q on) such that P < M < @, the Rényi divergence of P w.r.t. Q) satisfies
the following weak triangle inequality. For all 1 < q < ¢,

/

q
Ry (PIM) 4Ry (MR). (2.5)

R, (P[Q) <

Q

In particular, R, (P|Q) < Ry (PM) + R (M|R). Also, if R, (P|M) < &y - q and
Ry (M||Q) < kg - q for all g € (1,00), then Ry (P||Q) < (k1 + \/K_Q)Q - q.

Another popular information divergence is the Kullback-Leibler divergence.

Definition 6 (Kullback-Leibler divergence [60]). Kullback-Leibler (KL) divergence
KL (P||Q) of P w.rt. Q is defined as
P(©)

KL (P||Q) % E, [log Q(@)] . (2.6)

Rényi divergence reduces to Kullback-Leibler divergence as the order ¢ — 1, that
is lim, 1 R, (P[|@) = KL (P||Q) [107].

Some other divergence notions that we will use are the following.

Definition 7 (Total variation distance). The total variation distance between two

distributions P and () on ) is defined as

TV (P.Q) = sup [P($) — Q(S)]. (2.7)

Definition 8 (Wasserstein distance [108]). Wasserstein distance between two dis-

tributions P and () over ) is defined as
def . 3
Wo (P.Q) “inf E [I6 -6, (2:8)
where II is any joint distribution on ) x ) such that P and @) as its marginals.

Definition 9 (Relative Fisher information [78]). If P < @ and % is differentiable

w.r.t 6, then relative Fisher information of P w.r.t. () is defined as

HVlogP(@)

0(0) (2.9)

def
(P E,

2

The following relative Rényi information generalizes relative Fisher information.
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Definition 10 (Relative Rényi information [110]). Let ¢ > 1. If P « Q and £ Q(a is

differentiable, then relative Rényi information of P w.r.t. @) is defined as
(P(@))3
Q(O)

2.1.1 Differential Privacy and Composition Theorems

LPI) Y S E,

‘ . (2.10)

For a data universe X, we consider datasets D of maximum size n: D =
(X1, ,X,) € X", where L € X denotes a special “null” record?. Two datasets D
and D’ are considered neighboring (denoted by D ~ D" € X™) if by replacing a
single entry, we can transform D to D’ and vice-versa. For a randomized algorithm
A X" — Y, where ) is the outcome space, we denote the distributions of the
output random variables A(D) and A(D’) as P and @, respectively, throughout the

thesis unless stated otherwise.

Definition 1 ((g,0)-Differential Privacy [41]). Let ¢ > 0 and 0 < 6 < 1. A
randomized algorithm A is (g, 0)-differentially private (hereon (e,d)-DP) if for all
D ~ D’ and for all S C Y, we have

Pr[A(D) € S] <€ -Pr[A(D') € S]+ 0. (2.11)

Equivalently, A is (e,9)-DP if the hockey-stick divergence (Definition 4) between
output distributions P and Q) satisfies Hee (P||Q) < 6.

Definition 11 (Rényi Differential privacy [69]). A randomized algorithm A is said
to be (q, p)-Rényi differentially private (hereon (g, p)-Rényi DP) if, for all neighboring
datasets D ~ D' € X", we have R, (P||Q) < p.

We say that algorithm A tightly satisfies (¢,6)-DP if § = supp.p Hee (P]|Q) and
that A tightly satisfies (¢, p)-Rényi DP if p = supp.p R, (P]|Q).

2Allowing a “null” record L within the universe X, replacement operation can simulate both
addition or removal by replacing a record with 1. As such, if an algorithm is differentially private
for replacement, it is also differentially private with the same parameters for addition or removal.
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Composition Theorems. In differential privacy, composition theorems describe
how the privacy guarantees of individual algorithms combine when they are executed
on the same dataset sequentially and adaptively (i.e., when the subsequent algo-
rithm’s input can depend on preceding algorithms’ outputs). These theorems are
crucial for understanding the loss in privacy when multiple analyses are performed

on the same dataset.

Theorem 9 (Advanced composition [40, Theorem I11.3]). For any e >0, § € [0,1],
and §' € (0,1], the class of (g,9)-DP mechanisms satisfies (€', kd + §')-DP under

k-fold adaptive composition, for

e =ke(e® — 1) +ey/2klog(1/d). (2.12)

The advanced composition theorem is not optimal. The following optimal

composition theorem was proved by Kairouz et al. [56].

Theorem 10 (Optimal composition [56, Theorem 3.3]). For anye > 0 and é € [0, 1],
the class of (¢,8)-DP algorithms satisfies ((k — 1)e, 1 — (1 — §)*8;))-DP under k-fold

adaptive composition, for all i € {0,1,--- ,|k/2]|}, where
Zi;l k e(k—l)e _ e(k—2i+l)e
5 = == (1) ) (2.13)
(14 e5)k

Theorem 10 is optimal in the sense that there exists an (e, d)-DP mechanism for

which the k-fold composition tightly satisfies the theorems composed DP guarantee.

Theorem 11 (Rényi DP composition [69, Proposition 1]). If randomized algorithms
Ay, Ag satisfy Rényi DP with respective parameters (q,p1),--- ,(q, pr), then
their composed mechanism defined as (Ay(D),--- , A(D)) is (q, pr + - - - + px)-Rényi
DP. Moreover, it" algorithm can be adaptively chosen on the basis of the outputs of

algorithms Ay, -+, A;_1.

Theorem 11 is also optimal in the same sense as Theorem 10, but for Rényi DP.

2.2 Empirical Risk Minimization

Given a dataset D = (xy,---,X,) of n data-points from a data universe X', and

a closed, convex set ) denoting the space of model parameters (can be R?), the
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problem of empirical risk minimization seeks to

of 1
minimize £(6; D) & = > {(f;x) over § € V. (2.14)

n xeD

The map £(0;x) : Y x X — R defines the loss of a given model parameter vector
0 € Y on any data point x € X. For instance, given a dataset of input-output
pairs x; = (Z;,y;) € X, the ordinary least squares estimator is the empirical risk
minimizer for the loss £(0;x;) = ((Z;,0) — y;)?, where (7], Z») gives the dot product
between two vectors 2, Z». Similarly, the solution to support vector machine (SVM)
is the minimizer of the hinge loss function ¢(6;x;) = [1 — y; (0, 73)]+.

To avoid the problem of overfitting, sometimes a data-independent convex
regularizer r(¢) : ) — R is added to the minimization objective. To handle such cases,
we fold the regularizer into the loss function itself by defining ¢(6; x) = £y(6;x) +r(0)
in Equation 2.14, where {y(6;x) is the base loss function.

The success of an optimization algorithm A : X™ — ) is measured in terms of

the expected excess empirical risk for the worst-case dataset D € X", defined as
.7 def i
err(©; D) —IeE Lp(O) win Lp(0)], (2.15)
where © is a random variable denoting the output A(D).

Remark 1. We only focus on the expected empirical risk as one can derive high
probability excess risk bounds from it by simply running the algorithm multiple times;

with k runs of A(D) producing models ©1,- -+ , O, Markov inequality® gives that

foralll € [k], Pr {L’D(@l) — %16131}1 Lp(0) > 2err(0y; D)} < (2.16)

N | —

Therefore, by applying the union bound, we have that at least one of the k models

will have a competitive excess empirical risk with high probability:

. : _ 1
Pr lllxel[llér]l Lp(©)) < min Lp(0) + 2err(0;D)| > 1 — L (2.17)

Note that for getting a 1 — 5 probability guarantee on excess risk from the expected

excess risk, the cost of multiple executions is only O(log(1//)) which is acceptable.

3We need to make a mild assumption that the loss function ¢(6;x) is a non-negative function.
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The problem of empirical risk minimization is generally studied under certain
assumptions on the loss function. In § 2.2.2, we provide the definitions of some loss
function properties that we will require in this thesis. But first, we provide a short

refresher on calculus in the following § 2.2.1 to familiarize with the notations.

2.2.1 Calculus Refresher

Given a twice continuously differentiable function £ : ) — R, where ) is a closed

convex subset of R?, its gradient V.L : Y — RY is the vector of partial derivatives

OL(0) OL(0)
= . . 21
VL(0) ( 2, o, (2.18)
Its Hessian V2L : Y — R%*9 is the matrix of second partial derivatives
0L
V2L(0) = < ( )> : (2.19)
00,0; 1<ij<d
Its Laplacian AL : Y — R is the trace of its Hessian V3£, i.e.,
AL(O) = Tr (V2L(0)) . (2.20)
Given a differentiable vector field v = (vi,---,v,) : Y — R its divergence
V-(v): Y—=Ris
4 Ovi(0)
V-(v)(0)=> 20, (2.21)
i=1 i
Some identities that we would rely on:
1. Divergence of gradient is the Laplacian, i.e.,
4 0%L(6
V-(VL)(0) =) aeg ) _ AL(H). (2.22)

2. For any function f : Y — R and a vector field v : ) — R? with sufficiently
fast decay at the border of ),

[ (). 95)) a6 =~ [ FO)T - (v)(6)de. (2.23)

3. For any two functions f,g: Y — R, out of which at least for one the gradient

decays sufficiently fast at the border of ), the following also holds.
[ 1®ag0)a0 =~ [ (V0. Vo) d6 = [ g@)AFO)6.  (224)
Y Y y
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4. Based on Young’s inequality, for two vector fields vi,vy : Y — R? and any

a,b € R such that ab = 1, the following inequality holds.

(Vi) () < o )1+ o V)] (2.25)

Wherever it is clear, we would drop (6) for brevity. For example, we would represent

V- (v)(0) as only V - (v).

2.2.2 Loss function properties

In this section, we provide the formal definition of various properties that we
assume in the thesis. Let £(0;x) : Y x X — R, for each data point x € X, be a loss

function on Y.

Definition 12 (Lipschitzness). A function ¢(6; x) is said to be L Lipschitz continuous
if for all 6,0’ € Y and any x € X,

10(0;%) — €05 x)| < L0 — 0], (2.26)

If ¢(0;x) is differentiable, then it is L-Lipschitz if and only if V{(6;x) < L for all
vel.

Definition 13 (Boundedness). A function ¢(f;x) is said to be B-bounded if for all
x € X, its output takes values in range [—B, B].

Definition 14 (Convexity). A continuous differential function ¢(¢;x) is said to be

convez if for all 0,0’ € Y and x € X,
00'5x) > £(0;x) + (VE(0;%),0 —0), (2.27)

and is said to be A-strongly convex if
(053) 2 £0:3) + (VE0:), 0= 0) + 2 | — 0] (2.28)

Theorem 12 ([74, Theorem 2.1.4]). A twice continuously differentiable function
0(6;x) is convex if and only if for all ® € Y and x € X, its hessian matriz V*{(6;x)
is positive semidefinite, i.e., V20(0;x) = 0 and is \-strongly convez if its hessian

matriz satisfies V20(0;%) = \j.
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Definition 15 (Smoothness). A continuously differentiable function £(6;x) is said

to be [-smooth if for all 6,0’ € Y and x € X,
V66 %) = Ve )ll, < 86— 0], (2.20)

Theorem 13 ([74, Theorem 2.1.6]). A twice continuously differentiable convex
function £(0;x) is B-smooth if and only if for all® € Y and x € X,

V20(0;x) < Bl (2.30)

2.3 Langevin Diffusion Semigroup

Langevin diffusion process on R? with noise variance ¢? under the influence of a

potential £ : RY — R is characterized by the Stochastic Differential Equation (SDE)
d@t = —V£<@t)dt + Vv 20’2th, (231)

where AW, = Wy qr — Wy ~ VAN (0, I;) is the d-dimensional Wiener process.

. . . . . 9|2
Langevin Diffusion on Potential Function £(0) =¥

10.0p S
—— Langevin Diffusion
Y% Start

©o
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6o

Figure 2.1: Visualizing Langevin diffusion Equation 2.31 on potential £(8) = ||0]|3 /2.

We present some preliminaries on the diffusion theory used in our analyses in
this thesis. Let P;(6y,0;) denote the probability density function describing the
distribution of ©;, on starting from ©y = 0y at time t = 0. For SDE Equation 2.31,
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the associated Markov semigroup is defined as a family of operators (P;):>0, such

that an operator P, sends any real-valued measurable function f : R? — R to

Pif(6o) = E[f(0,)|00 = 6] = / £(6,)P.(6o, 6,)d6. (2.32)
When £ is a twice continuously differentiable function in R¢, the infinitesimal gener-

ator G dof limg_,q L [Piys — Ps] for the Langevin diffusion semigroup, characterized

s

by SDE Equation 2.31, is well-known [61] to be
Gf = a’Af —(VL,Vf). (2.33)

This generator G, when applied on a function f(6;), gives the infinitesimal change
in the value of a function f when 6; undergoes diffusion as per Equation 2.31 for dt

time. That is,

OPf(60) = [ OFi(60,0)F (646, = [ P60, 6)GF(0:)d6, = Pi(GF)(B0).  (234)

The dual operator of G is the Fokker-Planck operator G*, which is defined as the

adjoint of generator G, in the sense that

| 169106 = [ g(Gp)a0. (2:35)

for all real-valued measurable functions f,g : R? — R. Note from Equation 2.34
that, this operator provides an alternative way to represent the rate of change of

function f at time ¢:

Pef(6o) = /f(et)atpt(go,gt)dgt = /f(et)g*ljt(eo,@t)dﬁt. (2.36)

To put it simply, Fokker-Planck operator gives the infinitesimal change in the
distribution of ©; with respect to time. For the Langevin diffusion SDE Equation 2.31,
the Fokker-Planck operator can be derived as follows. Suppose f, g : R — R are
functions that decay to 0 at infinity. Then,

/g(gf)de = /g (c?Af = (VL,Vf))do
_ 02/gAfd9—/<gvc, V1) do

:02/ngde+/f-v.(gvc)de
(from Equation 2.24 and Equation 2.23)

_ /f (0*Ag + V- (9VL)) db
= [ £(g"g)as,
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hence we get the Fokker-Plank operator as G*g = 0?Ag + V - (¢VL). Fokker-Planck
equation gives us quite a convenient way to track changes in the distribution of ©,
because if we note the identity in Equation 2.36, we get the following relationship

(we can ignore 6, for brevity).
OP,(0) = G*Pi(0) = V - (P(O)VL(9)) + > AP,(0). (2.37)

From this Fokker-Planck equation, we can show that the stationary or invariant
distribution P, of Langevin diffusion (i.e., when ¢t — oo for any starting 6, € R?),
which is the solution of 9, P, = 0 (for all § € R?). If P, is the stationary distribution,

we have
G Po =V - (PVL+0°VPy) =V (J) =0, (Using Equation 2.22)

where J(0) is the probability flur. This equation implies that J(6) is constant.
However P (6) and V Py (0) must satisfy certain boundary condition that forces

J(0) = 0 at infinity, which means J(0) = 0 everywhere. This gives us that
J(0) = P (0)VL(0) + 0>V Py () = 0, (2.38)

the solution for which is the following Gibbs distribution.

Poo(6) o exp <_ E;?) . (2.39)

One last thing to note is that since P, is the stationary distribution, for any

measurable function f : R — R,

E 6/] - / FG*Poodd = 0. (2.40)

2.3.1 Isoperimetric Inequalities and Their Properties

Convergence properties of various diffusion semigroups have been extensively
analyzed in literature under certain isoperimetric assumptions on the stationary
distribution P, [6]. One such property of interest is the logarithmic Sobolev (LSI)
inequality [49], which we define next.

The carré du champ operator I' of a diffusion semigroup with invariant measure

P, is defined using its infinitesimal generator G as

(7.9) = 5 16(f9) ~ 1G9 — 9G], (2.41)
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Potential £(0) = 161 —L£(6) /o>

2 Distribution e

Figure 2.2: Visualizing the potential function £ and the resulting Gibbs distribution
e £/ as per Equation 2.39.

for every f,g € L?(P,,). Carré du champ operator represent fundamental properties
of a Markov semigroup that affect its convergence behavior. One can verify that

Langevin diffusion semigroup’s carré du champ operator (on differentiable f,g) is

L(f.9) =0 (V. Vg). (2.42)
We use shorthand notation I'(f) = T'(f, f) = 2|V f],.

Definition 16 (Logarithmic Sobolev Inequality (see Bakry et al. [6, p. 24])). A
distribution with probability density P is said to satisfy a logarithmic Sobolev
inequality (LSI(c)) (with respect to I' in Equation 2.42) if for all functions f € L?(P)
(i.e., @IEP [f2(©)] < 0o) with continuous derivatives V f,

L T

Entp(fZ) < % Iz

20 5
Pdo = T/||Vf||2Pde, (2.43)
where entropy Entp is defined as
2 _ 2 2] 2 2
Entp(f*) =E[f*log f*] — E [f*]logE [ /] . (2.44)

Logarithmic Sobolev inequality is a very non-restrictive assumption and is
satisfied by a large class of distributions. The following well-known result show that

Gaussians satisfy LSI inequality.
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Lemma 1 (LS inequality of Gaussian distributions (see Bakry et al. [6, p. 258])). Let
P be a Gaussian distribution on R? with covariance o/ (i.e., the Gibbs distribution
Equation 2.39 with L(-) being the Ly reqularizer r(f) = 3 16]3). Then P satisfies
LSI(\) tightly (with respect to T' in Equation 2.42), i.e.

Entp(12) = 22 [ IV ]} Pas. (2.45)

Additionally, if Q is a distribution on R? that satisfies LSI(c), then the convolution
Q ® P, defined as the distribution of © + W where © ~ Q and W ~ P, satisfies

-1
LSI inequality with constant (% + %)

Bobkov [17] show that like Gaussian distribution, all strongly log concave dis-
tributions (or more generally, log-concave distributions with finite second order
moments) satisfy LSI inequality (e.g. Gibbs distribution in Equation 2.39 with any
strongly convex £). LSI inequality is also satisfied under non-log-concavity too. For
example, LSI inequality is stable under Lipschitz maps, although such maps can

destroy log-concavity.

Lemma 2 (LS inequality under Lipschitz maps (see Ledoux [62])). If P is a
distribution on RY that satisfies LSI(c), then for any L-Lipschitz map T : R — R9,
the pushforward distribution T 4 p, representing the distribution of T'(©) where © ~ P,
satisfies LSI(c/L?).

LSI inequality is also stable under bounded perturbations to the distribution, as

shown in the following lemma by Holley and Stroock [52].

Lemma 3 (LSI inequality under bounded perturbations (see Holley and Stroock
[52])). If P is the probability density of a distribution that satisfies LSI(c), then any
probability distribution with density () such that ﬁ < PO /B everywhere in R?

Q(0)
for some constant B > 1 satisfies LSI(c/B).

Logarithmic Sobolev inequality is of interest to us due to its equivalence to the

following inequalities on Kullback-Leibler and Rényi divergence.

Lemma 4 (LSI inequality in terms of KL divergence [110]). The distribution P
satisfies LSI(c) inequality (with respect to I' in Equation 2.42) if and only if for all
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distributions Q on R? such that % € L*(P) with continuous derivatives V%,

2
o

L@IIP) = 5 L@IP). (2.46)

Proof. Set f? in Equation 2.43 to Q to obtain Equation 2.46. Alternatively, set

Q= ]g[f];] in Equation 2.46 to obtain Equation 2.43. []

Lemma 5 (Wasserstein distance bound under LSI inequality [78, Theorem 1}). If
distribution P satisfies LSI(c) inequality (with respect to T' in Equation 2.42) then
for all distributions Q on RY,

W, (@, P < “TKL(@Q|P). (2.47)

Lemma 6 (LSI inequality in terms of Rényi Divergence [110]). The distribution P
satisfies LSI(c) inequality (with respect to I' in Equation 2.42) if and only if for all
distributions Q on R such that € L%(P) with continuous derivatives VQ, and

et Fo* 1,QIP)
Proof. For brevity, let the functions R(q) = R, (Q||P), E(q) = E, (Q||P), and I(q)
Let function f2(0) = (%)q. Then,
I]B; {fﬂ _ I}@ [(g)q] = E(q), (From Definition 5)
and,
i)
- qanI[:*; [ ) (g ' log ) dq] (From Lebniz rule)
= qaq]g [ g)ql (From Definition 5)
= qaqE q)-
Moreover,
a2
{HVfHﬂ E ‘V (?’) 2 = Cf[(q) (From Equation 2.10)
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On substituting Equation 2.43 with the above equalities, we get:

2 2
Entp (%) < —E[| V£

— 40,E(q) ~ El)log Elg) < L7110

<= q0,log E(q) —log E(q) < q;zz é((c‘;))

<= q0,((¢—1)R(q)) — (¢ — 1)R(q) < qQZ I((c_;)) (From Definition 5)
¢*o® 1(q)

2.3.2 Background on Laplace Transforms

Laplace transform is an integral transform that maps time domain functions
with real arguments (¢ € R) to frequency domain functions with complex arguments
(s € C). The one-sided and two-sided Laplace transformations of a function g(t) at
complex frequency s is defined respectively as
0

L{g0} () [

o+

e=tg(t)dt, and B{g(t)} (s) % /°° etg(t)dt,  (2.49)

—0o0

where 07 is the shorthand notation for limit approaching 0 from positive side. We

can express two-sided Laplace transforms using one-sided transform as

BUWOH) = UMY &+ [ S0+ L0} (=), (250)

where f[?j f(t)dt may not be 0 if f has an impulse (aka. integrable singularity) at 0,

informally defined to be an infinitely dense point but with a finite mass.

Remark 2. Conventionally, one-sided Laplace transform is defined to include point
mass located at O entirely (i.e., integration is from 0~ instead of 07 ). For aligning
with the conventions in differential privacy, our definition entirely excludes the point
mass located at 0 by convention. The Laplace transform properties presented in this

thesis are adjusted to reflect the same.
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The values of s € C for which the integrals in Equation 2.49 converges condition-
ally? is referred to as the region of (conditional) convergence (ROC) of the respective
transforms. This region is always a strip parallel to the imaginary axis wi where
i =+/—1 and w € R, which follows from dominated convergence theorem [76]. We
denote the region of convergence for a function g as ROC,{g} in case of one-sided

Laplace transform and as ROCg{g} for two-sided Laplace transforms.

Uniqueness and Inversion. Laplace transforms are unique [30]: if two contin-
uous functions g and h share the same Laplace transform, then, ¢g(t) = h(t) holds
for all t € RT in the case of a one-sided Laplace transform and for all ¢t € R for a
two-sided Laplace transform. As a consequence of uniqueness, Laplace transform
g(s) = L{g(t)} (s) can be inverted to get back g(t) by applying an Inverse Laplace
transform [77], defined as

g(t) = L7Hg(s)} (1) def i lim Viw g(s)ds = L /jﬂ'oo

271 w200 Sy 271

e'g(s)ds, (2.51)

where the integral is taken over the line consisting of all points s with fRe(s) = ~ for
any 7 lying in the ROC of g(s). The formula Equation 2.51 also inverts two-sided
Laplace transform B {g(t)}, as long as we choose v in the ROC of the two-sided

transform [76].

Remark 3. Uniqueness of Laplace transforms extends to discontinuous functions
as well. If g and h are continuous almost everywhere, i.e. the set where either isn’t
continuous has a total Lebesque measure of zero, then g(t) = h(t) almost everywhere
in the respective time-domains. In such cases, it can be shown [/ 3] that the inversion
formula Equation 2.51 gives

o | etats)ds = Sla) + gl 2.52)

Relation to Fourier transform. The Fourier transform G(w) of a function g is

defined as
G(w) = / o2t g (1t (2.53)

*Conditional convergence for £ {g} at s € C means that the limit lim, o [, e~**g(t) dt exists.
Similarly, the limit limy_, o ij e~ 3tg(t) dt should exist for B {g} to be conditionally convergent at
s.
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which is the same as the two-sided laplace transform B{g(t)} (s) for a purely
imaginary s = 127w. As such, Fourier transform is seen as a special case of Laplace

transforms.

Properties of Laplace transforms. The Laplace transformation is a very useful
tool because a lot of operations in the time-domain correspond to simpler operations
in the frequency domain and vice versa. For a detailed exposition on these properties,
refer to Cohen [30] for one-sided Laplace transform and to Oppenhiem et al. [76] for
the two-sided counterpart. In Appendix C.1, we provide a table summarizing all
the properties that we rely on in this thesis. We reference properties of Table C.1
throughout the thesis using the notation (2)7 where (m) is the equation number of

the used property.
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Chapter 3

Privacy of Noisy Gradient Descent

In this chapter, we aim to analyze the information leakage of an iterative
randomized learning algorithm concerning its training data, given that the internal
state of the algorithm remains private. Specifically, we focus on noisy gradient
descent algorithms and model the dynamics of Rényi differential privacy throughout
the training process. We derive a tight bound on the Rényi divergence between the
probability distributions over the final parameters of models trained on neighboring
datasets. Our results demonstrate that the privacy risk converges exponentially fast
for smooth and strongly convex loss functions, representing a significant improvement
over composition theorems that typically overestimate privacy loss by summing the
total value across all intermediate gradient computations. Furthermore, we establish
the optimality of noisy gradient descent algorithms and show that this optimality
can be achieved with gradient complexity that is almost linear in the training dataset

size. Consequently, our work offers a

...tight analysis of the trade-off between privacy and utility for noisy

gradient descent.

Related works. The study of differential privacy guarantee for Noisy-GD was
initiated by Bassily et al. [12] that applied Dwork et al. [40]’s advanced composition
theorem to derive an (e,d)-DP bound where ¢ has an O(y/K log K) dependence
on number of iterations K. Abadi et al. [1] improved this dependence to O(vVK)
for subsampled variant of Noisy-GD, calling it DP-SGD, by introducing moments
accountant, which later Mironov [69] resolved to be equivalent to Rényi DP com-
position. Balle et al. [8] tightened the amplification effect due to subsampling for

DP-SGD, resulting in an improved composition guarantee. Feldman et al. [45]
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attempted to refine the DP bound for convex and smooth losses by accounting for
the amplification-via-iteration effect—data points seen earlier within an epoch of
training enjoy more privacy than data points seen later. However, their amortized
privacy bounds over multiple epochs grows at the same order as Rényi composition.

Following our work, Altschuler and Talwar [4] extend Feldman et al. [45]’s
approach to strongly-convex losses and show a bounded privacy when parameters
are clipped within an L2 ball, using a very different argument than ours. Ye and
Shokri [118] extends our bounds on Noisy-GD to subsampled setting of Noisy-SGD,
but could only provide Rényi DP amplification of the order O(b/n) for dataset size
n and batch size of b, whereas the actual amplification is expected to be O(b?/n?).
Recent work of Bok et al. [18] closes this gap by extending works of Feldman et al.
[45], Altschuler and Talwar [4] onto f-DP notion by introducing a construction of a

shifted-interpolated process that allows for a tighter characterization.

3.1 Problem Description

Let D = (x1,Xg, -+ ,X,) be a dataset of size n with records taken from some
data universe X. Let ¢(0;x) : Y x X — R be a loss function of a parameter vector
6 € Y on the data point x, where ) is a closed convex set. Recall from § 2.2 that a
generic formulation of the optimization problem to learn the model parameters, is in
the form of empirical risk minimization (ERM) with the following objective, where
Lp(0) is the empirical loss of the model, with parameter vector #, on a dataset D.

0" = argmin Lp(0), where Lp(0) = i > 0(6;x). (3.1)

oy xeD

Releasing this optimization output (i.e., #*) can leak information about the
dataset D, hence violating data privacy. To mitigate this risk, there exist randomized
algorithms to ensure that the (¢-Rényi) differential privacy of the ERM algorithm is
upper-bounded by p, i.e., the algorithm satisfies (g, p)-Rényi DP. One such algorithm
is the noisy stochastic gradient descent introduced as Algorithm Algorithm 1 in

§ 1.2.1. In this chapter we focus on its full-batch variant.

Remark 4. For convenience, we denote &/n = o thought this chapter, which helps

in expressing line 2 in Algorithm 2 as 041 < 0, — nLp(0) + V202N (0,n1) which
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Algorithm 2 Noisy-GD: Noisy Gradient Descent [12]

Input: Dataset D € X", loss function ¢ : R? x X — R, learning rate 7, noise
variance 62, initial parameter vector 6, € R¢.
1: fork=0,1,--- ,K —1do

2 Update model Oy <= 0, — 2311 VL(Or;x3) +1/2n (%)2/\/ (0, 1)
3: Output Ok

resembles the Langevin diffusion PDE: d©; = —VL(©,)dt + v202dW, introduced
in § 2.3, where AW, ~ N (0,dt1y).

In this thesis, our objective is to analyze privacy loss of Noisy Gradient Descent
(Noisy-GD Algorithm 2), which is a randomized ERM algorithm. Let Oy, ©) be the
parameter vectors at the k’th iteration of Noisy-GD on neighboring datasets D and
D', respectively. We denote by O, and O], the corresponding random variables
that model 6, and ;. We denote their probability distributions by P,; and Q.
We model and analyze the dynamics of differential privacy of this algorithm. More

precisely, we focus on the following.

1. Compute an Rényi-DP bound (i.e., the worst case Rényi divergence Ry (P, k|| Qyk)
between the output distributions of two neighboring datasets) for Algorithm 2,

and analyze its tightness.

2. Compute the contribution of each iteration to the privacy loss. As we go
from step £ =0 to K — 1 in Algorithm 2, we investigate how the algorithm’s

privacy loss changes as it runs the k™ iteration (computed as R, (Pyr||Qnr) —

R, (Pn(k’—l)HQn(k—l)))'

In the end, we aim to provide a Rényi DP bound that is tight, thus facilitating
optimal excess empirical risk [12]. We emphasize that our goal is to construct a
theoretical framework for analyzing privacy loss of releasing the output 6k of the

algorithm, assuming private internal states (i.e., 01, -+ , 0k _1).
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3.2 Privacy analysis of Noisy-GD

3.2.1 Tracing Diffusion for Noisy-GD

To analyze the privacy loss of Noisy-GD, which is a discrete-time stochastic
process, we first interpolate each discrete update from 6 to 6., with a piece-wise
continuously differentiable diffusion process. Let D and D’ be a pair of arbitrarily
chosen neighboring datasets. Given step-size i and initial parameters 6, = 6;,, the

respective k' discrete updates in Algorithm 2 on neighboring datasets D and D’ are

9k+1 =0, — nVED(Gk) + \/27]0'2./\[ (0, Id) ,
Orir = 0 =0V LD (0}) + V210N (0, 1) -

(3.2)

These two discrete jumps can be interpolated with two stochastic processes ©,
and ©) over time nk < t < n(k + 1) respectively. At the start of each step, t = nk,
suppose the random variables ©,, and ©;, model the distribution of the ) and 0
in the noisy GD processes respectively. During time nk <t < n(k + 1), we model

the respective gradient updates on D and D’ with the following stochastic processes.

O = T(O) — (t — nk)U(O) + V202 (W, — W)
) = T(O,) + (t = nk)U(O),) + V202 (W] — W)

nk

(3.3)

where Wy, W} are two independent Wiener processes and the vector maps T(0) aof

0—3(VLp(0) +VLp () and U(0) o $(VLp(9) — VL (#)) represent the average
gradient step and the contribution of differing record between D ~ D’ respectively.

Note that Equation 3.3 is identical to Equation 3.2 when ¢t = n(k+1). Repeating
the construction for k =0,--- , K — 1, we define two piece-wise continuous stochastic
processes {O;}:>0 and {0©;}:>o whose distributions at time ¢ = nk are consistent

with 65 and 6}, in the Noisy-GD update Equation 3.2 for any k € {0,--- , K — 1}.

Definition 17 (Coupled tracing diffusions). Let Oy = O} be two identically dis-
tributed random variables. We refer to the stochastic processes {©;};>o and {0} }+>0
that undergo identical transformation limg_,o+ O, = T(O,;) and lim,_,o+ Ol s =
T(O),) at the start of k" step and evolve along diffusion processes Equation 3.4

in the duration nk <t < n(k + 1), as coupled tracing diffusions for Noisy-GD on
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neighboring datasets D ~ D’. We denote their probability distribution of ©; and ©;
for any t > 0 as P, and (); respectively.

The Rényi divergence R, (P, x||Qyi) reflects the Rényi privacy risk of Noisy-GD
with K steps. Conditioned on observing 6, and 6, the probability distributions
{P}pk<i<nks1y and {Qq}yr<t<n+1) in Equation 3.4 form a Langevin diffusion semi-
group along vector fields —U () and U(0;,) respectively, for duration n. Therefore,
conditioned on observing 0y and @, recall from § 2.3 that this diffusion processes in
Equation 3.4 have the following stochastic differential equations (SDEs) within the
time period nk <t <n(k+1)

d@t = —U(Gk)dt + vV 20’2th

where U(6) = ; (VLo(0) = VLo (60)), (3.4)
de, = +U(6,)dt + V202dW},

and recall that dW, = Wiiq — Wi ~ VAN (0, I;) describes the Wiener process.
Therefore, the conditional probability density functions Py, (0|0x) and Qqx(0]6;,)
follow the following Fokker-Planck equation. For brevity, we use Py,,(0]0) and
Qink(010y,) to represent the conditional probability density function p(©, = 0|0, =
Ox) and p(©; = 0|©;, = 0;) respectively.

O Pupgi(010k) = V - (P (0165)U(01) ) + 0 APy (6165,

(3.5)
0Qupnk(010;) = =V - (Qui (010)U(6;)) + 0> AQu(0]6})-

By taking expectations over probability density function P, (6x) or @Q,(6},) on both
sides of Equation 3.5, we obtain the partial differential equation that models the
evolution of (unconditioned) probability density function P;(f) and @Q;(#) in the

coupled tracing diffusions.

Lemma 7. For coupled tracing diffusion processes Equation 3.4 in time nk <t <

n(k + 1), the equivalent Fokker-Planck equations are
0iQe(0) = V - (Qe(0)V3(0)) + 02 AQ4(0),
where Vi(0) = B [U(0,)[0; = 0] and Vi(0) =  E  [-U(6),)|0} =0

O~ Pkt O, 1~k

(VLp(0) = VLD (0)).

are time-dependent maps, and U(6) = 3
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See § A.1 for the proof of Lemma 7. By this density evolution equation, we
model the noisy gradient descent updates with coupled tracing diffusions. The
tracing diffusion process is similar to Langevin diffusion. Therefore, we first study

the privacy dynamics in coupled tracing (Langevin) diffusions.

3.2.2 Privacy erosion in tracing (Langevin) diffusion

The Rényi divergence (privacy risk) R, (P]|@Q:) between coupled tracing diffusion
processes increases over time, as the vector fields Vi, V; underlying two processes
are different. We refer to this phenomenon as privacy erosion. This increase is
determined by the amount of change in the probability density functions for coupled
tracing diffusions, characterized by the Fokker-Planck Equation 3.6 for diffusions
under different vector fields.

Using equation Equation 3.6, we compute a bound on the rate (partial derivative)
of R, (P]|@Q:) over time in the following lemma, to model privacy erosion between
two different diffusion processes. We refer to coupled diffusions as respective diffusion

processes under different vector fields V; and V;.

Lemma 8 (Rate of Rényi privacy loss). Let V, and V) be two vector fields on R?
corresponding to a pair of arbitrarily chosen neighboring datasets D and D' with
max 1Vi(0) = Vi(0)||, < S, for allt > 0. Then, for corresponding coupled diffusions
{P}i>0 and {Qi}1>0 under vector fields V; and V), and noise variance o2, the Rényi

privacy loss rate at any t > 0 is upper bounded by

1 gS2
OR, (P]Q,) < =42

v 402

- (1= o A, (3.7

where v > 0 is a tuning parameter that we can fix arbitrarily according to our need.

See § A.2 for the proof of Lemma 8. We provide a discussion on our interpretation
of the terms in Lemma 8 in § A.2. Although Lemma 8 bounds the Rényi privacy loss
rate, the term I, (P;||@:) depends on unknown distributions P;, Q¢, and is intractable
to compute. Even with explicit expressions for distributions F;, ();, the calculation
would involve integration in R? which is computationally prohibitive for large d.
Note that, however, the ratio I,/E, is always positive by definition. Therefore,
the Rényi divergence (privacy loss) rate in Equation 3.7 is bounded by its first

component (a constant w.r.t. t).
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Theorem 14 (Linear Rényi divergence bound). Let Vi and V} be two vector fields

on R, with max |Vi(0) = Vi(0)]l, < Sy for allt > 0. Then, the coupled diffusions
€

under vector fields V; and V|, with noise variance o* for time nK has q-Rényi

divergence bounded by p = a5 -nk.

402

Proof. Setting v = 1 in Lemma 8 gives constant privacy loss rate. Integrating over

t suffices. O]

Definition 18 (Gradient sensitivitiy). For a differentiable loss function ¢(6;x), we
define its gradient sensitivity S, to be the Lo-sensitivity of its gradient

S¢ % max max ||V£(0; x) — VI(0:;x)|, . (3.8)

x,x'€X gecRd

When the vector fields are V, = =V Lp and V, = =V L, the coupled diffusions
follow Langevin diffusion. Note that in this case, for all neighboring datasets
D~ D" e X", we have max 1V(0) — Vi(0)]|, < Se/n. Therefore, this naive privacy
analysis in Theorem 14 gives a linear Rényi-DP guarantee of (g, g -nK) for
Langevin diffusion i.e., when step-size n in Algorithm 1 is infinitesimally small while
K is infinitely large so that nK is a constant. This bound resembles the moment
accountant analysis [1] for Noisy-GD which does not require a vanishingly small
step-size (described in detail in § A.3).

However, a tighter bound of Rényi privacy loss is possible with finer control of
the ratio I, (P||Q:)/Eq (P:||@Q:), which by definition depends on the likelihood ratio
between P, and (), thus is connected with Rényi privacy loss itself. When this
ratio grows, the Rényi privacy loss rate decreases, thus slowing down privacy loss

accumulation, and leading to tighter privacy bound.

3.2.3 Controlling Rate of Divergence under Isoperimetry

We control the I,/ E, term in Lemma 8 by making a log-Sobolev [6] type isoperi-
metric assumption, as introduced in Definition 16, which we restate here (simplified

for Langevin diffusion SDE Equation 2.31).

Definition 16 (Logarithmic Sobolev Inequality (see Bakry et al. [6, p. 24])). A
distribution with probability density Q on R? satisfies logarithmic Sobolev inequality,
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i.e. Q is LSI(c), if for all functions f : RY — R such that V f is continuous, and
Eq[f(0)?] < oo, we have

E[f*log f2] —E[f*|logE [£] < 27 [ 19113 Qa0 (3.9)
Q Q Q e 2 '

LST was introduced by Gross [49] as a necessary and sufficient condition for rapid
convergence of a diffusion processes. Recently, Vempala and Wibisono [110] showed
that this isoperimetric condition is sufficient for rapid convergence of Langevin
diffusion in Rényi divergence. Under LSI, they provide the following useful lower

bound on [,/ E, for an arbitrary pair of distributions (which we proved in § 2.3.1).

Lemma 6 (LSI inequality in terms of Rényi Divergence [110]). The distribution
Q; satisfies LSI(c) inequality if and only if for all distributions P, on RY such that

Pt € L2(Q;) with continuous derivatives VPt ,and any q > 1,

* 1, (P]|Q)
Eq (Bl1Q)

Note that 0,R, (P||Q:) is always positive, as from Theorem 6, R, (7||@;) mono-
tonically increases with ¢ > 1. This lemma shows that I, (P||Q:)/E, (P:]|@Q:) grows

2
R, (P]|Q) + qq — 1)9,Ry (P Qr) < L2 (3.10)

monotonically with the Rényi privacy loss R, (7||@Q:). By Lemma 8, this implies
a throttling privacy loss rate as privacy loss accumulates. Combining Lemma 8
and Lemma 6, we therefore model the dynamics for Rényi privacy risk under
LSI(c) with the following partial differential inequality (PDI), which describes the
relation between privacy risk, its changes over time, and its change over Rényi
parameter g. For brevity, let R(q,t) represent R, (P[|Q:).

>

1¢S
O R(q,t) < —
t (Q7) ,}/40_

—2c(l =) + (¢ —1)04R(q; t) (3.11)

R(q,1)
q

The initial privacy loss R(q,0) = 0, as Py = (. The solution for this PDI
increases with time ¢ > 0, and models the erosion of Rényi privacy loss in coupled

tracing diffusions P; and Q).

3.2.4 Privacy Guarantee for Noisy-GD

We now use the privacy dynamics Equation 3.11 of coupled tracing diffusions to

analyze the privacy dynamics for Noisy-GD. We first bound the difference between
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the underlying vector fields V; and V} for coupled tracing diffusions for Noisy-GD
on neighboring datasets D and D'.

Lemma 9. Let ((0;x) be a loss function on closed conver set Y with gradient
sensitivity Sy (defined in Definition 18). Let {P;}i>0 and {Q:}i>0 be the coupled
tracing diffusions for Noisy-GD on neighboring datasets D ~ D’ € X™, under loss

2

0(0;x) and noise variance o*. Then the difference between underlying vector fields

V. and V, for coupled tracing diffusions is bounded by

Se
V,(6) — V(6 2t 12
max [[V(0) = V@)l < —~, (3.12)

where V(0) and V,(0) are time-dependent vector fields on RY, defined in Lemma 7.
Proof. By triangle inequality, for any 6 € R?,
IVe(0) = Vi(O)ll, < IVe(O)ll, + I Vi(O)]

< E [lu@plle=0+ E |

~u(e,)|.le; =0
| |,|e: =¢]

@nkNPnk\t @,nkNanlt
(From Jensen’s inequality)
1
= i@nkf]wEPth |:HV£D(@77]€) - VACD/(@k)HQ‘@t — 6:|
1 / / /
+5 B [|VEn(e) - vLn©))], e =]

20, ~Qui

By Definition 18 of gradient sensitivity, for any neighboring datasets D ~ D’ and
any 6 € Y, we have
Sg SZ
IVL0(6) — VLR @), < 2%, VL0 (0) = VLB, <
Therefore, by plugging this inequality, we obtain Equation 3.12. [

We then compute the following PDI modelling Rényi privacy loss dynamics of
tracing diffusion at nk <t < n(k + 1), under LSI(c) condition.

e, < 290 < ou(1 ) (M0 g vaen). B3
where we've substituted S, = Sy/n and 0 = 6/n from Remark 4. We solve this PDI
under v = % for each time piece, and combine multiple pieces by seeing the map
T as a privacy-preserving post-processing step. We derive the following Rényi-DP

guarantee for the Noisy-GD algorithm.
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Theorem 15 (Rényi-DP for Noisy-GD under LSI(c)). Let {P;}i>0 and {Q}}>0 be
the tracing diffusion for Noisy-GD on meighboring datasets D ~ D’ € X™, under
noise variance 6% and loss function €(0;x). Let £(0;x) be a loss function on Y = R,
with a finite gradient sensitivity S,. If for any neighboring datasets D and D',
the corresponding coupled tracing diffusions P, and @y satisfy LSI(c) throughout
0 <t <nkK, then for all ¢ > 1, Noisy-GD satisfies (q,p) Rényi Differential Privacy

for
q5¢

2c62

(1 — e %), (3.14)

We provide a proof of Theorem 15 in § A.4. This theorem offers a strong
converging privacy guarantee, on the condition that LSI(c) is satisfied throughout

the Noisy-GD process. This behavior is visualized in Figure 3.1.

Quesny g

Figure 3.1: Caricature of the converging behavior of the Rényi DP bound for
Noisy-GD algorithm as per Theorem 15. Part (a) represents the post-processing
transformation lim, o+ ©ypys = T(O,;) at the start of step k (denoted by the
respective push-forward distributions Typ,, and Txq,,). Part (b) shows the coupled
diffusions during time nk < t < n(k + 1) under vector fields V; and V} respectively.

Isoperimetric constants for Noisy-GD. To realize this converging DP guar-
antee, we need to provide conditions where the LSI constant ¢ is bounded for given
Noisy-GD process.

When the loss function is strongly convex and smooth, we prove that tracing

diffusion of Noisy-GD satisfies LSI. This is because the gradient descent update
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Figure 3.2: Rényi privacy risk of Noisy-GD Algorithm 2 over K iterations, quantified
using our DP Dynamics Analysis. We show p in the (g, p)-RDP guarantee derived
in Corollary 1 (bold lines), and the Baseline composition analysis of prior works [1, 69],
derived in Theorem 39 (dashed lines). We evaluate under the following setting:
Rényi-DP order ¢ € {10,20,30}; A-strongly convex loss function with A € {1,2,4};
p-smooth loss function with 8 = 4; gradient sensitivity S, for loss ¢(0;x) with
Sy = 1; arbitrary size of the data set n € N; step-size n = 0.02; noise standard

deviation & = 1. The expressions for computing the privacy loss are: our analysis:
2
p = % . (1 — e~ MK/ 2); and baseline analysis (derived by Rényi-DP composition

with details in § A.3): p = % -nK.

is Lipschitz under smooth loss, and the Gaussian noise preserves LSI (follows

from Lemma 2 and Lemma 1 introduced in Chapter 2).

Lemma 10 (LSI for Noisy-GD). If loss function ((0;x) is A-strongly convex and
B-smooth over RY, the step-size is n < %, and for any initla 0y € RY, the coupled
tracing diffusion processes { P }i>0 and {Qi}i>0 for Noisy-GD on any neighboring

datasets D and D' satisfy LSI(c) for any t > 0 with ¢ = 3.

Appendix § A.4 contains the proof of Lemma 10. Using the LSI constant proved
by this lemma, we immediately prove the following RDP bound for noisy GD on

Lipschitz smooth strongly convex loss, as a corollary of Theorem 15.

Corollary 1 (Privacy Guarantee for Noisy-GD). Let £(0;x) be a \-strongly convet,
and B-smooth loss function on R?, with a gradient sensitivity Sy, then the Noisy-GD
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algorithm (Algorithm 2) with any start parameter 6y € R?, and step-size n < %,
satisfies (q, p) Rényi Differential Privacy with
qS? —AnK/2 qSE
= 1—e M < . 3.15
p="sall—e )< 152 (3.15)

Furthermore, for any 6 € (0,1], it satisfies (L ”Erl\(}gx(l/é), J)-differential privacy.

Proof. The first part follows by plugging in the LSI constant proved in Lemma 10
in Theorem 15. For the (e,d)-DP part, we use the fact (which is formally proved
in Chapter 5) that for any two distributions P, @, if R, (P||Q) < ¢ -« for all ¢ > 1,

then for all S, we have P(S) < e®Q(S) + ¢ where € = 2,/rlog(1/9). O

This privacy bound has quadratic dependence on the gradient sensitivity Sy of
0(0;x), which is upper bounded by S, < 2L for L-Lipschitz loss functions. The
smoothness condition 3 restricts the step-size and ensures Lipschitz gradient mapping,
thus facilitating LSI by Lemma 10. Figure 3.2 demonstrates how this Rényi-DP
guarantee for Noisy-GD converges with the number of iterations K. Through y-axis,
we show the p guaranteed for Noisy-GD under various Rényi divergence orders ¢
and strong convexity constant A\. The RDP order ¢ linearly scales the asymptotic
guarantee, but does not affect the convergence rate of Rényi-DP guarantee. However,
the strong convexity parameter A positively affects the asymptotic guarantee as well
as the convergence rate; the larger the strong convexity parameter A is, the stronger

the asymptotic Rényi-DP guarantee and the faster the convergence.

3.3 Lower bound on privacy risk of Noisy-GD

Differential privacy guarantees reflect a bound on privacy loss on an algorithm;
thus, it is very crucial to also have an analysis of their tightness (i.e., how close they
are to the exact privacy risk). We prove that our Rényi-DP guarantee in Theorem 15
is tight. To this end, we construct an instance of the ERM problem and two
neighboring datasets D ~ D', for which we show that the Rényi divergence of the
Noisy-GD algorithm grows at an order matching our guarantee in Theorem 15.

It is very challenging to lower bound the exact Rényi privacy loss R, (Pk||Qnx)
in general. This might require having an explicit expression for the probability

distribution over the last-iterate parameters 6,. Computing a close-form expression
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is, however, feasible when the loss gradients are linear. This is due to the fact
that, after a sequence of linear transformations and Gaussian noise additions, the
parameters follow a Gaussian distribution. Therefore, we construct such an ERM

objective, compute the exact privacy risk, and prove the following lower bound.

Theorem 16 (Lower bound on Rényi DP of Noisy-GD). There ezist neighboring
datasets D ~ D' € X™, a start parameter 0y € R, and a smooth loss function £(0;x)
on RY, with a gradient sensitivity Sy, such that for any step-size n < 1, noise variance
62 > 0, and iteration K € N, the Rényi divergence of the output distributions, Pk
and Qux, of Noisy-GD Algorithm 2 on respective datasets D, D’ is lower-bounded by

— 4062
The proof of Theorem 16 is provided in § A.5. We prove this lower bound
using the Ly-squared norm loss in the ERM objective: ((0;x) = 3 [|0 — x;||5. We
assume bounded data domain X = {x € R? : ||lz[|, < £}, due to which the
gradient V¢(0;x) has finite sensitivity Sy;. With start parameter 6y = 0%, the k™
step parameter 0, is distributed as Gaussian with mean p; = nx >¥1(1 —n)’ and

1 n

52 — y . . . —_ .
2 =219y (1—n)* in each dimension, where X = 1Y x; is the

variance 6j = =15

empirical dataset mean. We explicitly compute the privacy loss at any step K,

(1 — e,
Meanwhile, Corollary 1 establishes an (g, p)-Rényi-DP upper bound where p =

q:;? (1 — e K/ 2) for this same ERM objective. This upper bound matches the lower

which is lower bounded by

bound at every step K, up to a small constant of 4. This constant can be improved
further. We can upper bound the Rényi-DP better than the one stated in Corollary 1
by directly using Theorem 15 as for this construction, we can compute the exact LSI
constant of ¢ = 2%’7 for the corresponding coupled diffusion. Doing so, Theorem 15

gives the following tighter Rényi-DP upper-bound for Noisy-GD.

Corollary 2 (Rényi-DP guarantee of Noisy-GD on Ly-norm squared loss). For

any two neighboring datasets D ~ D' € X™, start parameter 0, € R?, step-size

2

n < 1, noise variance 6%, and K € N, if the loss function is Ly-norm squared loss

0(0;x) =10 — x||2 on R?, with a gradient sensitivity Sy, the Rényi divergence of
Noisy-GD’s outputs on D, D’ is upper-bounded by
Ry (Pl Q) < 50 (1 = o= 5008) .17
CEmES
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See § A.5 for the proof of Corollary 2. This Rényi-DP guarantee converges fast to
O( %’?), which matches the lower bound at every step K, up to a constant of ﬁ ~ 2.
This immediately shows tightness of our converging RDP guarantee throughout the

training process, for a converging Noisy-GD algorithm.
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Figure 3.3: Tightness analysis of our Rényi-DP guarantee for the Noisy-GD algo-
rithm. We show the changes of ¢-Rényi-DP guarantee computed using Corollary 2,
over K iterations (number of full passes over the dataset) versus the lower-bounds
(dashed lines) which are computed using Theorem 16. The loss function is the Lo-
norm squared function £(6;x) = 1 |0 — x||2 with a gradient sensitivity of Sy = 1 (by
restricting data domain to X = {x € RY| x|, < Sy/2}), noise standard deviation is
0 =1, the step size is n = 0.02 and any arbitrary dataset size n. The Baseline is

composition-based (derived in § A.3): p = % -nK.

In contrast, composition-based privacy bound grows linearly as training proceeds,
as shown in Figure 3.3. When the number of iterations K is small, however,
composition-based bound can be better as it grows at the same rate with the lower
bound (discussed further in § A.5). Therefore, to conclude whether our Rényi-DP
guarantee is superior to composition-based bound, we need to understand the number
of iterations Noisy-GD needs, to achieve optimal utility. We discuss this in the

following section.
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3.4 Utility Analysis for Noisy Gradient Descent

The randomness, required for satisfying differential privacy, can adversely affect
the utility of the trained model. The standard way to measure the utility of a
randomized ERM algorithm is to quantify its worst case excess empirical risk
(preliminaries covered in § 2.2), which is defined as

max E[Lp(0) — Lp(67)], (3.18)

Dexn

where O is the output of a randomized algorithm on D, #* is the minimizer of Lp,
and the expectation is computed over the randomness of the algorithm.

We provide the optimal excess empirical risk (utility) of Noisy-GD algorithm
under (g, p)-Rényi DP constraint. The notion of optimality for utility is defined as
the smallest upper-bound for excess empirical risk that can be guaranteed under
(q, p)-Rényi DP constraint by tuning the algorithm’s hyperparameters (such as the
noise variance 62 and the number of iterations K). We focus here on smooth and

strongly convex loss functions with a bounded gradient sensitivity.

Lemma 11 (Excess empirical risk of Noisy-GD). For A-strongly convex and (-
smooth loss function €(0;x), step-size n < B’\—z, and any start parameter 0, € R?, the

excess empirical risk of Noisy-GD Algorithm 2 on any dataset D € X™ is bounded by

E[Lo(0K) — Lo(6)] < 2 [ — 07 - e 4 200 (3.19)

where Ok is the output of Noisy-GD on D.

We provide a proof of Lemma 11 in § A.6. This lemma shows decreasing excess
empirical risk for Noisy-GD algorithm under smooth strongly convex loss function as
the number of iterations K increases. The utility is determined by K and the noise
variance 62, which are constrained under (g, p)-RDP. Using our tight Rényi-DP
bound presented in Corollary 1, we prove the following optimal utility guarantee for

Noisy-GD under a privacy budget.

Theorem 17 (Utility under DP for Noisy GD). For -smooth \-strongly convex
loss function £(0;x) with gradient sensitivity S, and datasets D € X™ of size n, if

the step-size n = % and any initial parameter 8y € Re, then, for any ¢ > 1 and
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Method Utility Gradient Complexity
Bassily et al. [12] Noisy SGD @) (dffje(rf)) n?
Wang et al. [112] DP-SVRG @) (dﬁ%g)) @) ((n +2)log (’\”562))
Zhang et al. [120] Output Perturbation @) (%) O (?nlog ("2;2 ))
Kifer et al. [58] Objective Perturbation O (#‘562) NA
Ours Noisy GD 0] (%) 0] (f—;nlog ()‘Q"fjez»

Table 3.1: Comparison with the prior (g,)-DP ERM algorithms in terms of utility
and gradient complexity. We assume 1-Lipschitz, S-smooth and A-strongly convex
loss. Size of input dataset is n, and dimension of parameter vector # is d. For
objective perturbation, we assume € > %, and loss is twice differentiable. For our
result, we assume ¢ < 2log(1/6). The lower bound is Q2 (min {1, 6;%}) [12]. We

ignore numerical constants and dependence on log(1/9).

p >0, the Noisy-GD Algorithm 2 is (q, p)-Rényi differentially private, and achieves

an excess empirical Tisk of

(3.20)

E[Lo(0-) — Lp(6")] = O (qus? ) |

pPATn?
2 457

. . a2 « _ B2 22[60—0% 113 pn?
when noise variance 6° = VR and number of updates K* = $3 log(T . W>'

Equivalently, for e < 2log(1/d) and § > 0, Noisy-GD is (g,0)-differentially private,
and satisfies

(3.21)

E [ﬁD(eK*) - ED(H*)] =0 <W)g(1/5)> )

g2)\2p2

252 (e+21log(1/4))

= , and the number of updates as K* =

by setting noise variance 6% =
82 N200—=0"113 | _ e2n?
sz 1og 1652 dlog(1/5) ) -

See § A.6 for the proof of Theorem 17.

6277,2

Our algorithm achieves this utility guarantee with O(n log ( 7 )) gradient com-
putations of V¢(6;x), which is faster than Noisy-SGD algorithm [12] with a factor of

n. However, we additionally assume smoothness for the loss function. Our gradient
complexity also matches that of other efficient gradient perturbation and output

perturbation methods [112, 120], as shown in Table 3.1.
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This utility matches the following lower bound by Bassily et al. [12] for the
best attainable utility of (e, §)-differentially private algorithms on Lipschitz smooth

strongly convex loss functions.

Theorem 2 (Lower bound for (e,6)-DP algorithms [12]). Let n,d € N, § = o(+),
and X =) = {—ﬁ, ﬁ}d. For every (,0)-DP algorithm A : X™ — Y, there is a
dataset D € X" such that for some 1-Lipschitz and 1-strongly convex loss function
0(0;x), we must have

E [£0(€) ~ Ln(#)] = © <mm (1, 5;722» . (3.22)

O~ A

Our utility matches this lower bound upto the constant factor log(1/6), when
assuming % = O(1). This improves upon the previous gradient perturbation
methods [12, 113] by a factor of log(n), and matches the utility of previously know
optimal ERM algorithm for Lipschitz smooth strongly convex loss functions, such

as objective perturbation [26, 58] and output perturbation [120].

Utility gain from tight privacy guarantee. As shown in Table 3.1, our utility
guarantee for Noisy-GD is logarithmically better than that for Noisy SGD in Bassily
et al. [12], although the two algorithms are extremely similar. This is because we
use our tight RDP guarantee, while Bassily et al. [12] use a composition-based
privacy bound. More specifically, Noisy SGD needs n? iterations to achieve the
optimal utility, as shown in Table 3.1. This number of iterations is large enough
for the composition-based privacy bound to grow above our RDP guarantee, thus
leaving room for improving privacy utility trade-off. This concludes that our tight
privacy guarantee enables providing a superior privacy-utility trade-off, for Lipschitz,
strongly convex, and smooth loss functions.

Our algorithm also has significantly smaller gradient complexity than Noisy-
SGD [12], for strongly convex loss functions, by a factor of n/logn. We use a
(moderately large) constant step-size, thus achieving fast convergence to optimal
utility. However, Noisy SGD [12] uses a decreasing step-size, thus requiring more

iterations to reach optimal utility.
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3.5 Discussions and Future Directions

We have developed a novel theoretical framework for analyzing the dynamics of
privacy loss for noisy gradient descent algorithms. Our theoretical results show that
by hiding the internal state of the training algorithm (over many iterations over
the whole data), we can tightly analyze the rate of information leakage throughout
training, and derive a bound that is significantly tighter than that of composition-
based approaches. With this tight privacy analysis, we show that Noisy-GD can
solve the differentially-private empirical risk minimization problem with an optimal
excess empirical risk with a gradient-complexity that is almost linear in the size of

the dataset.

Future Work. Our main result is a tight privacy guarantee for Noisy GD on
smooth and strongly-convex loss functions. Extending these results to non-convex
settings is an important direction. In later chapters (specifically, § 4.5.3), we make
progress towards privacy analysis in non-convex settings. Another direction to explore
is extending our analysis for Noisy-GD to the Noisy-SGD algorithm. Unfortunately,
stochastic selection of mini-batch comes with some technical complications that
make it difficult to derive tight privacy bounds. While some recent progress has been
made, tight sub-sampling amplification that is also compatible with the convergent

privacy analysis is still elusive.
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Chapter 4

Deletion in Machine Learning

In this chapter, we reason about the concept of data-deletion from a machine
learning model using randomized algorithms. The need for data-deletion is motivated
to confer the “Right to be Forgotten” to data subjects—if a person wants to revoke
access to their data, an organization must comply by erasing all information about
them without undue delay. This chapter reviews machine unlearning guarantees,
which are the pervasive statistical definitions for certifying data-deletion capabil-
ities of randomized algorithms. We scrutinize these notions to highlight several
fundamental flaws that betray its ultimate goal of empowering self-determinism of
personal information and propose a provably robust certification for data deletion.
Thereafter, we study Noisy Gradient Descent as a data-deletion algorithm and
provide a complete characterization of its four way trade-offs: differential privacy,
deletion privacy, excess empirical risk, and gradient complexity. In other words, our

work characterizes

...data-deletion property of Noisy-GD under computation constraints.

Related works. The idea of machine unlearning was first studied by Cao and
Yang [25] and many following works focused on ezact unlearning where the output
distribution of unlearned model is identical to a freshly trained model [19, 104, 119,
117, 90, 116]. Ginart et al. [46], Guo et al. [50] independently provided the first
formal definition of approximate unlearning, taking inspiration from the notion of
(¢,0)-DP. Gupta et al. [51] initiated the study of adaptive machine unlearning that
deals with the additional challenges in unlearning in an online setting where the

deletion requests are influenced by the previous models’ behavior.
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Neel et al. [72] provide unlearning guarantees for perturbed gradient descent, a
close variant of Noisy-GD that only adds noise to the last iterate model. Ullah et al.
[105] provide unlearning guarantees for a variant of Noisy-SGD with momentum
and checkpointing as an unlearning algorithm. Additionally, many other Noisy-
GD variants for unlearning have been proposed that do not come with a formal

unlearning guarantee [75, 111, 109, 93, 89].

4.1 Problem Setting: Machine Unlearning

Let X be the data domain. A dataset D is an ordered set of n records from X.
We use ) to denote the space of models. A learning algorithm A : X™ — ) inputs
a dataset D € X™ and returns a model in ). Suppose a dataset D can be modified

by a replacement edit request! as follows (visualized in Figure 4.1).

Definition 19 (Edit request). A replacement operation (ind,y) € [n] x X on a

dataset D = (x1, -+ ,x,) € X" performs the following modification:
Do (ind,y) = (X1, , Xind—1, Y, Xindt 15" * > Xn)- (4.1)

Let r <mand U" = [n]" x X7. An edit request w = {(indy, y1), -, (ind,,y,.)} € U"
on D is defined as a set of r replacement operations modifying distinct indices
atomically, i.e.

Dowu= Do (indy,y;) oo (ind,, y,), (4.2)

where ind; # ind; for all ¢ # j.

Similar to Ginart et al. [46], we define a deletion or an unlearning algorithm

as a (possibly stochastic) mapping A : X x U" x J) — Y. This algorithm takes a

dataset D € X", an edit request u € U" and the current model in ), and produces

an updated model in ). Since edit requests needs to be processed monthly under

RTBF guidelines, we adopt the online setting introduced by Neel et al. [72] in which
def

a stream of edit requests (u;);>1 = (u1,ug, ), with u; € U", arrives sequentially.

As per this formulation, the data curator, characterized by algorithms (A, A, foup),

1Over a period of time, some individuals may request additions, while others may request
deletions. We model this using batched replacement edits and handle any disparity in the number
of additions and deletions by inserting or replacing dummy records L.
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Initial dataset D = (x1,X2,- -+ ,X,) and update u = {(2, L), (4,y)}

X1 X9 X3 X4 .. X,
(2,1) (4,y)
X1 1| | %3 y | | x

Modified dataset D o u

Figure 4.1: Depiction of an edit request modifying a dataset.

executes the learning algorithm A on the initial dataset Dy € X™ during the setup
stage before arrival of the first edit request to generate the initial model O, € Y,
ie., Oy = A(Dy). Thereafter, at any edit step ¢ > 1, to reflect an incoming edit
request u; € U" that transforms D;_; ou; — D;, the curator executes the unlearning
algorithm A on current dataset D,_;, the edit request u;, and the current model 0,1
for generating the next model 6, €Y, ie., A(D;_1, u;, (:)i_l) = 6. Additionally,
the curator keeps the sequence (0;);=0 = (60, O1, - -+ ) of learned /unlearned models
secret and only releases publishable objects ¢; = fpub(éi) for all 7 > 0. The publish
function fuu, : Y — @ generates these publishable objects in some space ®, which
can represent any downstream usage such as making predictions.

Ginart et al. [46] note that in real world, deletion requests could often be adaptive,
i.e., may depend on the prior published objects. For instance, security researchers may
demonstrate privacy attacks targeting a minority subpopulation on publicly available
models, causing people in that subpopulation to request deletion of their information
from training data. Gupta et al. [51] model such an interactive environment through
an adaptive update requester. We provide the following generalized definition of
Gupta et al. [51]’s update requester and describe its interaction with a data curator

in Algorithm 3.

Definition 20 (Update requester [51]). The edit sequence (u;);>1 is generated by
an update requester QQ that inputs a subset of interaction history between herself
and the curator (A, A, fpub), and outputs a new edit request for the current round.
We quantify the strength of Q with two integers (p,r). Here p is the maximum

number of prior published objects that the requester Q has access to for generating
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Dy D, D,
ST ) N = TR R = R —

D = =

u u u
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Joub Joub Joub _
i ............................ i ............................. t ..................... ..
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Figure 4.2: Detailed depiction of the problem setup.

the subsequent request and r is the number of records that can be edited per request.
More formally, a p-adaptive r-requester is a mapping Q : <P x U™ — U". Given a
sorted list of indices 5= (s, , s,) € NP that the requester Q can observe, the i!

edit request u; generated by Q on interaction with (A, ./_l) is defined as

U; = Q(¢81’¢827 e agbsj';ulau?a e 7ui—1)7 (43)

def d_Ef X
=95 =i

where s; is the largest index in 5 that is less than i.

Figure 4.3 depicts an example of an adaptive requester Q modelling the interactive
nature of the real-world edit requests inserting, deleting, or replacing entries in
response to past outcomes released by the curator (A, A, Jpub)-

We consider a 0-adaptive requester as non-adaptive and by oo-adaptivity or
fully-adaptive, we mean requesters that have access to the entire transcript history
(¢<isu<i) at step i.

We present the definitions of unlearning and adaptive unlearning? proposed by

2Definition 21 of adaptive unlearning is stronger than Gupta et al. [51]’s since theirs require
only one-sided indistinguishability with (1 — «) probability over generated edit requests u<;.
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(C (Ce (C

Figure 4.3: Visualization of an adaptive edit requester Q that looks at a (subset of)
past outcome releases to (stochastically) determine the next edit request to issue.

Algorithm 3 Interacting curator (A, A, fou) & requester Q

Input: dataset Dy € X™, observable indices 5 € NP.
1: Initialize ©, < A(Dy)
2: Publish ¢y < foub(©0)
3: fori=1,2,--- do
4:  Get next request u; «+ Q(¢z<i; u<;)
Update model é)z — A(Dl;l, Uy, éifl)
Publish ¢; < foub(0;)
Update dataset D; < D;_q ou;

Neel et al. [72] and Gupta et al. [51] respectively (along with other widely-used data
deletion definitions provided in Appendix § B.1.1).

Definition 21 ((Adaptive) Machine unlearning [72, 51]). We say that A is an
(¢, 0)-unlearning algorithm for A under a publish function fuup, if for all initial

datasets Dy € X™ and all non-adaptive 1-requesters Q, the following condition holds.

For every edit step 7 > 1, and for all generated edit sequences u<; def (g, -, u;),
_ A €,0
foun (A(Dj—1, ui, ©-1)) o foun (A(Dy)), (4.4)

76 . . . . .
where X & Y, for any two random variables X, Y, denotes (g,6)-DP like indistin-
guishability between them. If Equation 4.4 holds for all co-adaptive 1-requesters Q,

we say that A is an (e, 6)-adaptive-unlearning algorithm for A.
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4.2 Flaws in Existing Unlearning Definitions

The controller shall have the obligation to erase personal data without

undue delay where ... the data subject withdraws consent ...

Right to be Forgotten, Article 17(1)(b), GDPR.

In this section we expose some critical limitations of prior unlearning certifica-
tions when it comes to upholding the “Right to be Forgotten”. These limitations
manifest under a threat model that is often actualized in reality. We highlight
multiple reasons why both adaptive and non-adaptive machine unlearning, as de-
scribed in Definition 21, along with other similar established definitions detailed in

Appendix § B.1.1, are inadequate in addressing this threat model.

A real-world threat model for RTBF-compliance. The RTBF guidelines in
GDPR and CCPA require permanent deletion of personal information, regardless of
its form, without undue delay after receipt of a legitimate deletion request from the
user. Considering that data curators are given a grace period to process deletion
requests, we assume in our threat model that an attacker targeting a record deleted

3

at the i'" step can only observe releases by the curator after deletion®. In other

words, the attacker has access to the entire published sequence post-deletion, which

we denote as ¢>; dof (G, Dig1, ).

Furthermore, we assume that users may interact adaptively with the curator.
Although the attacker cannot see the interaction history until the i step, we
assume that the attacker may be aware of any dependency relationship between

the published objects ¢, def (¢o, -+ ,¢i—1) and the corresponding edit requests

Uy def (uy, -+ ,u;—1). The assumption is based on the fact that real-world users
often exhibit predictable behavior. However, it is crucial to ensure that an attacker
cannot extract deleted information from unlearned models, regardless of their
understanding of general human behavior patterns. To account for the worst-case
scenario, we model the attacker as having complete knowledge about the adaptive

requester Q (as defined in Definition 20), which represents any form of dependence

30ur threat model doesn’t include attacks which involve comparing releases before and after
deletion (such as Chen et al. [27]’s). Succeeding in such attacks legally do not violate RTBF as
they need information published before a request arrives.
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relationships between published outcomes and subsequent requests. However, the

attacker does not observe the interaction transcript (¢;; u<;) of Q.

4.2.1 TUnsoundness due to Adaptivity

We highlight the problem with certifying data deletion based on indistinguisha-
bility from retraining under adaptive requests with a simple real-life example (which

we briefly discussed in § 1.2.2).

Example 1. Imagine publicly posted images on Instagram as a massive dataset,
with new uploads acting as addition requests and copyright infringement notices
as deletion requests. Consider the case of Sam Yang, a renowned Canadian digital
illustrator with hundreds of artworks posted on Instagram and a follower count
exceeding 2.1 million. Figure 4.4a showcases an original artwork by Sam titled
"Night scene with Kara."

Recently, a Redditor utilized Stability Al, a deep-learning platform for creating
custom generative models, to train a stable-diffusion model [121]—denoted as
éo—using a dataset Dy exclusively comprised of Sam’s artworks. The Redditor then
posted examples of generated images online (denoted as ¢g), such as the one shown
in Figure 4.4b. Soon after, internet users began generating and posting stylistic
copies on Reddit and Instagram.

Infuriated by this, Sam Yang, along with several other illustrators, filed a class-
action lawsuit against Stability AT and Midjourney for copyright infringement [67].
Since the uploads of stylistic copies and the deletion of original artworks occurred
almost simultaneously, let’s refer to these actions collectively as a single batched edit
request uy. In response to the lawsuit, an anonymous Redditor curated a dataset
D1 = Dy o u; that contained only the stylistic copies, excluding Sam’s originals, to
circumvent copyright infringement [106]. Figure 4.4c depicts a second-generation
stylistic copy ¢; produced by a model ©; = A(D;) trained solely on synthetic
images. It is evident that Sam’s distinctive art style persists, even after retraining
from scratch without his original works!

O

To understand the cause of this problem under adaptivity more analytically, let’s

consider a simplified variant of this problem.
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7/
{1‘, | ‘
(a) Original “Night scene (b) A stylistic copy via the (c) A second generation

with Kara” by Sam Yang. SamDoesArt-V2 model. stylistic copy.

Figure 4.4: A real-life example where even retraining does not ensure total deletion.

Example 2. For a data domain X = {—2, —1,1,2}, consider the following learning
and unlearning algorithms (A, A). For any dataset D C X’ and any subset S C D
of records to be deleted,
AD)=>"x, and A(D,S, AD)= Y x, (4.5)
xeD x€D\S

Note that the unlearning algorithm A perfectly imitates the learning algorithm
A as for any deletion request* v C D, we have A(D,u, A(D)) = A(D \ u). Now
consider two neighboring datasets D_; = {-2,—1,2}, D; = {—2,1,2} and the

following dependence between the learned model A(D) and deletion request u:
. {xe X|x <0} if A(D) <D0, (46)

{x € X|x >0} otherwise.

Knowing this dependence, an attacker can distinguish whether D is D_; or D; by
looking solely at A(D,x, A(D)). This is because if D = D_;, then the output after
deletion is positive, and if D = D; the output is negative. Note that even though
A perfectly imitates retraining via A and the attacker does not observe either the
model A(D) or the request u, she can still ascertain the identity (—1 or 1) of a
deleted record. This example demonstrates two things: A) adaptive requests can
cause the curator’s dataset to have patterns specific to the identity of a target record

being deleted, and B) an attacker knowing the relationship between unobserved

4An edit request containing only deletion operations, i.e., replacement with L, can be equiva-
lently denoted as a set u C D consisting of the records at indices stated in the edit request.
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releases and deletion requests can infer the identity of the target record by observing
only the unlearned model, even if the curator did full retraining.
OJ
Given the adaptive nature of the real-world interactions, several data deletion
definitions in the literature, such as those proposed by Ginart et al. [46], Guo et al.
[50], and Sekhari et al. [92], that quantify data-deletion based on indistinguishability
from retraining do not provide reliable certifications for the “Right to be Forgotten”
(further detailed in § B.1.1). Even the Adaptive unlearning Definition 21 by Gupta
et al. [51], which is specifically designed to ensure RTBF under adaptive deletion
requests, fails catastrophically under adaptivity! This is highlighted in the following

theorem.

Theorem 18. There exists an algorithm pair (A, A) satisfying (e,)-adaptive-
unlearning with € = 6 = 0 under publish function fyu(0) = 6 such that by designing
a 1-adaptive 1-requester Q, an attacker can infer the identity of a record deleted
by edit u;, at any arbitrary step i > 3, with probability at-least 1 — (1/2)*=3 from a

single post-edit release ¢;, even with no access to Q’s transcript (¢<i; u<;).

See § B.1 for proof of Theorem 18. This theorem shows that even with perfect
indistinguishability between the output of unlearning and retraining algorithm, an
adversary who knows the functioning of the update requester Q, i.e. has a general
understanding of how real-world interactions are like, can decipher the deleted

records by only looking for patterns in the post-deletion releases.

4.2.2 Unsoundness due to Secret States

Both adaptive and non-adaptive unlearning guarantees in Definition 21 are
bounds on information leakage about a deleted record through a single released
output. However, our adversary can observe multiple (potentially infinite) releases
after deletion. We identify a yet another reason for violation of RTBF under Def-
inition 21, even when edit requests are non-adaptive. This vulnerability arises
because Definition 21 permits the curator to store secret models while requiring
indistinguishability only over the output of a publishing function f,,,. These secret
models may propagate encoded information about records even after their deletion

from the dataset. So, every subsequent release by an unlearning algorithm can reveal
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new information about a record that was purportedly erased multiple edits earlier.
We demonstrate in the following theorem that a certified unlearning algorithm can
reveal a limited amount of information about a deleted record per release so as not
to break the unlearning certification, yet eventually reveal everything about the
record to an adversary that observes enough future releases. Figure 4.5 visualizes

this vulnerability.

D, D, D,

ST R = R R = T —

. 9 Outcomes visible
to Users/Attackers
(&, 6)-unlearning

prevents leaks via
single release

Figure 4.5: Demonstration of the problem with secret states in (g, d)-unlearning
as described in Definition 21. Consider a data-point deleted by first edit request
u1. Secret states (:)1, (:)2, -+ can carry unbounded information about this deleted
record while f,,, ensures each individual release carries no more than (e, ) amount
of information about deleted records. Since each future release can reveal this much
new information, the total leakage composes without any limits.

Theorem 19. For every € > 0, there exists a pair (A, A) of algorithms that satisfy
(€,0)-unlearning under some publish function fuu such that for all non-adaptive
1-requesters Q, their exists an attacker that can correctly infer the identity of a

record deleted at any arbitrary edit step 1 > 1 by observing only future releases ¢>;.
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We provide a proof of Theorem 19 in § B.1. This theorem shows that it is
possible to design (A, A, foun) such that the (e, §)-indistinguishability is preserved
per release when passed through the f,,, function. However, the internal states
retain complete information in a manner that every subsequent release through the
fpub leak new information in a way that cumulatively, there is no privacy at all in
the long run.

Several unlearning definitions, such as those by Ginart et al. [46], Guo et al.
[50] and Sekhari et al. [92] (detailed in Appendix § B.1.1), directly measure the
indistinguishability for unlearned models rather than through a publish function fp.
However, the aforementioned vulnerability can still arise if unlearning algorithms
satisfying these definitions rely on hidden states that depend on deleted records.
It is worth noting that Ginart et al. [46], in their online formulation, advocates a
deletion operation to maintain “arbitrary metadata like data structures or partial
computations that can be leveraged to help with subsequent deletions”, making it

susceptible to the vulnerability we have described.

4.2.3 Incompleteness

Existing unlearning definitions measure the effectiveness of a deletion algorithm
by assessing how closely its output resembles that of retraining. We emphasize that
resembling the output of retraining is not necessary for erasing deleted information.
For example, let’s consider a (useless) mechanism A that outputs a fixed predeter-
mined model # € Y regardless of its inputs. It is evident that A is a valid deletion
algorithm for any learning algorithm, as A(-, -, ) does not rely on the input dataset
or the learned model (nor does fou,(A(:,-,-)) for any fou,). Yet A fails to satisfy
(€, §)-unlearning of Definition 21 for any sensible learning algorithm .A. Similarly,
many perfectly valid deletion algorithms do not meet existing definitions of unlearn-
ing. This makes the (g, d)-unlearning an incomplete definition for characterizing the
data-deletion capability of unlearning algorithms. Several other definitions, such as

those by Ginart et al. [46], Guo et al. [50] and Sekhari et al. [92] can also be shown
to be incomplete (refer to Appendix § B.1.1).
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4.3 Redefining Deletion in Machine Learning

In this section, we introduce a new data-deletion certification for machine un-
learning algorithms to address the issues demonstrated in Section § 4.2. We prove its
trustworthiness and contend that it offers a more accurate measure of a mechanism’s
data-deletion abilities. We also study its connections to differential privacy and
redefine the data-deletion problem in Machine Learning based on our results.

In Theorem 19, we noted that using secret states that depend on deleted records
to speed up unlearning can violate RTBF. Firstly, to prevent such violations, we
advocate for designing unlearning algorithms that do not rely on any internal states
affected by deleted records and to directly quantify deletion privacy for an unlearned
model rather than after applying any publish function, i.e., setting fou,() = ¢
in Algorithm 3. By doing so, we ensure that the only source of any information
about a deleted record that can ever be released by the curator in the future is
accounted for. In essence, future unlearning steps become post-processing operations
for the deleted records, meaning that a valid certification of deletion privacy for the
immediate unlearned model applies to all future releases.

Secondly, we propose a new definition of deletion privacy. As demonstrated previ-
ously, adaptive requests can encode patterns specific to a target record which persists
in the dataset even after deletion of the target record, making indistinguishable-from-
retraining based deletion certifications unreliable. Our following definition accounts
for the worst-case influence adaptive requests by measuring the indistinguishability
of an unlearning mechanism’s output from that of some mechanism that is not

allowed to see the deleted record or edit requests influenced by it.

Definition 22 ((g,0)-deletion privacy under p-adaptive r-requesters). Let d € [0, 1],
£ >0, and p,r € N. We say that an algorithm pair (A, A) satisfies (e, d)-deletion
privacy under p-adaptive r-requesters if the following condition holds for all p-
adaptive r-requester Q. For every step ¢ > 1, there exists a randomized mapping

7t;Q : X™ — Y such that for all initial datasets Dy € X",

Pr {A(Di_l, u;,0,_1) € S} <€ -Pr [H;Q(DO o (ind,y)) € S} + 9, (4.7)

for all u; € U" and all (ind,y) € u;.
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Our (e, §)-deletion privacy is different from existing notions of (e, d)-unlearning

in the following ways:

1. Tracking original presence. We measure the amount of deleted informa-
tion still residing in an unlearned model based on how indistinguishable the
distribution of the unlearned model is from a random variable free of any
influence of the deleted data-point due to its original presence in the dataset in
the past. The construction of an imaginary mechanism 71;Q and its operation on
dataset Dy o (ind,y), where the original record D;_;[ind] never existed, serves

to enforce this independence.

2. Detached from learning mechanism A. Certifying (¢, §)-deletion privacy
does not hinge on showing indistinguishabilty of unlearned model from that
of freshly retrained model using A, unlike all prior notions of machine un-
learning [46, 50, 92]. Therefore, our notion detaches measure of deletion from
indistinguishability-to-retraining. We again emphasize that the latter is not

necessary to achieve the former.

3. Secure under adaptivity. Our (g, §)-deletion privacy definition allows the
construction of n;»@ to take into account any possible reactive nature of real-world
interactions. That is because we tie the deletion certification to an arbitrary
adaptive model QQ of the world, where the indistinguishability in Equation 4.7
ensures that even under this model of adaptivity, the original presence of the

deleted record cannot be detected.

4. Quantifying deletion per data-point. Our notion measures indistinguisha-
bility separately for each deleted data-point. This makes our definition much
more suitable for batched deletions as increasing the batch size does not worsen
the certification due to grouping effects, unlike existing unlearning definitions
such as Definition 21 that become worse similar to group-privacy guarantees

in differential privacy.

5. Construction 7¥ can be different across steps. Note that 772 can differ
across steps ¢ € N. This freedom enables the analysis to capture any abnor-

malities due to prolonged processing of really long deletion request sequences.
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6. One-sided indistinguishability. Our definition requires only a one-sided
indistinguishability. For the purpose of ensuring RTBF, one-sided indistin-
guishability is enough as we only want to prevent events that make an attacker
confident that some deleted information was leaked; we don’t care if attacker

becomes confident that nothing was leaked.

7. Generalizes (g,0)-unlearning under non-adaptivity. A non-adaptive
requester Q is equivalent to fixing the request sequence (u;);>1 a-priori, even
before the interaction happens. Note that for any operation (ind,y) € w;,
the associativity of edit operations implies that D; = (D o (ind,y)) o uj o
-+ - ouy; that is, that dataset D; is a function of Dg o (ind,y) when Q is non-
adaptive. Therefore, for non-adaptive Q, we can set m2(Dy o (ind, y)) = 7t(D;)
in Equation 4.7 for any randomized map 7 : X™ — ), including the learning
algorithm A. That means, under non-adaptivity, (¢, d)-unlearning under a

publish function fyu,(6) = € implies (e, §)-deletion privacy.

Remark 5. Note that a construction Tt(i@

need not be an implementable algorithm.
It only serves as an analytical gadget to quantify how well an algorithm pair (A, A)
erases information about deleted records. Later in the chapter, we will present an

easy construction for 719 that is almost always sufficient.

Soundness of (e,d)-deletion privacy. Definition 22 reliably safeguards the
“Right to be Forgotten” as the random variable T[;Q(DQ o (ind,y)) stays independent
of the deleted record Dylind] by design, even when the update requester Q is oo-
adaptive. When an attacker aims to identify a record at index ‘ind’ in Dy that
is being replaced by record y € X through one of the replacement operations in
edit request u; € U", the bound in Equation 4.7 ensures that any observer of the
unlearned model A(Di,l,ui, éi,l) cannot be overly certain that the observation
was not m2(Dg o (ind,y)) instead. Consequently, the unlearned model itself must
possess minimal information regarding the deleted record Dyind]. This argument

allows us to establish the following guarantee of soundness.

Theorem 20 (Definition 22 of (e, §)-deletion privacy safeguards RTBF). If the
algorithm pair (A, A) satisfies (¢,0)-deletion privacy guarantee under all p-adaptive
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r-requesters, then even with complete knowledge of a p-adaptive r-requester Q that
interacts with the curator before a target record Dylind] in the initial dataset Dy is
deleted at step i > 1 by request u;, any attacker MI: Y* — {0,1} observing only the

post-deletion models ézi = ((:)Z, (:)Hl, -++) has an advantage

Ado(MI) <€ Pr [MI(65,) = 1[x] — Pr[MI(65,) =1

x| (4.8)

for disambiguating between two possible values x,x" € X of the deleted record Dg[ind]

bounded as follows.

Adv(MI) < ¢® — 1 4 26, (4.9)

The proof of Theorem 20 appears in § B.2. As e, — 0, r.h.s. of Equation 4.9
approaches 0, implying that no adversary can successfully infer what the deleted

entry was. This shows that our definition of (e, §)-deletion privacy is provably sound.

Completeness of (¢, d)-deletion privacy. Our Definition 22 allows for the certi-
fication of fixed-output unlearning mechanisms described in Section § 4.2, which prior
unlearning definitions based on indistinguishability to retraining cannot accomplish.
This flexibility stems from the freedom of choice for mechanism 72, which can be
set to consistently produce the same fixed output.

However, (g, §)-deletion privacy may not be a complete guarantee for certifying
RTBF. This is because it explicitly prohibits unlearning algorithms from relying on
hidden states influenced by previously deleted records. We acknowledge the potential
for designing RTBF-compliant unlearning algorithms that utilize partial compu-
tations affected by deleted records. However, certifying such algorithms presents
greater challenges, as it necessitates establishing bounds on information leakage
across all future releases. As shown in Theorem 19, stateful unlearning algorithms

of this nature can unveil new information to observers with each subsequent release.

4.4 Deletion Privacy vs. Differential Privacy

A differential privacy guarantee on A and A sets a limit on the information
present in an unlearned model regarding individual records that remain in the
dataset. However, our concept of deletion privacy specifically restricts the information

concerning only the deleted records. These two notions are orthogonal—an algorithm
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pair (A, A) can satisfy (44, d)-deletion privacy without providing (e4p, §)-differential
privacy for any oo > g4, > O—and compatible—an algorithm pair (A,.A) can
simultaneously satisfy (eqp, d)-differential privacy and (e4q, d)-deletion privacy with
€dad < €q4p for non-adaptive update requesters Q.

In this section, we formalize the connections between these two types of privacy
certifications and how they interact when the edit requests are adaptively chosen. We
show that (eqp, §)-differential privacy is both a necessary and a sufficient condition
to ensure that a non-adaptive (g4q,9)-deletion privacy guarantee for (A, A) extends
to adaptive settings with a graceful degradation in deletion certification.

For the sufficient part, note that when A and A are both differentially private,
they prevent an adaptive requester from establishing dependencies between records
in the curator’s dataset. By leveraging this property in the following theorem, we
establish a reduction from adaptive to non-adaptive deletion privacy only assuming

that A and A also satisfy (g4, 0)-differential privacy.

Theorem 21 (From adaptive to non-adaptive deletion). If an algorithm pair (A, A)
satisfies (gqq,9)-deletion privacy under all non-adaptive r-requesters and is also
(ap, O)-differentially private, then pair (A, A) also satisfies (eqd’, (p + 2)8)-deletion

privacy under all p-adaptive r-requesters, for

cad’ = €ad + peap(€°® — 1) + eqp/2p1og(1/0). (4.10)

We provide proof of Theorem 21 in § B.3. Theorem 21 is essentially the same as
composition of the p-fold (eqp, 0)-differential privacy guarantees (as stated in Theo-
rem 9) and a singular (44, 0)-deletion privacy guarantee. While we make use of the
advanced composition [40] for simplicity, this theorem can be improved with any
off-the-shelf composition, including Kairouz et al. [56]’s optimal composition.

When e49 < €4p, note that the adaptive deletion privacy guarantee is barely
larger than just the DP bound on the total information revealed about the deleted
record through the past releases before the deletion request was issued. That is
to say, when A, A are differentially private, any deletion privacy guarantee under
non-adaptivity gracefully reduces to deletion-privacy under non-adaptivity with the
worst-case degradation being equivalent to the composition of the two bounds.

Additionally, Theorem 21 simplifies the certification process for unlearning

algorithms to ensure RTBF compliance. Under the assumption that deletion requests
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are independent of previous releases, i.e. non-adaptive, showing that the algorithm
is both differentially private and provides deletion privacy is sufficient.

Not only is differential-privacy a sufficient condition to handle adaptivity, we
show that in order to guarantee deletion privacy for erased records in the real-world
setting, it is mecessary for the unlearning algorithm to uphold the privacy of records
that remain undeleted. This is because the only effective means of preventing the
adaptive world from reacting to the presence of a target record before deletion is by

ensuring it never becomes aware of its existence.

Theorem 22 (Membership Privacy is necessary for adaptive deletion privacy).
Let Test: Y — {0,1} be a membership inference test for A to distinguish between
neighboring datasets D, D’ € X™. Similarly, let Test:Y — {0,1} be a membership
inference test for A to distinguish between D, D’ € X™ that are neighboring after
applying edit i € U'. If Adv(Test) > Ay and Adv(Test) > A4, then the pair (A, A)

cannot satisfy (g,0)-deletion privacy under 1-adaptive 1-requester for any
e <log(l+Aa-Az—20). (4.11)

See § B.3 for a proof of Theorem 22. This theorem shows that without membership
privacy, which is ensured by differential privacy, it isn’t possible to provide any
non-trivial deletion privacy guarantees under adaptivity, no matter what algorithms
(A, A) we use. Therefore, for building reliable unlearning algorithms, we should look

towards differentially-private algorithms.

Clarifying the need for Differential Privacy. It is important to emphasize
that we are not advocating for unlearning solely through differentially private
mechanisms, as they uniformly limit the information content of all records, whether
deleted or not. Instead, an effective unlearning algorithm should offer two distinct
information reattainment bounds: one for the records currently present in the
dataset, provided by a differential privacy guarantee, and a significantly smaller
bound for the records previously deleted, ensured through a non-adaptive deletion
privacy guarantee. Together, these two bounds ensure privacy of deleted records

under adaptivity, thanks to Theorem 21.
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4.5 ERM with Differential and Deletion Privacy

In the preceding sections, we introduced a provably reliable notion for quanti-
fying the data-deletion capabilities of an unlearning algorithm. In this section, we
contextualize it for the empirical risk minimization problem as discussed in § 2.2,
and in the subsequent sections, we study unlearning using Noisy-GD algorithm.

Let space of model parameters be Y = R? and £(6;x) : R x X — R be a loss
function of a parameter § € R for a record x € X. We consider the problem of
empirical risk minimization (ERM) of the average £(6;x) over records in the dataset

D € X" under L2 regularization, that is, the minimization objective is

Lp(0) = i S £(6: %) + r(0), with £(6) — > 161> (4.12)

xeD 2

Recall that the excess empirical risk of a (random) model © on D is defined as
err(©; D) =E[Lp(©) — Lp(0})], (4.13)

where 07, = argmin Lp(6), and expectation is over ©.
feRd
Problem Definition. Let constants 0 < e44 < €4, and § € (0,1]. Our goal
in this paper is to design a learning mechanism A : X® — R? and an unlearning

mechanism A : X" x U" x RY — R for ERM such that

(1.) both A and A satisfy (eqp, §)-differential privacy with respect to individual

records in the input dataset,

(2.) pair (A, .A) satisfies (4q,6)-deletion privacy guarantee for all non-adaptive

r-requesters Q,

)iz produced by (A, A, Q) on any Dy € X™ have err(6;; D;) <

(3.) and, all models (O,
) for some excess risk bound® f(---).

f(gdpa €dd, 57 n, d

Objectives (1.) and (2.) together ensure that (A, A) satisfies deletion-privacy
for adaptive requests as well, and objective (3.) ensures (un)learned models are

useful.

®The bound f(---) in (3.) should be close to the optimal excess risk attainable by ERM on
D; under (g4p,9)-DP.
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A deletion algorithm A is only useful if it is computationally cheaper than
retraining with A. We judge the benefit of A over A for i*" request u; by the
difference in retraining Cost(A; D;_; o u;) and deletion Cost(A; D;_1, u;, (:),»_1).

4.5.1 Deletion using Noisy Gradient Descent

This section proposes a simple and effective data-deletion solution based on

Noisy-GD as introduced in Chapter 3, described again in Algorithm 4 below.

Algorithm 4 Noisy-GD: Noisy Gradient Descent [12]

Input: Dataset D € X", loss function ¢ : R? x X — R, learning rate 7, noise
variance &2, initial parameter vector r.v. ©y € R? number of iterations K € N
1: for k=0,1,--- ,K —1do
2: Vﬁp(@nk> = % ZXGD Vﬁ(@nk, X) + Vr(@nk)

AN\ 2
3 Update model ©,x1) < Ok — 1VLD(One) + /20 (2) N (0, 1)
4: Output O,k

Remark 6. For simplicity, we’ve denoted 6/n = o as we did for our analysis

in Chapter 3 (cf. Remark 4).

Our proposed approach falls under the Descent-to-Delete framework proposed
by Neel et al. [72], wherein, after each deletion request u;, we run Noisy-GD starting
from the previous model ©;_; and perform fine-tuning using Noisy-GD over records
in the modified dataset D; = D;_; o u;; sufficient to erase information regarding
deleted records in the subsequent model (:)Z Our algorithms (Anoisy-GD> leoiSy_GD)

is defined as follows.

Definition 23 (Noisy-GD based data-deletion solution). Let K4, K ;7 € N. For any

D € X", our learning algorithm Anoisy-gp : X™ — R? is defined as
ANoisy—GD(D) - NOiSY—GD(D, 67 KA)a (414)

where © € R? is a randomly initialized model from a distribution p. And, for any
edit request u € U" on dataset D € A" and any model denoted with its random

variable © € RY, our unlearning algorithm ANOisy_GD XM x U x RT— R? s
/_lNoiSy—GD(Da Uu, ®> - NOlSY‘GD(D O Uy, @7 Kﬂ) (415)
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Our curator (Anoisy-GD, /INoiSy_GD) with any initial dataset Dy € X™ interacts with

any update requester Q as described in Algorithm 3 with publish function f,u,(0) = 6.

For this setup, our objective is to provide conditions under which the algorithm
pair (Axoisy-ap; Anoisy-ap) satisfies objectives (1.), (2.), and (3.) as stated in the
problem definition § 4.5 and analyze the computational savings of using leoisy_GD

over Anoisy-gp in terms of gradient complexity.

4.5.2 Analysis for Convex Loss Functions

In this subsection, we analyze Noisy-GD based unlearning for convex loss func-
tions £(6;x) under L2 regularization r(0).

Our first goal in this subsection is to prove (gqq, d)-deletion privacy guarantees
on our proposed algorithm pair (Axoisy-GD; /_lNoiSy_GD) (in Definition 23) under any
non-adaptive r-requester Q. That is, if ((':)7;)7;20 is the sequence of models produced
by the interaction between (Anoisy-GD; ./_lNoiSy_GD, Q) on a Dy € X", we need to show

that their exists a mapping ﬂ;Q such that for all « > 1 and any u; € U",
Pr {A(Di,h U;, éifl) € S} S e®dd . Pr [T[;Q(DO @) <il’ld, y))} -+ (5, (416)

for all S € Y and (ind,y) € u;. Our approach would build on our results on the
dynamics of privacy erosion introduced in Chapter 3. For convenience, we use the

following Rényi variant of our (£4q, 0)-deletion privacy Definition 22.

Definition 24 ((g, paa)-deletion privacy). We say that algorithm pair (A, A) satisfies
(q, paa)-Rényi deletion privacy under p-adaptive r-requesters if the following condition
holds for all p-adaptive r-requester Q. For every step 7 > 1, there exists a randomized

mapping 712@ : X™ — Y such that for all initial datasets Dy € X™,

Rq (A(Difla Ui,y éifl)‘

2 (Dy o <ind,y))) < paa forall (ind,y) € u;,  (4.17)
for all u; € U" and all (ind,y) € u;.

Our approach will be to show that (Anoisy-cp, ANoisy_GD) satisfies (g, paq)-deletion
privacy and then convert the bound in Equation 4.17 to the desired inequality
in Equation 4.16 using Theorem 5.

For an arbitrary replacement operation (ind,y) in u;, we define a map T[;Q(DO o

(ind,y)) = ©/, where the model sequence (©/);>¢ is produced by the interaction of
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between the same algorithms (Axoisy-GD; Anoisy-an, @) but on Dy o (ind,y). Since
non-adaptive requester Q is equivalent to fixing the edit sequence (u;);>1 a-priori,
note that showing the deletion-privacy guarantee reduces to proving the following

Rényi DP bound
Rq (A(Di,b U;, éifl)HA<Dgf17 Uj, éifl>) S €dd, (418)

for all u<; and for all neighboring datasets Do, D} s.t. Dy = Dg o (ind,y) with
(ind,y) € u;.
Note from our Definition 23 that the sequence of models (@0, e ,@z) can be

seen as being generated from a continuous run of Noisy-GD, where:
1. for iterations 0 < k < K 4, the loss function is Lp,,

2. for the iterations K4+ (j — 1)K <k < Kg+jK zonany 1 <j <i—1, the

loss function is Lp;, and

3. for the iterations K4 + (i — 1)K 3 < k < K4 + iK 4, the loss function is

‘C’Di—loui'

Let (Onk)o<k<i atik . be the sequence representing the intermediate parameters of
this extended Noisy-GD run. Similarly, let (©;,)r>0 be the parameter sequence
corresponding to the extended run on the neighbouing dataset Dj,. Since (ind,y) € w;,
note from the construction that D} _,ou; = D;_; ou;, meaning that the loss functions
while processing request u; is identical for the two processes, i.e. Lp, jou; = Lp!_ ou;-
For brevity, we refer to the dataset seen in iteration k of the two respective extended
runs as D(k) and D'(k) respectively. In short, these two discrete processes induced

by Noisy-GD follow the following update rule for any 0 < k < K4 + 1K ;:

Oyihr1) = Oy — NV L(k) (Or) + V2002 N (0, 1),
k1) = O — NV LDy (O) + V200N (0, L),

(4.19)

where Oy and O are sampled from same the weight initialization distribution p.
To prove the bound in Equation 4.18, we follow the same approach as in Chapter 3,
which is interpolating the two discrete stochastic process of Noisy-GD with two

piecewise-continuous tracing diffusions ©; and O} in the duration nk <t < n(k + 1),
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defined as follows.

O, = Tk(@nk‘) - (t - Uk)Uk(@nk> + v 2‘72(Wt - Wnk):
O = T(0}) + (t = nk)Ux(O},) + V202 (W) = W),

(4.20)

where W, W/ are two independent Wiener processes, and Ty, Uy are two vector

maps on R" defined as
Ty(0) =6 — g (VLDw () + VLow)(0)) . (4.21)
and

U(0) = 5 (VLo (6) ~ VLo(6)) = 5- (VEE: D(E)ind]) — VEE: D'()find])).

(4.22)
Recall that Equation 4.20 is identical to Equation 4.19 when ¢ = n(k + 1), and can

DO | —

be expressed by the following stochastic differential equations (SDEs):

d@t == _Uk<@nk)dt + vV 20’2th

(4.23)
6, = +UL(0),)dt + V202dW],

and initial condition limy_, 4+ ©; = Tr(Onk), limy,k+ O = Ty( ;zk) These two
SDEs can be equivalently described by the following pair of Fokker-Planck equations
(cf. Lemma 7).

Lemma 12 (Fokker-Planck equation for SDE Equation 4.23). Fokker-Planck equa-
tion for SDE in Equation 4.23 at time nk <t <n(k+ 1), is

OR(0) =V (ROEULOWIO: = 6]) + APO)
(4.24)
02:6) =V - (QUOE [-UO},)|6; = ]) +0°AQu(0),

where P, and Q; are the densities of ©; and ©) respectively.

We provide an overview of how we bound Equation 4.18 in Figure 4.6. Basically,
©;_,) that

holds for any choice of number of iterations K 4 and K 4, and in phase (II) we prove

our analysis has two phases; in phase (I) we provide a bound on R, (@i,l‘

an exponential contraction in divergence R, (A(Di_l, U, @i_l)HA(Dg_l, U, (:);_1)>

with number of iterations K z.
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Figure 4.6: Diagram illustrating the technical overview of Theorem 23. Here
P, and @, represent the kth iteration parameter distribution of ©,; and @%k
respectively. We interpolate the two discrete processes in two steps: (a) an identical
transformation T} (as defined in Equation 4.21, and (b) a diffusion process. If

divergence before descent step is Ry, = Ry (Pyk||@yr), the stochastic mapping T in
(a) doesn’t increase the divergence, while the diffusion (b) either increases it upto
an asymptotic constant in phase I or decreases it exponentially to 0 in phase II.

We first introduce a few lemmas that will be used in both phases. The first set
of following lemmas show that the transformation ©,x, 07, — Tr(On), Tx(0;;)
preserves the Rényi divergence. To prove this property, we show that T} is a

differentiable bijective map in Lemma 14 and apply the following Lemma from

Vempala and Wibisono [110].

Lemma 13 (Vempala and Wibisono [110, Lemma 15]). If T : R? — R? is a
differentiable bijective map, then for any random variables ©,0" € R, and for all
q>0,

R, (T(©)[T()) =R, (©]©). (4.25)

Lemma 14. If £(0;x) is a twice continuously differentiable, convex, and [3-smooth

loss function and regularizer is v(6) = 3 1615, then the map Ty, defined in Equa-
tion 4.21 1s:

1. a differentiable bijection for any n < ﬁ, and

2. (1 —nX)-Lipschitz for any n < ﬁ
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See § B.3.2 for a proof of Lemma 14. Since T} is a differentiable bijective map
for small enough learning rate 7, it preserves the Rényi divergence as per Lemma 13.
However, even if we choose a larger step size, by virtue of the data-processing
inequality for Rényi divergence, we always have that R, (Tk(énk)HTk(é%k)) <
R, (énkHé%Q The benefit of bijectivity is that it makes the differential inequalities
in our proofs a bit neater to solve.

The second set of lemmas presented below describe how R, (6,]|©;) evolves with
time in both phases I and II. Central to our analysis is the following Lemma 8
from Chapter 3 which bounds the rate of change of Rényi divergence for any pair of

diffusion process characterized by their Fokker-Planck equations.

Lemma 15 (Rate of change of Rényi divergence). Let Vi, V} : R? — R? be two
time dependent vector field such that maxgega |Vi(0) — Vi(0)|l, < L for all 6 € R?
and t > 0. For a diffusion process (O)i>o and (0})i>¢ defined by the Fokker-Planck
equations

0iQu(0) =V - (Qu(0)V1(0)) + 0 AQ4(0),
respectively, where P, and @, are the densities of ©; and O}, the rate of change of

(4.26)

Rényi divergence between the two at any t > 0 is upper bounded as

qL?  qo? I, (P Q)
OR, (P]|Qr) < 2952 7m (4.27)

See § 3.2.1 and § 3.2.2 in Chapter 3 to recap how we derive this rate of change.
We apply the above lemma to the Fokker-Planck Equation 4.24 of our pair of tracing
diffusion SDE Equation 4.20 and solve the resulting differential inequality to prove
the bound in Equation 4.18. To assist our proof, we rely on the following lemma
showing that our two tracing diffusions satisfy the Log-Sobolev inequality described

in Definition 16.
Lemma 16. If loss £(0;x) is convex and -smooth, reqularizer is r(0) = 3 16113,

_2
22+87

(O o<t<n(katix ;) defined in Equation 4.20 with ©9,05 ~ p = N (O, A(%;,\/Q)LO
satisfy LSI inequality with constant A(1 —n\/2).

and learning rate n < then the tracing diffusion (Qt)OStSH(KA‘H:KA) and
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We prove this lemma via induction to show that the alternating application of a
contractive map T and Gaussian noise addition preserves the LSI inequality. See

the proof of Lemma 16 in § B.3.2 for details.

Remark 7. Lemma 16 offers a tighter analysis of the constant in the log-Sobolev
inequality as compared to Lemma 10 used in Chapter 3, thanks to a tighter analysis

of the Lipschitzness in Lemma 14.

Because the tracing diffusions satisfy the Log-Sobolev inequality, we can control

the I,/E, term in Equation 4.27 using the following property.

Lemma 6 (LSI inequality in terms of Rényi Divergence [110]). The distribution
Q; satisfies LSI(c) inequality if and only if for all distributions P, on RY such that

B e 1L.2(Q,) with continuous derivatives VLt

o o and any q > 1,

¢*o® 1, (P Q)
Ry (PIQ0) +ala —1)0:R, (PQ0) < 55 pras-

The proof of Lemma 6 was covered in § 2.3.1 of Chapter 2.

(4.28)

We are now ready to prove the deletion-privacy bound in Equation 4.18. We
do this by solving the privacy erosion dynamics arising on plugging Equation 4.28
in Equation 4.27, where the LSI constant is ¢ = A(1 — nA/2) from Lemma 16. On

solving this dynamics, we get the following theorem.

Theorem 23 (Deletion guarantee on (ANoiSy_GD,ANoiSy_GD) under convexity). Let

the start distribution be p = N (O, #271)\/2)]‘1)’ the loss function £(0;x) be conver,

[-smooth, and L-Lipschitz, the reqularizer be r(6) = % H@Hg, and learning rate be

1
87

satisfies (q, paa)-Rényi deletion privacy under all non-adaptive r-requesters for any

n < Then algorithm pair (ANoisy_GD,ANoisy_GD), as defined in Definition 23,

noise variance 6% > 0 and K4 > 0 if

2 4qL?
mzm<q ) (4.29)

nA Apdad?

See the proof of Theorem 23 in § B.3.2 for the details. From (g, paq)-Rényi
deletion privacy, we can get (eqq, d)-deletion privacy by simply applying the Rényi

divergence to Hockey-stick divergence conversion Theorem 5.

80



CHAPTER 4. DELETION IN MACHINE LEARNING

Corollary 3. Let constants 0 < gqq9 < 2log(1/9) where 6 € (0,1]. Under the same
conditions as in Theorem 23, the algorithm pair (A, A) satisfies (4q,0)-deletion

privacy if
32L%log(1/6)

2

Proof. From Mironov [69]’s conversion Theorem 5, note that (g, paq)-Rényi deletion

privacy where order ¢ = 1 + % log(1/0) and pgq = “4¢ implies (e4q, 0)-deletion

privacy. Since we assume that 49 < 21log(1/d), we have that

g 1+ %log(l/é)

q 2(eaa + 21og(1/0)) < 8log(1/9)

Pdd €da/2 €dd

So from Theorem 23, it follows that unlearning with K4 > %\ log (4L2 . 8log(l/ 5))
"

62 €442

provides (1 + % log(1/9), #3%)-Rényi deletion privacy, which implies (€44, §)-deletion
privacy. O

Utility. Our next goal in this section is to provide utility guarantees for the
algorithm pair (Aoisy-GD» /INoiSy_GD) in form of excess empirical risk bounds. For
that, we introduce some additional auxiliary results first. The following Lemma 17
shows that excess empirical risks does not increase too much on replacing r records
in a dataset, and the subsequent Lemma 18 provides a convergence guarantee on

the excess empirical risk of Noisy-GD algorithm under convexity.

Lemma 17. Suppose the loss function €(0;x) is convez, L-Lipschitz, and B-smooth,
and the regularizer is r(0) = 3 16]|5. Then, the excess empirical risk of any randomly
distributed parameter © for any dataset D € X™ after applying any edit request

u € U" that modifies no more than r records is bounded as

err(©; Dowu) < (1 + f) [2 err(©; D) +

(4.31)

161212
n? |

Lemma 18 (Accuracy of Noisy-GD). For convex, L-Lipschitz, and, 5-smooth loss

function £(6;x) and regularizer v(0) = 3 16115, if learning rate 1 < ﬁ, the excess

empirical risk of ©,x = Noisy-GD(D, O, K) € R? for any D € X™ is bounded as
6] ) do?

err(0,x; D) < err(0g; D)e 5/ (1 +5 ] 2

- (4.32)
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We provide proof of Lemma 17 and proof of Lemma 18 in § B.3.2.

Finally, we are ready to combine all the pieces into Theorem 24, showing that the
algorithm pair (Anoisy-GD, ANoisy_GD) solves the data-deletion problem as described
in § 4.5. We basically combine the DP guarantee on Noisy-GD in Chapter 3, non-
adaptive deletion-privacy guarantee in Theorem 23, and prove excess empirical risk

bound using Lemma 18 and Lemma 17.

Theorem 24 (Accuracy, privacy, deletion, and computation tradeoffs). Let constants

A\, B, L >0, constant ¢ > 1, and constants pa, > paa > 0. Define constant v = HB

Let the loss function £(6;x) be twice differentiable, convex, L-Lipschitz, and 6—

smooth, and let the regularizer be r(6) = 5 16|13 If the learning rate is 1 =

N 4qL
)‘pdp

_ 1
2(A+8)’

the gradient noise variance is & , and the weight initialization distribution is

2
p =N (0 sy o). then
(1.) both Anoisy-cp and /INoisy_GD are (¢, pap)-Rényi DP for any K, K ;7 > 0,

(2.) pair (ANOiSy-GD,ANm-Sy_GD) satisfies (q, paa)-deletion-privacy all non-adaptive
r-requesters

if Kz>4vlog— pdp (4.33)
paa’

(3.) and all models in sequence (0;)i>o produced by the interactions between

(ANoisy_GD,leoisy_GD) and Q on any Dy € X", where Q s any r-requester,

have an excess empirical risk err(0;; D;) = O (pdq%)
p

Papn’ 8papr”
if Ky > 4vlog ( Jqd ) , and Kz> 4ulogmax{5y,qd} . (4.34)
The proof of Theorem 24 is also provided in § B.3.2. We remark that, the weight
initialization distribution p in this theorem can be simply set to any point-distribution
(i.e., ©9 = 0 for some fixed §; € R?) without affecting the guarantees of Theorem 24.
More precisely, any start distribution p = N (p,021;) with an arbitrary mean

p € R? and variance o2 < suffices. For discussions, we provide the

6'2
An2(1-nX/2)
following corollary that expresses Theorem 24 in terms of (gq4p, 0)-differential and

(€44, 0)-deletion privacy guarantees.
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Corollary 4. Let constants \, 3, L > 0, constants 0 < eqq < eqp < 2log(1/9), and

loss function £(0;x) and learing rate n satisfy the conditions of Theorem 24. If the

2 _ 16L%log(1/6) then

gradient noise variance is & 5
Acdp ’

(1.) both Anoisy-cp and lem-sy_GD are (€ap, 0)-Rényi DP for any K4, K 7 >0,

(2.) pair (ANOisy-GD,lem-sy_GD) satisfies (€44, 0)-deletion-privacy all non-adaptive
r-requesters

if K;>8vlog -, (4.35)
€dd

(3.) and all models in sequence (0;);=o produced by the interactions between

(ANoisy_GD,leoisy_GD) and Q on any Dy € X™, where Q is any r-requester,
dlog(1/5)>

€dp2n?

have an excess empirical risk err(6;; D;) = O (

€dp2n2

i Ka>dvlog [
i Kaz ”°g<16dlog(1/5)

and K ;> 4vlogmax < b 25dp2r2
1 X —_— .
’ A= =V08 " dlog(1/9)

(4.36)

Proof. We will use a fact that for any two distributions P, @, if R, (P||Q) < ¢ - &

for all ¢ > 1, then for all S, we have P(S) < e*Q(S) + § where ¢ = 2,/rlog(1/6).
We prove this result formally later in Chapter 5, but for now let’s just use it.

Let 0 < Kqa < Kap be two arbitrary constants. If we set pg, = ¢ - Kqp and

Pdd = q - kaq in Theorem 23, then all they hyper-paramters, including the bounds

on K4 and K ; become a constant in terms of the ¢. In other words, we get

(¢,q - Kap)-Rényi DP and (¢, ¢ - Kaa)-deletion privacy for all ¢ > 1 if 6% = % and
Kap Kaph” SkapT>
Ka>4vlog (max{—=, —=—5 |, and Kj>4vlog|max {5y, — .

Since we want (£4p,0)-DP and (eqq4,d)-Rényi deletion privacy, we can set kqp, =

ﬁg/a) and kqq = ﬁ(df/é) and use the fact stated in the start. Plugging in these
values results in the bounds in theorem statement. O]

Our utility upper bound in Theorem 24 matches the theoretical lower bound
of Q(min {1, %;L%Q}) by Bassily et al. [12] on the optimal empirical risk attainable
by any (g,6)-DP algorithms on Lipschitz, smooth, strongly-convex loss functions
(cf. Theorem 2). Consequently, our unlearning algorithm .,ZlNoisy_GD maintains the

optimal privacy-utility trade-offs of retraining with Anoisy-gp, While being a lot
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{

Retraining with Noisy-GD:
has optimal DP-utility tradeoff with
a gradient complexity of O(nlogn)

7

(€49-0)-Deletion Privacy & s o Jl Excess Empirical Risk

Ny

#

; Unlearning with Noisy-GD:
| Also has an optimal DP-utility tradeoff, but
gradient complexity is only O(nlog(€4y/€44))

Figure 4.7: Fine-tuning (or unlearning) using Noisy-GD in the setting of streaming
edit requests provides optimal DP-utility trade-off, certified deletion guarantee
and only takes a fraction of computation cost of full-retraining with Noisy-GD for
reaching the same DP & utility level.

cheaper. Figure 4.7 captures this four-way trade-off between differential privacy,
deletion privacy, utility and computation complexity. It is worth noting that in order
to satisfy (eqp, d)-differential privacy and (g4q,0)-deletion privacy for non-adaptive
r-requesters, the necessary number of iterations K ; remains constant regardless
of the size, r, of the deletion batch, depending solely on the ratio zj—d However,
P
the number of iterations required to ensure optimal utility under DP increases as r
grows. Importantly, when deletion batches are sufficiently small, specifically when
v/ dlog(1/6) . . . . .
r < Y—_——, performing an adequate number of unlearning iterations to satisfy the
dd

deletion privacy guarantee is also sufficient to ensure optimal utility of the unlearned
model.

In Table 4.1, we provide a comparison of our Noisy-GD based deletion solution
with some prior approaches for unlearning. More specifically, we compare the com-
pute savings in terms of gradient complexity of the learning algorithm A minus that
of the respective unlearning algorithm A under identical (g, §)-unlearning (Defini-

tion 21) constraints. To make the comparison fair, we make the same assumptions

84



CHAPTER 4. DELETION IN MACHINE LEARNING

. C ¢ .
Unlearning Algorithm Requires OIpute savings
secret states? for i*" edit
Noisy-m-A-SGD [105] No 0 (@ (1 _ g))
Perturbed-GD [72] Yes Q (n log (%))
Perturbed-GD [72] No Q (n log (W))
Noisy-GD [Thm. 4, Ours] No Q (n log min {n, %})

Table 4.1: Comparisons of the computation savings in gradient complexity per edit
request along with requirement of secret states with prior unlearning algorithms.
Edit requests are non-adaptive and modify r = 1 record in n-sized datasets. We
assume the loss £(6;x) of models in R? to be convex, 1-Lipschitz, and O(1)-smooth,
and L2 regularization constant to be O(1). For a fair comparison, we require that
each of them satisfy (g, d)-unlearning guarantee and have the same excess empirical
risk err(©;; D;) = O(1) for all unlearning steps i > 0.

of O(1)-smoothness, O(1)-convexity and O(1)-Lipschitzness on the loss functions.

4.5.3 Analysis for Non-Convex Loss Functions

In this subsection, we study deletion using Noisy-GD when the loss function
£(0;x) is non-convex (but bounded and with L2 regularization). Suppose Dy € X"
is an arbitrary dataset, Q is any non-adaptive r-requester, and (éi)izo is the model
sequence generated by the interaction of (Anoeisy-GD, /_lNoisy-GD7 Q). Our first goal
will be to prove (g, paa)- Rényi deletion privacy guarantee on (Anoisy-GD» ANoiSy_GD)
and we will later use it for arguing utility as well. Recall from Definition 24 that to
prove (q, paq)-deletion privacy, we need to construct a map T[;Q : X™ — Y such that

for all > 1 and any u; € U",

Ry (A(Di-1,ui, ;1)

2(Dy o <ind,y))) < paa for all (ind,y) € u;.  (4.37)

Our construction of T[;Q for this proof is completely different from the one described
in preceeding subsection § 4.5.2. As discussed in point (7.) in § 4.3, since Q is
non-adaptive, it suffices to show that there exists a map 7 : X™ — ) such that for
all i > 1,

Rq (A(Di_l, Us, éz_l)Hﬂ(DZD S Pdd, (438)
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for all Dy € X™ and all edit sequences (u;);>1 from U".
Our mapping of choice for the purpose is the Gibbs distribution with the following
density:
7(D)(h) x e L@/ (4.39)

The high-level intuition for this construction is that Noisy-GD can be interpreted
as Unadjusted Langevin Algorithm (ULA) [81], which is a discretization of the
Langevin diffusion (described in Equation 2.31) that eventually converges to this
Gibbs distribution (see § 2.3 for a quick refresher). However, showing a conver-
gence for ULA (in indistinguishability notions like Rényi divergence) to this Gibbs
distribution, especially in form of non-asymptotic bounds on the mixing time and
discretization error has been a long-standing open problem. Recent breakthrough
results by Vempala and Wibisono [110] followed by Chewi et al. [29] resolved this
problem with an elegant argument, relying solely on isoperimetric assumptions
over Equation 4.39 that hold for non-convex losses. Our deletion-privacy argument
leverages this rapid convergence result to basically show that once Noisy-GD reaches
near-indistinguishability to its Gibbs mixing distribution, maintaining indistinguisha-
bility to subsequent Gibbs distribution corresponding to database edits require much
fewer Noisy-GD iterations than fresh retraining (i.e. data deletion is faster than
retraining).

We start by presenting Chewi et al. [29]’s convergence argument adapted to our
Noisy-GD formulation, with a tighter analysis that results in a log(q) improvement
in the discretization error over the original. Consider the discrete stochastic process
(Onk)o<k<k induced by parameter update step in Noisy-GD Algorithm 4 when run
for K iterations on a database D with an arbitrary start distribution ©¢ ~ Fj.
We interpolate each discrete update from O, to ©, 1) via a diffusion process ©,

defined over time nk <t < n(k +1) as
0, = G)ﬁk — (t — U/f)VﬁD(@nk) + vV 20‘2(Wt — Wnk)u (440)

where (W});>0 is a Wiener process and, as before, 0 = 6/n (cf. Remark 4). Note that
if ©,x models the parameter distribution after the £ update, then 6,1, models
the parameter distribution after the k + 1%

for all k =0, -, K, we get a tracing diffusion {©;};>o for Noisy-GD (which is

update. On repeating this construction

different from Equation 4.20). We denote the distribution of random variable ©;
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with P,. The tracing diffusion during the duration nk <t < n(k+ 1) is characterized
by the following Fokker-Planck equation.

Lemma 19 (Proposition 14 [29]). For tracing diffusion ©, defined in Equation /.40,
the equivalent Fokker-Planck equation in the interval nk <t < n(k+1) is

or ()= V- ({B1V (6 - VLo (©)10: = 0 + Vo 10 R10)).
(4.41)

where T(D) is the Gibbs distribution defined in Equation 4.39.

The proof of Lemma 19 is provided in § B.3.3. This expression of the Fokker-
Planck equation allows us to directly track the effect of discretization in the dynamics
of convergence. The following lemma provides a partial differential inequality that
bounds the rate of change in Rényi divergence R, (P;||7t(D)) using this Fokker-Planck
equation.

Lemma 20 ([29, Proposition 15]). Let Q; o P,/n(D) where m(D) is the Gibbs
distribution defined in Equation /.39 and ) f_l/Eq (Q¢||7e(D)). The rate of
change in R, (P||mt(D)) along racing diffusion in time nk <t < n(k + 1) is bounded
as

3¢0* 1, (Pi|m(D))

OBy (BIImM(D) < === "B, (D))

+ LB [1(0) 1V£0(0) ~ VLb(O1)]2].
(4.42)

The proof of Lemma 20 is provided in § B.3.3. The next step is to solve the PDI
Equation 4.42 to get a convergence bound for Noisy-GD. To help in that, we first

introduce the change of measure inequalities shown in Chewi et al. [29].

Lemma 21 (Change of measure inequality [29]). If £(0;x) is 3-smooth, and regu-
larizer is v(6) = 3 10115, then for any probability densz’ty P on RY,

E [HV.CDH < 40 [H +2do*(B + N), (4.43)

where T(D) 1is the Gibbs distribution defined in Equation 4.39.

For the sake of completeness, we provide proof of Lemma 21 in § B.3.3. Another
change in measure inequality needed for the proof is the following well-known

Donsker-Varadhan variational principle.
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Lemma 22 (Donsker-Varadhan Variational principle [35]). If P and Q are two
distributions on R? such that P < Q, then for all functions f : R* — R,

JE, [£(0)] < KL(PIQ) +log E_ [exp(/(6")]. (4.44)

We are now ready to prove the rate of convergence guarantee for Noisy-GD
following Chewi et al. [29]’s method, but with a more refined analysis that leads to a
improvement of log ¢ factor in the discretization error (compared to the original [29,

Theorem 4]).

Theorem 25 (Convergence of Noisy-GD in Rényi divergence). Let constants
B,\,0% >0 and q, B > 1. Suppose the loss function £(0;x) is (6% log(B)/4)-bounded
and 3-smooth, and regularizer is r(6) = 3 1015, If step size is 1 < m, then
for any database D € X™ and any weight initialization distribution Py for O, the
Rényi divergence of distribution P, of output model O, = Noisy-GD(D, Oy, K)
with respect to the Gibbs distribution 1(D) defined in Equation 4.39 shrinks as
follows:

32dngB(S + \)?
+ \ .

55 (4.45)

K
R (R0 < aex (=5 ) R (Ri(D)
See Appendix § B.3.3 for the proof of Theorem 25. We will use Theorem 25 for
proving the deletion-privacy and utility guarantee on the pair (Anoisy-an, ANoisy-aD)-
For that, we need the following additional result that shows that Gibbs distributions

enjoy strong indistinguishability on bounded perturbations to its potential function

(which is basically why the exponential mechanism satisfies (g,0)-DP [114, 41]).

Lemma 23 (Indistinguishability under bounded perturbations). For two potential
functions L£,L' : R — R and some constant o2, let P x e £/7° and Q o e~ £/
be the respective Gibbs distributions. If |L(0) — L'(0)] < ¢ for all § € R?, then
R, (P|Q) < % for all ¢ > 1.

See proof of Lemma 23 for details. In the Theorem 27 that follows next,
we show that (Anoisy-GD, leoiSy_GD) solves the data-deletion problem described in
Section § 4.5 even for non-convex losses. Our proof uses the convergence Theorem 25
and indistinguishability for bounded perturbation Lemma 23 to show that the

unlearning algorithm ANoisy_GD can consistently produce models indistinguishable to
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the corresponding Gibbs distribution Equation 4.39 in the online setting at a fraction
of computation cost of Anoisy-ap. As discussed in pt. (7) in Section § 4.3, such
an indistinguishability is sufficient for ensuring deletion-privacy for non-adaptive
requests. As for adaptive requests, the well-known Rényi DP guarantee in Theorem 39
combined with our reduction Theorem 21 offers a deletion-privacy guarantee for
(ANoisy-GDs Anoisy-cp) under adaptivity.

Our proof of accuracy for the unlearned models leverages the fact that Gibbs
distribution Equation 4.39 is an almost excess risk minimizer as shown in the
following Theorem 26. Since our deletion-privacy guarantee is based on near-
indistinguishability to Equation 4.39, this property also ensures near-optimal excess

risk of unlearned models.

Theorem 26 (Near optimality of Gibbs sampling). If the loss function £(0;x)

is 0?log(B)/4-bounded and [B3-smooth, the reqularizer is () = %HQH;, then the

excess empirical risk for a model © € RY sampled from the Gibbs distribution

(D) ox e £r/7* s

err(0; D) = E [Lp(©) — Lp(0)] < d‘; (10g p i AL \/§> . (4.46)

See proof of Theorem 26 in § B.3.3. Following is the main theorem that combines

all the ingredients in this section together.

Theorem 27 (Accuracy, privacy, deletion, and computation tradeoffs). Let constants
A, B, L,0%n >0, constants q, B > 1, and constants d > pap > paa > 0. Let the loss
function £(0;%) be %—bounded, L-Lipschitz and B-smooth, the reqularizer be

r() =3 10115, and the weight initialization distribution be p = N (0, ";Id). Then,

(1.) both Ansisy-cp and /INoisy_GD are (q, pap)-Rényi DP for any n > 0 and any

KA7KA >0 Zf
2
o? >

o mmax( K, K ) (4.47)
P

(2.) pair (Anoisy-cp, ANoisy_GD) satisfies (q, paa)-Rényi deletion privacy under all

non-adaptive r-requesters for any o* > 0, if learning rate is n < qu;p%
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and the number of iterations satisfy

2B log(B
50> 280 (HU> " and
>\77 Pdd

4.4

2B log(B) (4.48)

Ki> Ky y— —log ,
1] 2 (Pdd + %log(B))

(3.) and all models in the sequence (0,)i=o produced by interactions between

(ANoisy_GD,leoisy_GD) and Q on any Dy € X™, where Q is an r-requester,

dgq
pdpn2

+1 qud) when inequal-

have an excess empirical risk err(0;; D;) = O < o
P

ities in Equation 4.48 and Equation 4.47 are equalities.

The proof of Theorem 27 is also provided in § B.3.3. Previous studies on
unlearning under non-convexity mainly focused on empirical analysis for utility.
To the best of our knowledge, we are the first to offer utility guarantees in this
context. Furthermore, our non-convex utility bound only exceeds the optimal
privacy-preserving utility under convexity by approximately O(%\/%). This term
becomes negligible when dealing with large databases or a small deletion privacy to
differential privacy budget ratio.

Our results show a significant computational advantage on unlearning with
leoiSy_GD in scenarios where the proportion of edited records in a single edit request

r 1

satisfies < g - lé’gj‘g. For instance, in the deletion regime where we desire

pad = log(B)/4, employing leoisy_GD instead of retraining with Anoisy-cp Tequires

Q(dnlog ) fewer gradient steps.

Remark 8. Both Theorem 24 and Theorem 27 also hold when gradients V£(60;x)
are clipped to L instead of assuming L-Lipschitzness. Appendiz § B.j discusses how

gradient clipping is compatible with other assumptions we make.

4.6 Discussions and Future Directions

We showed that existing unlearning certifications in literature are unreliable
in real-world scenarios, mainly due to their failure in handling adaptive deletion
requests and because they permit unchecked propagation of deleted information

through internal states as they only measure indistinguishability for outputs. To
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mitigate these, we proposed a new deletion guarantee that safeguards the “Right
to be Forgotten” in a provably secure way. We also showed the importance of
protecting the privacy of existing records in order to ensure privacy of deleted
records under adaptive deletions, and established connections between deletion
privacy and differential privacy. Our results on a Noisy-GD based unlearning
algorithm show a significant computation saving compared to retraining at no loss

in utility, for both convex and non-convex losses.

Future work. Our guarantees on Noisy-GD relies on assumption of smoothness
which we believe can be eliminated by not relying on isoperimetry based analysis,
but using the techniques developed in Bok et al. [18]. Additionally, evaluating our
bounds experimentally as well as testing the performance of Noisy-GD for deep
learning can be an opportunity for future research. We also leave extending the
analysis for Noisy-SGD, which is a non-trivial and challenging problem, as part of

future work.
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Chapter 5

Laplace Interpretation of Privacy

In this chapter we propose a set of useful expressions of differential privacy
notions in terms of Laplace transformations. Its bare form expression appears in
several related works on analyzing DP, either as an integral or an expectation. We
show that recognizing the expression as a Laplace transform unlocks a new way
to reason about differential privacy properties by exploiting the duality between
time and frequency domains. Leveraging our interpretation, we connect the Rényi
divergence R, (P||@) as a function of order ¢ and the (e, d)-DP profile dpg(¢) as
a function of ¢ for any two distributions P, () as being the Laplace and inverse-
Laplace transforms of one another. This connection shows that not only is Rényi
divergence is well-defined for complex orders ¢ = v + iw, complex orders play a
pivotal role in functional equivalence between privacy profile 6po(e) and Rényi
divergence curve R, (P||Q). Using our Laplace transform-based analysis, we prove an
ezactly tight (i.e., matching even in the constants) adaptive composition theorem for
(¢,6)-DP point guarantees as well as (g, dpg(g))-DP curve guarantees. Additionally,
we highlight that the notion of f-DP has a symmetry problem that prevents it
from being a tight characterizing of DP. The same problem arises when considering
dominating privacy profiles. We fix the issue by showing that all four functional
notions of DP divergences, namely privacy profile, Rényi divergence profile, privacy
loss distribution, and trade-off curve, are equivalent to one another and also enjoy
reversal properties, which eliminates the need to enforce symmetry.

To summarize, we propose

...a novel interpretation of differential privacy that improves our under-

standing of it and offers multiple analytical benefits.
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5.1 Motivation

Differential privacy (DP) [37] has become a widely adopted standard for quanti-
fying privacy of algorithms that process statistical data. In simple terms, differential
privacy bounds the influence a single data-point may have on the outcome proba-
bilities. Being a statistical property, the design of differentially private algorithms
involves a pen-and-paper analysis of any randomness internal to the processing that
obscures the influence a data-point might have on its output. A clear understanding
of the nature of differential privacy notions is therefore tantamount to study and
design of privacy-preserving algorithms.

Throughout its exploration, various functional interpretations of the concept
of differential privacy have emerged over the years. These include the privacy-
profile curve d(e) [10] that traces the (e,0)-DP point guarantees, the f-DP [34]
view of worst-case trade-off curve between type I and type II errors for hypothesis
testing membership [56, 11], the Rényi DP [69] function of order ¢ that admits
a natural analytical composition [1, 69], the view of the privacy loss distribution
(PLD) [96] that allows for approximate numerical composition [59, 47], and the
recent characteristic function formulation of the dominating privacy loss random
variables Zhu et al. [122]. Each of these formalisms have their own properties and
use-cases, and none of them seem to be superior in all aspects.

Regardless of their differences, they all have some shared difficulties—certain
types of manipulations on them are harder to perform in the time-domain, but
considerably simpler to do in the frequency-domain. For instance, Koskela et al. [59]
noted that composing PLDs of two mechanisms involve convolving their probability
densities, which can be numerically approximated efficiently by multiplying their
Discrete Fast-Fourier Transformations (DFFT) and then inverting it back to get
the convolved density using Inverse-DFFT. Such maneuvers are also frequently
performed for analytical reasons while proving properties of differential privacy,
often without even realizing this detour through the frequency-domain. A notable
example of this is the analysis of Moments’ accountant by Abadi et al. [1], where
the authors bound higher-order moments of subsampled Gaussian distributions,
compose the moments through multiplication, and then derive the (g,)-DP bound

on the DP-SGD mechanism. Their analysis goes the through frequency space,
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as the moment generating function of a random variable corresponds to the two-
sided Laplace transform of its probability density function [68]. Often times when
dealing with a functional notion of DP, expressing components like expectations
or cumulative densities their integral form ends up being a Fourier or a Laplace
transform. Realizing them as such can be tremendously useful in analysis.

In this chapter, we formalize these time-frequency domain dualisms enjoyed by
the functional representations into a new interpretation of differential privacy. In
addition to augmenting existing perspectives on DP, this interpretation provides
a flexible analytical toolkit that greatly extends our cognitive reach in reasoning
about DP and its underpinnings. This interpretation is based on recognizing
that the privacy-profile 6pg(e) := supg P(S) — e - Q(S) and the Rényi-divergence
R, (P||Q) == q_% Jo P?Q'~%d0 between any two distributions P, @ on the same space
Q can be seen as a Laplace transform' of the privacy loss distribution PLD(P||Q),
the distribution of privacy loss random variable Z = Lp|o(©) where © ~ P:

Ve €R : Opigle) = I . (max{0,1 — e} = L{1 = Fz(t+e)} (1),
(5.1)
. ola—1)Re(PIQ) _ (¢-1)-Z| _ _
VgeC : e = oo e | =B{fz(t)} (1 - q), (5.2)

where Fy(t) = Pr[Z < t] is the cumulative distribution function and fz(t) =
Jtpe0:Lp g (0)=) PA0 is the (generalized) density function of the privacy loss random
variable Z. The first equality in Equation 5.1 is a widely used way to represent the
(g,6(2))-DP curve in literature [96, 11, 10, 59, 47, 99, 24]. Similarly, the first equality
in Equation 5.2 represents the well-known moment-generating function of privacy
loss [69, 1, 11]. The second equalities above are part of a set of Laplace expressions
presented in this chapter. Together, these expressions unlock a formal approach to
perform a wide-variety of manipulations and transformations on them using the
fundamental properties of the Laplace functional (see Table C.1). Using them, we
show that the privacy-profile and Rényi divergence between any two distributions

have the following equivalence.

Vg€ C ¢ etV RPID = (g —1)- B{dpo(t)} (1 - ), (5.3)

TLaplace transform maps a time-domain function g(¢) with ¢t € R to a function £ {g} (s) :=
fooo e stg(t)dt with s € C in the complex space. Similarly, bilateral Laplace transform of g(t) is
defined as B{g} (s) := [*_e *g(t)dt.

oo
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which again is a Laplace transform expression. Furthermore, Zhu et al. [122]’s
characteristic function of the privacy loss ¢p|g(q) = I}@ [eiq log(P/ Q)} also turns out to
be a Fourier transform, which is a special case of the bilateral Laplace transform:

VgER : dpola) =, E (€] = B{fz}(~iq). (5.4)

 Z«<PLD

These expressions can take advantage of the relationship between their time-
domain and complex frequency-domain representations, as certain manipulations are
more straightforward in one domain as compared to the other. Using the Laplace

transform interpretations extensively, this chapter presents the following findings.

1. We note that the Laplace transform expression of Rényi divergence permits
the order ¢ to be a complex number in C. Based on this observation, we
revisit the discussion on equivalence and interconversion between (gq, p)-Rényi
DP and (e,d)-DP in literature [11, 122, 5, 24]. We show that the privacy-
profile curve dp|p(e) and the Rényi divergence R, (P||Q) as a function of ¢ are
equivalent as long as either P is absolutely continuous w.r.t. @ (denote as
P <« Q) or Q < P; absolute continuity in both directions is not necessary.
Moreover, we establish that while dp,|g, () < dp,0,(¢) for all € implies that
R, (P1]|@Q1) < R, (P2]|Q2) for all ¢ > 1, the converse does not hold. This is due
to the fact that the dominance relationship between privacy profiles ép, g, (¢)
and 0p,g,(€) depends on how the Rényi divergence curves R, (P[|@1) and
R, (P]|@Q2) behave along the complex line {g € C : Re(q) = ¢} at any c € R
for which the two divergences exist; not along {¢ € R : ¢ > 1} that prior
works [11, 122, 5, 24] focus on.

2. Among all functional notions of DP, exactly tight adaptive composition theorem
is only known for Rényi DP in an explicit form?[69, 20]. And, for the PLD
formalism, only non-adaptive composition theorems are known that are ezactly

tight® [47, 96, 59]. In this thesis, we establish an exactly tight theorem for

2Dong et al. [34] examine tight composition under the f-DP framework by defining an abstract
composition operation, denoted f; ® fo. However, they do not provide an explicit form for this
operator for a general trade-off function f, offering it only for the specific case of the Gaussian
trade-off function G/,.

3Unlike under non-adaptivity, composing two privacy loss random variables Z; and Z, does
not amount to convolving their privacy loss distributions (PLDs) fz, ® fz, when the mechanisms
are adaptive because Z7, Zs become dependent. We note that Gopi et al. [47] seem to incorrectly
assert their Theorem 5.5 to be valid under adaptivity.
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composing any two privacy profiles, dp o, (¢) and dp,j0,(€), leveraging time-
frequency dualities with their Rényi divergence curves. Our composition
method also extends to adaptive scenarios, provided that the conditional
distributions P¢ and QY, given an observation @ from the first distribution pair,
are dominated by a privacy profile for all #, which is a standard assumption

for adaptive composition guarantees.

. We apply our composition theorem for privacy profiles to derive an optimal
composition theorem for (e;, d;)-point guarantees of differential privacy. Our
approach begins by determining the worst-case privacy profile ¢;(e) that any
(€i,0;)-DP mechanism must satisfy. We then use our composition theorem
to derive the combined privacy profile §®(¢). This provides the most precise
composition guarantee possible when given only that a sequence of mechanisms
each satisfies an (¢;, §;)-DP point guarantee. Our bound surpasses the optimal
composition result in Kairouz et al. [56, Theorem 3.3] because, whereas their
result only provides a discrete set of (e, d) values met by the composed curve,
ours forms a continuous curve. This continuity enables us to determine
the tightest e value for any given 6 budget. We also show that our results
align with the bounds generated by numerical accountants such as Google’s

PLDAccountant [36] and Microsoft’s PRVAccountant [47].

. The concept of f-DP introduced by Dong et al. [34] provides a functional
perspective on the indistinguishability between two distributions P and @)
through hypothesis testing. The function f : [0, 1] — [0, 1] represents a bound
on the trade-off T'(P, Q) : [0,1] — [0, 1] between Type-I and Type-II errors
for any test aimed at determining whether a sample 6 originates from P or
(). Unlike other functional notions of differential privacy, f-DP is unique
in being not connected to the rest via a Laplace transform. Instead, Dong
et al. [34] establish that the privacy profile 6(¢) and the trade-off curve f of
a mechanism exhibit a convex-conjugate relationship, also known as Fenchel
duality. However, Dong et al. [34, Proposition 2.12| confirm this functional
equivalence only when f is symmetric. With Poisson subsampling at probability
p, the resulting amplified curve f,(x) = pf(x)+ (1 —p) - becomes asymmetric.

To ensure symmetry, the subsampling result [34, Theorem 4.2] applies a p-
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sampling operator C,(f) & min{ f,, f,'}** that overestimates the f,-curve.

We show that this symmetrization step disrupts the equivalence between f-DP
and privacy profile formalisms (and thereby with other functional notions).
To address this, we propose maintaining the natural asymmetry in f-DP and
avoid the need for this symmetrization step by adopting a convention on the
direction of skew. This completes the equivalences across all functional notions
of DP.

Related work: Our work builds an interpretation of differential privacy by
leveraging several works that appeared before. This includes, but not limited to
the works on various interpretations of privacy by Dong et al. [34], Dwork and
Rothblum [39], Dwork et al. [41], Mironov [69], Bun and Steinke [20], Sommer
et al. [96], Gopi et al. [47], Koskela et al. [59], Zhu et al. [122]. In particular, the
work of Zhu et al. [122] shares the most similarity with ours, as they were the
first to observe that many functional notions of differential privacy appear to be
linked via Laplace or Fourier transforms. However, their work centers on using the
characteristic function of privacy loss (in Equation 5.4) as an intermediate functional
representation connecting various DP notions. In contrast, we examine the nature of
these connections themselves to harness the perspective of Laplace transformations
as an analytical toolkit for differential privacy.

Relevant studies on composition theorems for differential privacy include Dwork
et al. [40], Kairouz et al. [56], Murtagh and Vadhan [71], Bun and Steinke [20],
Mironov [69], along with numerical accounting methods such as those by Gopi et al.

[47], Koskela et al. [59], Doroshenko et al. [36].

5.2 Notations and Preliminaries

For a data universe X', we consider datasets D of size n: D = (xg,...,z,) € X"
and algorithms A : X" —  that return a random output in space 2. We assume
that X includes a sentinel element L, representing an empty entry, to simulate ‘add’
and ‘remove’ adjacency within ‘replace’ adjacency. Two datasets D and D’ in X"
are considered neighboring (denoted by D ~ D’) if they differ by a single record

replacement. Throughout the chapter, we denote the distributions of the output
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random variables A(D) and A(D’) as P and @, respectively, and focus our study on
the indistinguishability behavior of these two distributions. For simplicity, we use
the same symbols P and @) to refer to their probability mass or density functions.

We recall the definitions of hockey-stick and (e, §)-differential privacy.

Definition 1 ((e,d)-Differential Privacy [41]). Let ¢ > 0 and 0 < 6 < 1. A
randomized algorithm A is (g, 0)-differentially private (hereon (e,d)-DP) if for all
D ~ D" and for all S C Y, we have

Pr[A(D) € S| <e°-Pr[A(D') € S] + 0. (5.5)

FEquivalently, A is (¢,0)-DP if the hockey-stick divergence (see Definition 4 below)
between output distributions P and @ satisfies Hes (P]|Q) < 0.

Definition 4 (Hockey-stick divergence [87]). The hockey-stick divergence of P w.r.t.
Q for any v > 0 is defined as

y _ P(o)
1, (P10) s P(5) - 0(9) - £, 1= g g)| - 66)

Following Balle et al. [10], for any two distributions P, @ on the same space, we

will refer to
ef
Opig(e) < Hes (P||Q) (5.7)

as the privacy-profile of P with respect to Q).

Remark 9. Our definition of a privacy profile permits € < 0. This differs from the
original definition by Balle et al. [10], which only considers non-negative €. Although
allowing € < 0 might seem counterintuitive, it is both accurate and efficient because

negative values of € yield the privacy profile with P and () switched:

dgp(e) = sup Q(S5) — e"P(5)
SCy
=1—¢€" 4 €[sup P(S) —e Q5]
S'cy
=1—¢"+ebpjp(—¢). (5.8)
Another popular notion that we recall is the Rényi divergence. We provide the

following extended definition for it.

98



CHAPTER 5. LAPLACE INTERPRETATION OF PRIVACY

Definition 5 (Rényi divergence [80]). For two distributions P,Q over the same
space, we define the Rényi divergence R, (P||Q) of any order ¢ € ROCpg as

R, (P|Q) ¥ 2 —10g B, (PIQ).  where  E,(PIQ) ™ [ P(0YQ(0)"db

(5.9)

and ROCpg is the region consisting of all orders ¢ € C where the integral is

conditionally convergent.

Definition 11 (Rényi Differential privacy [69]). A randomized algorithm A is said
to be (q, p)-Rényi differentially private (hereon (q, p)-Rényi DP) if, for all neighboring
datasets D ~ D" € X", we have R, (P||Q) < p.

Remark 10. [t is known that Rényi divergence converges to Kullback-Leibler di-
vergence as order q tends to one.* Among real orders ¢ € R, privacy researchers
typically restrict themselves to ¢ > 1 without thinking much about values smaller
than 1. Just like privacy profile 0pig(e), Rényi divergence for orders ¢ < 1 yield the

Rényi divergence with P and @) reversed.

(¢—1)-Rq (PQ) =logE, (P(|Q)
— log / =2 (5.10)
=logEy¢ (QIP) = —¢- R (Q[|P).
Yet another notion of differential privacy is the f-DP notion.

Definition 25 (f-Differential Privacy [34]). Let f : [0,1] — [0,1] be a convex,
continuous, non-increasing function such that f(x) < 1 —z for all z € [0,1]. A

randomized algorithm A is f-differentially private (henceforth f-DP) if

Vo € [0,1]: famyamn (@) > f(a), (5.11)

where for any distributions P,@Q on €, the fpjo : [0,1] — [0,1] is the trade-off
function defined as
Vo € [0,1] : fpio(a) g {8y : ayp < a}, (5.12)
$:02—0,1]

where a, & II@ [¢], and By e IQE [@].

“1t follows from the replica trick: E [log X] = lim,_,o = log E[X"], when log X is the privacy
loss rv Z + PLD(P||Q).
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Remark 11. For a hypothesis test ¢ on a sample 6 originating from either P or
Q, we follow the convention that 0 ~ Q represents the positive event, and ¢(0) = 1
denotes a positive prediction. With this convention, oy and 4 represent the false
positive rate (Type I error) and false negative rate (Type II error), respectively. Note
that the left-continuous inverse of the trade-off function f;llQ(ﬁ) gives the trade-off

curve with P and @) reversed.
frio(B) = {infa € [0,1] : fpip(a) < 5}
- ¢:Qi£l>{o,1}{a¢ B < B} (5.13)

= faip(B).

We also recall the privacy quantification of Gaussian mechanism.

Theorem 28 (Privacy of Gaussian Mechanism [41, 7, 69, 34]). If P = N (u,0%1;)
and Q = N (¢, 0%1;) are two multivariate Gaussian distributions on R such that
k= || — 1'l|3/(202), then the privacy loss distribution is PLD(P||Q) = N (k, 2k),
the Rényi divergence is R, (P||Q) = kq for all ¢ > 1 and for alle € R

Spio(e) = @ <_\€/2+_:> — D ( _j;_ﬁ“> = O(e=="/4my, (5.14)

where O(t) = o /P\)f{o ) (G < t] is the standard normal CDF, and

frio(a) = (@71 (1 - a) = V2r). (5.15)

5.3 Laplace Transform of Privacy Loss

Differential privacy bounds the maximum divergence in the output distribution
caused by including or omitting a data-point from the dataset. This principle is
mirrored in the notion of privacy loss which expresses how much an algorithm’s

output reveals about the inclusion of a specific data-point.

Definition 26 (Privacy Loss Distribution [96]). The privacy loss of an observation

0 € Y from an algorithm A, when comparing datasets D ~ D’  is defined as

SWhile the original result by Balle and Wang [7] was stated only for non-negative ¢, the
expression remains identical for € < 0 on invoking Equation 5.8, thanks to the symmetry property
®(—z) =1 — ®(z) of normal distribution.
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def

Lpi(0) =
density functions of A(D) and A(D’), respectively. The privacy loss distribution
PLD(P||Q) is the distribution of Lpg(©) when © ~ P.

log(P(0)/Q(#)), where P and @ are the probability mass or probability

Like other notions of differential privacy, the privacy loss distribution formalism

also enjoys a reversal property.

Remark 12. Similar to other functional privacy notions, the PLD formalism
possesses a reversal property [47, Definition 3.1]. Let fz and fz represent the
generalized density functions® of the random variables Z < PLD(P||Q) and Z' <
PLD(Q||P), respectively. Then for all z € R,

= ¢)do
/9eQ Lpig(6 F(6)

era®@ . Q(6)de (5.16)

/{969 :Lp|g(0)=2}
Q0)d0 = e* - fz(—2).

/{9€9 Lqp(0)=—2}

The PLD(P||Q) describes how outputs arising from D increase an observer’s
confidence that they did not come from D’. Several divergence notions can be
described in terms of PLD(P||@). The following Table 5.1 describes summarizes a
few of them and the following Theorem 29 how (eg,0)-DP and Rényi DP constraints
the PLD(P||@) to have an exponentially decaying tail.

Theorem 29. Let P and Q) be distributions on the same space denoting the output
distribution of some algorithm A on neighbouring datasets D ~ D' respectively.

Additionally, let Z < PLD(P||Q) denote the privacy loss distribution. Then,

%We define density as fx (t)dt = lim, o+ [, e Fx (u)du to handle cases where Fy isn’t differ-
entiable everywhere, such as when PLD is a dlscrete distribution. This density is expressible with

Fx(t) if derivative Fx exists at t

Dirac delta A(t) as fx(t) = , and satisfies
[Fx(tT) — Fx(t7)]A(t) otherwise

=" fx(u)du
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Divergence notion of P w.r.t ) In terms of Z ~ PLD(P|Q)

Total-Variation distance TV (P,Q)=E {max{O, 1—e? }}
Hockey-stick divergence H, (P||Q)=E [maX{O, 1—7- e_Z}}
Rényi divergence Rq (P||Q) = q—% logE [e(qfl)z}
Kullback-Leibler divergence KL (P||Q) =E[Z]

Table 5.1: Some popular divergence notions in terms of the privacy loss distribution.

Proof. Let s=1—¢q < 0and h' > p.

Pr [Z > h]= Pr [6—3Z > e_sh/}
Z«+PLD(P|Q) Z+PLD(P||Q)
< sh’/ E —sZ F Mark i !
= Z+PLD(P||Q) [ ] (From Markov inequality)

= e / T et fz(t)dt

:eMC4<£ﬁg>sf%®d6
=B, (P)Q)

_ oI | (a-DR(P]Q) (s—=1—q)

< e~ @DW—p) (Since R, (P||@Q) < p)

On substituting ' = h + p proves the first part.
For the second part, let h > 0. From Theorem 30 (that we introduce shortly),

we have
Spigle) = L{1 - Fy(t+2)} (1)
_/ U1 — Fy(t 4 e)]dt

> / 1= Fy(h+¢))dt (Since 1 — Fz(-) a decreasing function)
0

h

o [Zzh+d-/e4@
Z+PLD(P||Q) 0
= Pr [Z>h+e-(1—e™).
Z<PLD(P|Q)
Plugging in dp|g(e) < ¢ and rearranging concludes the second part. O
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While being able to express the divergence notions in terms of privacy loss
distribution is great, often they are not directly useful in arguing about their
properties. In the following theorem, we present a more dynamic version of these
relationships by expressing them as a set of Laplace transforms of the privacy loss
distributions PLD(P||Q) and PLD(Q||P).

Theorem 30. For a random wvariable X, let Fx(t) X Pr[X < t| denote its cu-
mulative distribution function and fx(t) denote its generalized probability den-
sity function. Let P and Q be probability distributions and Z ~ PLD(P||Q) and
Z' ~ PLD(Q||P) denote their privacy loss random variables. If Z ~ PLD(P||Q)
and Z' ~ PLD(Q||P), then for all ¢ € R,

opi(e) = L{1 — Fyz(t +¢)} (1) (5.19)
= e L{Fz(-t—e)}(=1) (5.20)
=e - L{fz(-t—e)} (=1) = L{fz(t+2)} (1) (5.21)
= LA{f2(t+)}(0) =€ - L{fz(—1 =)} (0), (5.22)

And, for all g € ROCg{fz} (or equivalently, 1 — q € ROCp{fz}),

VRAPID Z B (P]Q) = B{f2(1)}(1 — q) = B{fz(1)}(a). (5.23)

We provide a proof of Theorem 30 in § C.2. Laplace expressions in Theorem 30
often arise in their explicit integral forms within several proofs in related works on
differential privacy, for instance [24, Lemma 9], [99, Proposition 7], and [7, Theorem
5]. In their integral forms, they frequently undergo manipulations like integration-
by-parts or change-of-variables which can quickly get complicated. Our Theorem 30
offers a way to simplify the complexity of such manipulations as one can express the
concerned terms in their Laplace expressions and invoke its properties from Table C.1,
like Equation C.2 and Equation C.4 for shifting or scaling variable of integration
and Equation C.6 and Equation C.7 for integrating-by-parts. Examples in this thesis
will illustrate that reasoning about privacy this way through its Laplace transform
interpretation could be quite effective.

In the following theorem, we show that the Rényi divergence R, (P||Q) and the
privacy profile dpjg(e) are connected through a Laplace transform as well. We can

show this using only the expressions in Theorem 30.

103



CHAPTER 5. LAPLACE INTERPRETATION OF PRIVACY

Theorem 31 (Rényi DP from privacy profile). Let g > 1. For any two distributions
P and Q,

VI = By (PQ) = (g = 1) - B{ra()} (1-a),  (5:24)
for all orders q such that 1 — q € ROC{dp|p}.

Proof. Let Z ~ PLD(P||Q) and Z' ~ PLD(Q||P). From Equation 5.22,

Opiq(e) = LA{Sz(t+2)}(0) — e - L{fz(—t =€)} (0) (5.25)
= / fZ t + 5 dt — e /io 60 . fZ’<_t — €)dt (526)
= ]_—Fz(é-:) — e 'FZ/<—€>. (527)

We apply the linearity, time-shifting, and reversal properties of two-sided Laplace

transforms to simplify the Laplace transform of privacy profile as follows

B{dro(t)} (1—q) = B{1 = Fz(t) = ¢" - Fx(~1)} (1 - q) (5.28)
FeEt LB {1 — Fp(t)} (1 —q) — Bt Fa(—t)} (1 - q)
(5.29)

Equation C.3

B{1 - Fz()} (1 —q) = B{Fz(-1)} (=q) (5.30)
B{l—Fz(t)} (1 —q) = B{Fz (1)} (q). (5.31)

Equat@n C.5

Next, we apply the derivative property of Laplace transforms to get

Equation C.6 B {fZ(t)} (]‘ - Q)
= 0 1

B{l1—Fz(t)}(1—q) , (5.32)

and

B{Es(0)} (q) P 0 S

Finally, noting from Theorem 30 and Equation 5.9 that B{fz} (1—q) = B{fz} (¢) =
E, (P||Q), we have

(5.33)

e T (5.34)

1] o(a-DR,(PQ)
q(g—1)

B{dra(0} (1) =B, (P1Q) | L

-1 ¢
O
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Region of Convergence of B {51:‘@} (1 —¢q) for P< @ and Q < P at Rényi order ¢ = v + iw

I
2 1% (Im
To —o0 2 To oo
| 7 (Re)
—2 —l 2 3 4
To —o0 To oo
—2
—4
‘ P« Q: Re(q) >1 Q < P: Re(q) < 1 except Re(q) =0  --- Singularity

The privacy profile dp|g, for any pair of distributions P, @), is a continuous
function with bounded range [0,1].” Therefore, by Lerch’s theorem (cf. discussion
on uniqueness in § 2.3.2), any two privacy profiles share the same Rényi divergence
curve if and only if they are identical. In other words, a privacy profile dpjg is
equivalent to its Rényi divergence curve R, (P||@), provided the Laplace transform
B {5P|Q} (1 —q) exists at some ¢q € C, i.e., ROCg{dpi} # 0.

Note that Theorem 31 establishes a connection between Rényi divergence and
privacy profile that applies to all distributions P and (), whether P is absolutely
continuous® (denoted as P < @) with respect to @ or not. The choice of P, Q however
influences the region of convergence ROC{dp|q} where the Rényi divergence can
be defined. One can verify that if P < @), the Laplace transform B {613‘@} (1—9q)
converges for all real ¢ > 1; and if ) < P, it converges for all ¢ < 1, except for ¢ = 0.
At ¢ =0 or ¢ = 1, the transform does not converge as the expression for dp|o(e) has
singularities at these points because numerator E, (P||Q) = [ P1Q'"9df = 1 when
g = 0 or 1 while denominator becomes zero. Since region of convergence is always a
strip in the complex plane C parallel to the imaginary line, the Rényi divergence exists

not just for real orders ¢, but also for imaginary orders: {¢g € C : QRe(q) > 1} when

"We can write 6 p|g(¢) = supg ¥s(e) where 1hg(e) := P(S) —e®-Q(S) is a continuous decreasing
function. Therefore, the supremum of ¢g over all S is also a continuous decreasing function.

8P is absolutely continuous with respect to @ if for all measurable subsets S C Q, P(S) >
0 = Q(S) > 0. We say that distribution pair (P, Q) is absolutely continuous (w.r.t. each other)
if P< @ and Q < P.
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P < Qand{qge C : Re(q) <1andRe(q) # 0} when Q < P. Therefore, as long as
either P < @ or @ < P, the region ROCg{dp|o} is not empty and a characterizing
curve R, (P||Q) exists for the profile dpjg(e). That is to say, Theorem 31 can be
used to derive the exact privacy profile dp|g using the Rényi divergence R, (P||@)
function. We can do this by substituting 1 — ¢ = s in Equation 5.24, rearranging,
and applying the inverse Laplace transform Equation 2.51, to get the following

explicit form:

) - o~ R1-(P|Q) Lo e e~ Ri-s(PlQ) y 5 a5
plole) = {s(s—l)} E)—lm/7 e ——yds,  (5:39)

27 w0 Jy—iw s(s—1)
where v € R can be any real point in ROC{dp|q}-.

Case study. The following example demonstrates an application of the Laplace
transform identity in Equation 31. We first describe the privacy profile of the
randomized response mechanism [56] and then use Equation 5.24 on it to reason

about its Rényi divergence characteristics.

Theorem 32 (Privacy profile of randomized response). Fiz e > 0 and 6 € [0, 1].
Let A5 - {0,1} — {0,1} x {L, T} be the randomized response mechanism, which
has the following output probabilities.

(0, L) with probability o, (0, L) with probability 0,
. g (1=8)ef : Trta, (1=0)
A28 (0) = (0, T)  with probability ~ =1, A (1) = (0, T)  with probability 7 ,E
(1, T) with probability (61;51), (1, T) with probability (1;?16 :
(1, L) with probability 0, (1, L) with probability ¢.

For P = A% (0) and Q = ARy (1), the privacy profiles are

4] ife <t,

VtER @ drr = 0pig(t) =dgip(t) = {1 -2 (1-6) if —e<t<e (5.36)

1—el(1—-6)  ift<—e.

Theorem 32 extends Balle et al. [10, Theorem 2], which provides the privacy
profile for randomized response only in the case where § = 0 and for values ¢ > 0.

From Equation 32, we can see that neither P < @) nor Q < P holds for the output
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distributions of randomized response mechanism when § > 0. As such, the Laplace
transform B {5P|Q} (1 — ¢) must not converge for any ¢ € R. One can check that
when ¢ > 1, the transform has a term [ e(@V*. §dt which blows up to oo, and
when ¢ < 1, the transform has a term [~2 @ V?. (1 —ef(1 — §))dt that blows up to
—o00. Hence, the Rényi divergence of the privacy profile Equation 5.36 cannot be
defined for any order ¢ € R when ¢ > 0.

When 6 = 0, note that both P < @ and Q < P. Therefore, the Laplace
transform dpjg(e) must exist for all ¢ € R\ {0,1}. The following theorem shows the

resulting Rényi divergence curve, derived by computing the Laplace transform.

Theorem 33 (Rényi DP of (¢, 0)-Randomized Response). For anye > 0 and § =0,
the output distributions of randomized response mechanism in Theorem 32 exhibit

the following Rényi divergence for all orders q € C such that Re(q) & {0,1}:

1 e° 1
R, (P =—1 —E qg). 2.37
((PIQ) = o (5o 4 e (537)

Theorem 33 generalizes Mironov [69, Proposition 5], which gives the Rényi
divergence of randomized response only for real orders ¢ > 1. In the following
section, we elaborate on the significance of complex orders in Rényi divergence.
Figure 5.1 visualizes the privacy profile dpq, its Laplace transform B {5 p|Q}7 and the
corresponding Rényi divergence R, (P||Q) of this randomized response mechanism,

and compares it with that of Gaussian mechanism (cf. Theorem 28).

5.3.1 Dominance: Rényi Divergence vs. Privacy Profile

Differential privacy is a study of distributional divergence between output dis-
tributions P and ) not just for a pair of neighboring inputs D, D’ but across all
neighboring inputs. When considering functional notions of DP, comparing indis-
tinguishability characteristics of two output-distribution pairs, say (P, @) and
(Ps, Q2), requires a notion of dominance. Zhu et al. [122] define a dominating pair

of distribution specific to a mechanism A as a pair of distributions P, ) such that

VeeR : gug/ 5A(D)\A(D’)(5> < 5P|Q<5)- (5.38)

9The tightest conversion by Asoodeh et al. [5] lacks a closed-form expression and is challenging
to approximate numerically in a stable way. Therefore, we compare with Canonne et al. [24,
Corollary 13], which yields similar values.
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Gaussian Mechanism: Randomized Response: zCDP Bound [Cannone et al., 2021]
P=M0,1),Q=Me1) P=MER(0),0=Mg(1) 6e) = infg>1 Sz (1-3)°7

20
15

iy
v o

Rq(P[Q)
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o

Figure 5.1: Comparison between the indistinguishability characteristic of Gaussian
mechanism of Theorem 28 (rk = ||u — (/]|?/20? = £2/2) and randomized response
mechanism defined in Theorem 32 (with § = 0). This figure visualizes the singularities

at ¢ = 0 and ¢ = 1 that exists for the Laplace transform B {5 P|Q} (1 — q) disappears
for Rényi divergence R, (P]|@), which is an effect of the replica trick unfolding. This
figure also demonstrates that neither the dominance R, (P1]|@Q1) < R, (P2||Q2) for all
q > 1, nor the dominance B {51:1‘@1} (1—q) <B {5]32‘@2} (1—gq) for all ¢ € R\ {0,1}
is enough to bound dp |, (€) < dp,0.(€) at all e € R. Additionally, the black dotted
line in the rightmost plot shows that even the tightest?conversion on the Rényi curve
considering only real orders ¢ > 1 fails to characterize its own privacy profile.

Following the definition by Zhu et al. [122], we define the following notions of

dominance.

Definition 27 (Dominance for Distribution Pairs). We say that the distribution
pair (P, Q) dominates (P, Q1) in privacy profile (denote as (P, Q1) =5 (P2, Q2))
if

Ve e R : 5P1|Q1 (8) < (SPQ‘Q2(€). (539)
And, we say (P, ()2) dominates (P, Q1) in Rényi divergence (denote as (Pr, Q1) =g

(P, Q2)) if
Vg >1 R, (PIQu) < R, (B]|Qa). (5.40)

The following theorem reveals the surprising fact that, while the Rényi diver-
gence curve and privacy profile curve are equivalent for all absolutely continuous
distribution pairs, this equivalence does not imply an identical dominance ordering

across absolutely continuous distribution pairs.
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Theorem 34. Consider two absolutely continuous distribution pairs (P, Q1) and
(PQ, QQ) Then

(P, Q1) 25 (P, Q2) = (P1, Q1) SR (P2, Q2). (5.41)

Howewver, the opposite direction does not hold:

(P1, Q1) 2R (P2,Q2) = (P1,Q1) =5 (P, Q2). (5.42)

Proof. First part directly follows from Equation 5.23 by noting that

B {6P1|Q1} (1 - Q> - /OO 6_(1_q)t ’ 6P1|Q1 (t)dt (543)

< [ et oo, = B{dne} (1—q)  (5.4)

and that for ¢ > 1, ¢(¢ — 1) > 0.

The proof of the second statement is based on the example by Zhu et al. [122]
comparing the Rényi DP curve and privacy profile of Gaussian mechanism described
in Theorem 28 (denote with (P2, ()2)) with that of randomized response mechanism,
defined in Theorem 32 (denote with (P, Q1)). For any € > 0, we set x = £2/2 in the
Gaussian mechanism where (¢, 0) is the parameter of the randomized response and
compare them in Figure 5.1. From the leftmost plot, we can see that (P, Q1) =g
(P2, Q) holds.'® However, note that in the rightmost plot that their privacy profiles
cross one another. Hence, the dominance (P, Q1) <5 (P, Q2) does not hold. O

Zhu et al. [122] point out that it is troubling that identifying a dominating pair
of distributions in Rényi divergence does not guarantee a corresponding dominance
in privacy profiles. Although the Rényi divergence curve R, (P||Q) is an equivalent
representation of the privacy profile dpjg(e), converting the Ry (P||@) curve into a
tight upper bound for privacy profile will always introduce a gap. This gap can
be substantial, as shown in Figure 5.1, where we compare the (nearly) tight upper
bound (black dotted line) derived for the privacy profile from the Rényi divergence
curve (red line on the left) of the Gaussian mechanism with the actual privacy profile

of this Gaussian mechanism.

1%Dong et al. [34, Proposition B.7 (a)] show that R, (M;’%(O)HM%’I‘;(D) < Ry (V(0,1)[|N (e, 1))
for all ¢ > 1, but the bound actually holds for all ¢ > 0.
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Role of complex orders. While recognizing the fundamental gap between
the tightest achievable bound on the privacy profile derived from a bound on the
Rényi divergence curve and the privacy profile itself, no such tight bound has
yet been established. The best available bounds rely on taking an infimum over
pointwise conversions from Rényi divergence at a single order ¢ > 1 to (e,0)-
DP [24, 20]. However, since pointwise guarantees offer a lossy characterization
of indistinguishability, taking an infimum over privacy profiles implied by these
guarantees is unlikely to achieve tight upper bounds. Notably, from the Inverse
Laplace Transform expression Equation 5.35 for privacy profiles, we observe that the
value of p|p at any € depends on the behavior of the Rényi divergence R, (P||Q)
along the complex line Re(1 — ¢) = v for any v € R\ {0, 1}, and not along the real
line. In fact, the choice of v on R does not matter at all, as long as it lies in the
ROCp{dp|q}. Thus, we believe that establishing a tight functional conversion will
require examining how the Rényi divergence curls as we move the order q along the

complex line v + iw.

5.4 Exactly-Tight Composition Theorems

Unlike functional DP guarantees, point guarantees like (¢, d)-DP or (¢, p)-Rényi
DP are a lossy characterization of the indistinguishability between two distribu-
tions P and (). Despite this, using them for reporting or certifying an algorithm’s
worst-case privacy is generally acceptable as the privacy protection they guarantee,
although conservative, is adequate. The main issue arises when attempting to
compose point DP guarantees, as the quantification loss often compounds drastically,
resulting in a significant overestimation of the actual privacy protection provided by
an algorithm. Consider the k-fold (non-adaptive) composition of a one-dimensional
Gaussian mechanism with L, sensitivity 1 and noise variance o2 = 1. For individual
1D Gaussian distributions P = N(0,1) and @ = N (1, 1), the privacy profile is of the
order dpjp(e) = O(e=*/?) (cf. Theorem 28), indicating that the mechanism satisfies
a point guarantee of (O(y/log(1/6)),d)-DP for any 6 € (0,1]. When we extend this
to k-fold non-adaptive self-composition, the resulting output distribution is a k-
dimensional Gaussian, specifically P®* = N(0, I,) and Q®* = N'(1, I;,). The privacy
profile of this composition is of the asymptotic order ¢ per|ger(c) = O(e=*/7%) | yield-
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ing a point guarantee of (O(4/klog(1/6)),d)-DP. However, if we attempt to compose
the individual (O(\/m ),0)-DP point guarantees for each Gaussian mechanism,
even with the optimal composition theorem for (g, 9)-DP point guarantees from
Kairouz et al. [56], the best achievable guarantee is (O(v/klog(1/6)), (k + 1))-DP.
This result is significantly more pessimistic than the true privacy profile—a factor
of O(y/log(k/¢)) in the e for the same 9.

Functional notions of DP effectively address this problem by capturing the
indistinguishability between any two distributions P and @ accurately [34, 59].
However, Rényi DP (as a function of order ¢) remains the only functional DP notion
with an ezxactly tight composition theorem (i.e., matching even the constants) that

can accommodate adaptively chosen heterogeneous mechanisms.'t

Remark 13. The previous statement requires some justifications. We note that the
PLD formalism for composition is limited to non-adaptive mechanisms [96, 59, 47].
On the other hand for f-DP, there is no general composition formula for arbitrary
trade-off curves fp,o,. Instead, Dong et al. [3/] provides an explicit composition
operator expression applicable only to Gaussian trade-off functions (Corollary 3.3).
Furthermore, Zhu et al. [122]’s characteristic function formalism Equation 5./
appears equivalent to Rényi divergence, as we have learned that the order q in

Equation 5.23 can assume imaginary values.

In the following theorem, we provide an exactly tight composition result that
applies to arbitrary privacy profiles dp o, and dp,|g,. Later we also extend this

theorem to handle adaptivity.

Theorem 35 (Exactly Tight Composition of Privacy Profiles). If P = P, x P;

and Q = Q1 X Q2 are two product distributions on 3 x Qo such that (P, Q1) and
(P2, QQ2) are absolutely continuous at least in one direction, then

6ri0(e) = (Sriar ® (ruie: — drica)) (©) (5.45)

= /_Oo 0p1qi (€ = 7) - (Orsian(7) = iy (7)) dr, (5.46)

where 5p2|Q2 and 5p2|Q2 are the first and second order gradient functions of 0p,)q, -

1 Adaptive means each mechanism’s output may depend on previous outputs; heterogeneous
means the mechanisms need not be identical.
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Proof. Let’s consider the random variables Z ~ PLD(P||Q), Z; ~ PLD(P||@Q1),

and Zy ~ PLD(P||Q2). For a pair (©1,05) ~ P, the privacy loss random variable

Z is given by Lp|(©1, O), which simplifies to:

RICHLICS
@1(01)Q2(02)

This decomposition implies that Z can be expressed as the sum of Z; and Z, i.e.,

1

= LPl\Ql(@l) + LP2|Q2 (@2) (547)

Z = 71 + Z5. Consequently, the probability density of Z, f, is the convolution of
fz, and fz,:
f2t) = [ S0 fnlt=1)dr = (f2,® f2)(0). (5.48)

Invoking Theorem 30, we then obtain the Laplace transform of f at (1 — q):

Equation C.8

B{fz0)}(1—q 7= " B{fa®)}1-q) B{fz®} (1 -aq). (5.49)
From Definition 11, this directly implies that the Rényi divergence of order ¢ for the
pair (P, Q) is the sum of the Rényi divergences for the pairs (P, Q1) and (P, @Q)2) as

Ry (PlIQ) = Ry (P1[|@Q1) + Ry (P2[|Q2) - (5.50)

Now suppose s = 1 — ¢ < 0. Thanks to absolute continuity, we can express the
Rényi divergences in terms of the Laplace transform using Theorem 31 as follows,

cancelling out the common terms:

s(s = 1B {dpio(t)} (5) = s(s = B {0njau (D)} (5) - 5(s = 1)B {rjau ()} (5). (5.51)

Since ¢ = 1 — s cannot be 0 or 1, we can divide by s(s — 1) on both sides:

B{opa(t)} (s) = B{0pq. ()} (5) - s(s = DB{dpyiq. (1)} (5) (5.52)
= B{0p 10, ()} (5) - (s°B{0nau(1)} (5) — 5B {0p10,(1)} (5))
(5.53)
B {ona (0} () - (B{Fre.} () = B{dnie.)} )
(5.54)
T B {bri0, (0} (5) - B{dne,(t) ~ Sria (0} (5)  (5.55)
T B (Gri0) ® (Frigs — Irian)) (D} (9) (5.36)
Hence, from the uniqueness of Laplace transform, we get
Ve €R, Opio(e) = (driar ® (Omiqs — Ories)) (). (5.57)
O
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Theorem 35 provides an exactly tight composition theorem—mnot only because
the terms in Equation 5.45 are equal, but also because the privacy profiles dp,|qg,
and dp,|, precisely capture the indistinguishability of their respective distributions.
This theorem mirrors the composition property of Rényi divergence but works in the
time domain ¢ instead of the frequency domain ¢. It assumes absolute continuity in
at least one direction (P; < Q; or ; < P;) for both i = 1 and 2.

Interestingly however, our result in Equation 5.45 appears to hold even when
absolute continuity fails in either direction. We will see an example of this in
the next section where we apply Equation 5.45 to compose the privacy profile
of randomized mechanisms 055" ® 62 and get a tight expression for &;,d, > 0
without running into a singularity. This happens because even when the Laplace
transform is undefined everywhere, the frequency-domain manipulations performed
on it still correspond to valid manipulation steps in the time domain. Since our main
interest lies in the time domain function—the composed privacy profile—taking
advantage of this flexibility proves beneficial. To emphasize the significance of this,
Theorem 35 allows us to tightly derive composed privacy profiles with the same
exact-tightness as Rényi DP even for mechanisms that do not satisfy Rényi-DP for
any order ¢ € R\ {0, 1}, opening exciting possibilities beyond the limitations of
Rényi DP.

Remark 14. Formally proving why dropping the absolute continuity assumption
in Theorem 35 does not compromise the validity of Equation 5.45 appears to be
a challenging yet intriguing problem. QOur efforts to resolve this suggests that a

mathematical understanding of the number 0° is necessary.

Adaptive Composition. For two mechanisms A; and A, if mechanism A,
sees the output from A;, then the output distribution of A; and A, are no longer
independent. Theorem 35 can still be applied as long as their exists a distribution
pair P», Qo that dominates the privacy profile of output distribution pairs Ay (D, 0)
and Ay (D', 0) across all 6 for a given dataset pair D ~ D', which is a reasonable

assumption for adaptively compositing functional guarantees for DP.'? This is

12 Adaptive composition for point DP guarantees requires that for fixed D ~ D', conditioned on
any observation from A, the point DP guarantee holds for A5. Adaptively composing DP curves
needs a stronger assumption that conditioned on any output of Aj, the privacy profile of As lies
below a worst-case DP curve.
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possible due to the following result.

Lemma 24 (Zhu et al. [122, Theorem 27]). Let P(x,y) = Pi(x) - Py(y) and
Q(z,y) = Q1(x) - Q5(y) be two joint distributions on 1 x Qy. Then for any
distributions Py and Qy on y such that dpsis(e) < dpyq,(e) for all e € R and
x € Oy, we have dp|g(e) < 0p, xpy|Q1xQs (€)-

Our main composition result in the following theorem follows from apply-

ing Lemma 24 to Theorem 35.

Theorem 4. If algorithms A, : X™ — Yy and Ay : Y1 x X™ — Yy are such that
their exists distribution pairs (P, Q1) on Yy and (P, Q2) on Yo such that for all
neighboring datasets D ~ D',

Ve €R 1 du(myja(0)(€) < 0pyQi(8), (5.58)

and

Ve € R, VX e : 5A2(X,D)|A2(X7D’)(5) < 5P2|Q2(5>, (559)

then the composed mechanism defined as A(D) f (X,Y) where X ~ Ay (D) and

Y ~ As(X, D) satisfies (¢,0(¢))-DP for all ¢ € R with

6(5) < (5P1|Q1 ® (5P2|Q2 - 5P2|Q2>) (5) (560)

where Spy,(e) and dp,0,(g) are the first and second order gradients of dpy|q, (<)

respectively.

Proof. For any neighbouring datasets D ~ D', if we denote the distributions of
A(D) and A(D’) as P and @ respectively, we have from Lemma 24 and Theorem 35
that for all € € R,

5P|Q(€> < 5P1><P2|Q1><Q2 (5) = (5P1|Q1 ® (5P2|Q2 - 5P2|Q2)) (6) (561)

]

5.4.1 Tight Composition for (¢,6)-DP

In this section, we use Theorem 35 to prove an exactly-tight composition theorem

for adaptive composition of a sequence of (g;, 0;)-DP mechanisms. We begin with
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a variant of Kairouz et al. [56]’s result that the privacy profile dpjg(e) under an
(¢,6)-DP point guarantee is dominated by the privacy profile of randomized response

mechanism.

Theorem 36 (Dominating Privacy Profile under (e,d)-DP [56]). Fiz e > 0 and
d € [0,1]. Suppose distributions P and Q over ) satisfy (e, d)-differential privacy.
Then,

Ve € R : dpgle) < brrle) and dgp(e) < drr(e), (5.62)

where dgr(t) is the privacy profile of the randomized response mechanism AE‘;R.

Kairouz et al. [56] do not express their notion of dominance in the same way
as we do in Definition 27—they say distribution pair (P;, ();) dominates (Ps, Q) if

their trade-off curves satisfy

Va € [O’ 1] : fP1|Q1 (O&) > fP2|Q2(a)' (563)

Nonetheless, our notion of dominance and their notion is equivalent, which was
established by [34] by showing that the privacy profile ép,o, and the corresponding
trade-off curve fp, o, are primal and dual with respect to Frenchel duality. We also
provide a direct proof of Theorem 36 in the Appendix C.3.

As a side note, observe that combining Theorem 36 with Theorem 33 gives a
tight Rényi DP guarantee for a pure e-DP mechanism, which has recently attracted
interest [79].
e(l1—q)e el€

e+ 1 + ee+1/)°
(5.64)

Following the objective of this section, we use our Theorem 35 on the above worst-

1
dpjo(e) =dgip(e) =0 = Vg >1 : R (P||Q) < ) log<

case privacy profile under (g,§)-DP point guarantees, resulting in an exactly-tight

composition guarantee as stated below.

Theorem 37 (Tight Composition for (g,6)-DP). For any ¢; > 0, §; € [0,1] for

i€{l, -+ k}, the k-fold composition of (e;,0;)-differentially private mechanisms
satisfies (g,0%%(¢))-DP for all e, defined recursively as
1—9
VteR : 6% (t) =6 + (esl n ’1) [eal N () A L (e el)} : (5.65)

with 6%°(t) = [1 — €',
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------- Basic --%-- Google's PLD Accountant (Numerical)
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Figure 5.2: Comparison of (g,9)-DP bounds from various composition theorems for
k-fold composition of a (0.1,107%)-DP point guarantee, with the budget constraint
§ < 1075, The spikes in the right plot, showing exact § < 107% values from Kairouz
et al. [56, Theorem 3.3|, occur because, out of a set of |k/2] DP point guarantees
by their result, we select the smallest e corresponding to the largest 6 < 107% in the
set, which fluctuates as k increases.

Theorem 37 introduces a convenient recursive method for computing compositions
of heterogeneous DP guarantees. While this bound matches each of the |k] discrete
(€,0)-DP values given by the optimal composition theorem from Kairouz et al. [56,
Theorem 3.3], our result offers a continuous curve over all ¢ € R. Consequently,
for a given budget on 4, our bound provides a tighter limit on ¢ than that of [56],
as shown in Figure 5.2. Furthermore, the recursion reduces to the following exact

expression when composing homogeneous DP guarantees.

Corollary 5. For any e > 0, 6 € [0,1], the k-fold composition of (¢,§)-DP mecha-

nisms satisfies (,0%%(¢))-DP for all e, where

VteR:5®k(t):1—(1—5)’f(1— E

Y<—Binomial(k

| {1 _ ets-(ZYk)]+) . (5.66)

Figure 5.2 illustrates the enhanced privacy quantification achieved by our bound

for k-fold composition of (g,§)-DP guarantees. We also compare our results with

Google’s PLDAccountant [36] and Microsoft’s PRVAccountant [47], which utilize
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Comparision of k-fold composition of (0.1, 10719)-DP mechanism
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Figure 5.3: Comparison of (g,d)-DP bounds between numerical accountants and
our Corollary 5 for 100-fold composition of a (0.1,107°)-DP point guarantee, with
the budget constraint 6 < 1078. Note that at k = 100, the constraint on § cannot
be satisfied and so the corresponding € = oo at that value. We note that at smaller
values of k, numerical accountants can sometimes over exceed the budget constraints
on ¢. Additionally, the gap for € between our exact bound and those approximated
by numerical accountant tend to be of the order ~ 10~7 for Google’s PLDAccountant
and ~ 1073 for Microsoft’s PRVAccountant.

the Discrete Fast Fourier Transform. This comparison shows that our analytical
approach closely matches the values approximated by these numerical methods.
Additionally, through Figure 5.3, we show that these numerical methods can be

unstable at edge case values and yield non-negligible gaps in their approximation.

5.5 Asymmetry and DP Notion Equivalences

An important characteristic of functional notions of DP is that they can be
asymmetric, in the sense that switching P <+ ) may yield a different curve dgp
than the original dp|g. In context of a mechanism A, such an asymmetry between
its output distribution P = A(D) and @ = A(D’) means that a sample © ~ P
might reveal more (or less) information that it came from D than a sample ©' ~ @
reveals about coming from D’. Since D and D’ are neighboring datasets differing by
the presence or absence of a single record, this asymmetry in indistinguishability
means that an attacker might have an easier time trying to detect the presence of a
record from the output of M than to detect its absence. In other words, optimal

hypothesis tests would experience a skew in the trade-off between their false positive
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and false negative rates.

Such skewness often arises due to subsampling, which is a heavily used technique
to boost an algorithm’s intrinsic privacy properties [10, 12, 1, 114, 8]. For instance,
Poisson subsampling in the context of the add or remowve relationship between
neighboring datasets, which is commonly used in DP-SGD [1] algorithm, skews the

privacy profile of a base mechanism, as illustrated in the following example.

Effect of Poisson Subsampling on dpo. Without loss of generality, assume
datasets D ~ D' are such that the record at index 7 is present in D but empty in D',
i.e., D[i] # D'[i] = L. If we randomly filter the records using an iid selection mask
U ~ Bernoulli(A\)®", the subsampled datasets Dy and Dj; are defined as follows for
all i € [n]:

Dyl det Di] ifU; =1 and D fi det D) ifU; =1 | (5.67)

L otherwise L otherwise

The distributions P and @ of the outputs A(Dy) and A(Dy,) for any algorithm A
will be identical with probability 1 — A, which amplifies privacy considerably. More
precisely, let Py and Qi be the distributions of A(Dy) and A(D};) conditioned
on ¢ € U, and Poyr and Qout be the distributions conditioned on ¢ ¢ U. For any

event S C €2, we have:

=(1—=X)-Qour(S) + - Pn(S5) (5.68)
=(1—=X)-Qu(S)+ X Pn(9). (5.69)

Equation Equation 5.68 holds because if i ¢ U, then Dy = Dj;, and equation Equa-
tion 5.69 holds because the ith record in D’ is empty, so conditioning on ¢ € U or
1 ¢ U does not affect the output distribution, i.e., Qv = Qour = @. Using this
fact, we the following theorem shows the ezxact effect Poisson subsampling has on

the privacy profile.

Theorem 38 (Poisson subsampling on add/remove neighbours). Let 0 < A < 1.
For any distributions P, ), Pin and Qn such that P = APy + (1 — \)Qn and
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Q = QIN7

Srro(c) = Apyjon (log(1 4+ (e = 1)/X)) if e > log(1l — N), (5.70)

1—ef otherwise.

This privacy amplification result was first provided by Li et al. [64], and since
has appeared in several works [10, 8, 1, 99]. But unlike other works, we present this
amplification effect as a single curve that exactly captures the impact of subsampling
on both directions. This effect is visualized in the top-left plot in Figure 5.4 (solid
orange curve vs. dashed orange curve).

Imprecise Handling of Asymmetry. We observe that several works on pri-
vacy handle asymmetric notions of DP in a somewhat imprecise manner, which can
introduce significant slack in the analysis or numerical bounds. For example, Dong
et al. [34, Theorem 4.2] uses the biconjugation operation min{ fpiq, fop}** to quan-
tify amplification for Poisson subsampling on the trade-off curve fp|o (corresponding
to the subsampled profile dp|g in Theorem 38), leading to an overestimation of the
actual trade-off curve fpjg (see the bottom-right plot in Figure 5.4 for a comparison
of the overestimated trade-off after symmetrization in the red line versus the actual
trade-off fp|o in the orange dashed line). Similarly, Dong et al. [34, Proposition 30]
defines a dominating profile under subsampling by taking the max of dp|g and dg|p
(see the top-left plot in Figure 5.4 to compare the overestimated privacy profile in
red with the actual profiles).

The reasoning behind these operations is that a DP guarantee function should
hold in both directions, requiring consideration of the worst-case aspects from
each direction. However, these symmetrization steps can introduce small gaps that
may compound significantly when several privacy profiles are composed. Moreover,
these operations disrupt the equivalence across different privacy notions, as after
symmetrization, converting to another notion, such as the privacy profile, no longer
aligns with the actual privacy profile.

Proposed Solution. We note that all these functional notions of privacy
possess a reversal property (see Remarks 9, 10, 11, and 12), which allows us to
bypass the need for symmetrization operations. The key idea is to retain the
chosen characterizing function in only one direction, without attempting to control

its asymmetry. Additionally, while composing functional notions, we refrain from
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Privacy Loss Distribution (PLD)
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Figure 5.4: Visualization of the four functional notions of DP, namely privacy
profile 0p|g(€) as a function of ¢, the generalized density function of privacy loss

distribution PLD(P||@), the Rényi divergence R, (P||Q) as a function of order ¢,
and the trade-off function fpo(a) for hypothesis testing between P and Q. We also

provide the reversal theorems for each of the plots.

changing the notion of adjacency (or its direction). Doing this enables lossless
composition operations, thanks to Theorem 35 or Rényi DP composition [69],
without running the risk of accidentally underestimating the privacy. When a
pointwise DP guarantee is required, we can leverage the reversal properties to query
the curve at a specific budget constraint in both directions, providing the max of
the two, which results in an exactly-tight pointwise DP guarantee. Additionally, we
also avoid the overhead of maintaining the functional representation, such as the

PLD, in both directions as currently done in Google’s PLDAccountant.
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5.6 Discussions and Future Directions

This chapter presents a new interpretation of differential privacy by framing
well-known notions—such as the privacy-profile curve and Rényi divergence—in
terms of Laplace transforms of the privacy loss distribution. This perspective unites
various functional representations of DP, offering a powerful analytical toolkit for
understanding and manipulating privacy guarantees. By expressing key DP notions
as Laplace transforms, we provide exact conections between them and derive tight
composition theorems. The resulting framework not only broadens our theoretical
understanding of DP but also paves the way for more nuanced applications and

improvements in privacy accounting.

Future work. There are several promising directions where our Laplace transform
interpretation could be applied. First, deriving a closed-form, tight subsampling
guarantee for Rényi DP remains an unresolved issue [115, 99]. Similarly, obtaining
a tight conversion from Concentrated Differential Privacy [20, 39] to (e,d)-DP is
an ongoing challenge that our framework may help address. Moreover, using the
recursive integral expression for privacy profiles in Theorem 35 together with the
subsampled Gaussian profile from Theorem 38 could potentially yield an exact,
closed-form composition result for Noisy-SGD. Such a result could eliminate the
need for numerical accountants like Google’s PLDAccountant [36] or Microsoft’s

PRVAccountant [47].
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Chapter 6

Conclusion

This thesis studies the learning and unlearning dynamics of Noisy Gradient
Descent algorithm from an information-theoretic lens. The notion of information we
study is differential privacy—the effect a single data-point can impart on a trained
model when the point is included in the dataset. We provide results that capture
the dynamics of differential privacy for Noisy-GD that describes the behavior of
information flow from the training dataset into the machine learning model when
trained with Noisy-GD. Our study refines the bounds on (g, d)-differential privacy
guarantees for Noisy-GD, tightening the bound on € under strong convexity and
smoothness from O(v/K) dependence on number of iteration to only O(1). We
also show that this refined bound implies for strongly-convex and smooth losses,
Noisy-GD achieves optimal privacy-utility trade-off achievable under an (g,0)-DP
constraint, requiring only O(nlogn) gradient computations, where n is the training
dataset size. In contrast, other works in literature either do not achieve optimal
privacy-utility trade-off [112] or requires £2(n?) gradient computations [12, 13].

This thesis also demonstrates that Noisy-GD can facilitate machine unlearning.
By analyzing Noisy-GD’s privacy dynamics, we find that simply fine-tuning a pre-
trained model on a dataset from which the chosen records have been removed
can selectively erase information pertaining to those records. Computationally,
unlearning this way using Noisy-GD under strongly convex and smooth losses is very
effective, requiring only O(n) gradient computations (i.e., O(1) number of passes
over the dataset) while maintaining (¢,0)-DP guarantee for remaining records as
well as optimal utility attainable under this DP constraint.

Additionally, we show that unlearning algorithms must provide (g, d)-DP guaran-

tees in addition to their (,,d)-unlearning guarantees to ensure reliable data deletion
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in realistic settings where deletion requests can depend on the model’s current state.
Without a DP guarantee, the released model may retain unbounded information
from the original training set. Consequently, even as users add or modify data after
the model is published, previously deleted information can be reintroduced into the
dataset and future models, undermining the intended unlearning process. We further
demonstrate that (e,, d)-unlearning algorithms that also achieve (g, §)-DP guarantees
provide (g, + €, 2d)-unlearning guarantees under adaptive deletion requests—an
elegant way to extend non-adaptive unlearning guarantees to adaptive ones.

In the last chapter, this thesis presents a novel interpretation of differential privacy
by leveraging time-frequency dualities across various functional representations,
including privacy profiles, Rényi divergence, and privacy loss distributions. By
framing these within the context of Laplace transforms, we develop a versatile
analytical toolkit for DP, enhancing both theoretical understanding and practical
composition methods. Our approach addresses limitations in existing adaptive
composition bounds, provides continuous guarantees for composed privacy profiles,
and bridges gaps between different DP frameworks without needing approximations or
symmetrizations. Together, these results push forward the capabilities of differential
privacy research, setting a foundation for more nuanced and robust privacy-preserving

algorithms.
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Appendix A

Supplement for Chapter 3

A.1 Deferred Proofs for § 3.2.1

Lemma 7. For coupled tracing diffusion processes Equation 3.4 in time nk <t <
n(k + 1), the equivalent Fokker-Planck equations are

O Py(0) =V - (P(0)V4(0)) + o2 AP,(0),

0iQ:(0) =V - (Q:(0)Vi(0)) + 0*AQ(0),
where Vy(0) = B [U(©,4)|0, =0] and V;(0) = E [-U(©],)0] =0

/
Onk~Ppr e Ok~ @kt

are time-dependent maps, and U(0) = 2(VLp(0) — VL (0)).

)

(A.1)

Proof. We only prove 0;P;(0) = V - (P,(0)V(0)) + 0?AP,(6). The proof for the
other Fokker-Planck equation is similar. Recall that conditionals of joint distribution
Py is

Pt (Or, 0) = o (0r) Py (0]6x) = Pi(0) Py (0k]6). (A.2)
By marginalizing away 6, in Equation A.2, and taking partial derivative w.r.t. t on

both sides, we obtain the following:
0,P,(0) = /R 0Py (6161) Py (6:) 6y

=/, (V+ (Pyra(0k, 0)U(01)) + 0* AP (64,0)) Ay (By Equation 3.5)

_v. <Pt(0) /R d Pnk|t(9k|9)U(0k)d0k) + ®APR(0)

V- (Pt(e) E [UO)6;= 0]) + o2 AP(0)

enkwpnk\t

V- (P(0) - Vi(0)) + a*AP(0).
(where V,(0) = E  [U(6,,)|0: =0])

enkNPnk\t
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]

A.2 Deferred Proofs for § 3.2.2

Lemma 25 (Leibniz integral rule). Suppose f; : RY — R is Lebesque-integrable for

each t > 0. If for almost all § € R?, the derivative % exists and there exists an
integrable function g : R — R such that ’%(9)’ < g(0) for allt > 0 and almost

every 0 € R?, then

(‘;t/Rd £,(0)d0 = /R %];t(e)de, for allt > 0. (A.3)

Lemma 8 (Rate of Rényi privacy loss). Let V; and V) be two vector fields on R?
corresponding to a pair of arbitrarily chosen neighboring datasets D and D’ with
max 1V(0) — Vi(0)|l, < S, for allt > 0. Then, for corresponding coupled diffusions
{P,}i>0 and {Q;}i>0 under vector fields Vy and V), and noise variance o*, the Rényi

privacy loss rate at any t > 0 is upper bounded by

1452 , 1, (P)Q)
a2 1TV B0y (A-4)

where v > 0 is a tuning parameter that we can fix arbitrarily according to our need.

OiRq (B]|Qr) <

Proof. For brevity, let the functions R(q,t) = R, (P||Q:), E(q,t) = E, (P||Q:), and

I(q,t) =1, (P]|@Q¢). Under the stated assumptions % is bounded as follows.

OE(gl) & [ P
ot Ot Jrd th_l

(A.5)

By Leibniz integral rule (Lemma 25), we exchange order of derivative and integration
in Equation A.5. The necessary conditions are satisfied because of the following

properties about P, and Q:
1. P, is absolutely continuous with respect to Q).

2. The distributions of coupled tracing diffusions { P, },r<i<n(e+1) and { Q¢ bnp<i<ne+1)

have full support and smooth densities due to convolution with Gaussian noise.

3. The evolutions of probability densities P, and (); with regard to time ¢ satisfy
the Fokker-Planck equations Equation 3.5.
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Therefore, we obtain:

9E(q,t) oP; (P, ot 0Q, [ P\*
- ot \o, (-1 [ —— |+ By L 9
ot Q/Rd B (Qt) dd —(¢—1) 2 ot \Q dé (By Lemma 25)

= q [, (*AP+V - (V) (gt)q_lde

— (¢ — 1)/ (0 AQ;+ V- (QtV' <gt> (From Equation 3.6)

t

=% <Pt> APdI —o?(g—1) ( t) AQ,dd
Re \ (Qy Rd

def
ey 2

tal, (gt)q_ V- ((PVy))dd —(q—l)/Rd (C];tt)qv((QtV;))d@

def
=

We simplify F} as following:

F1:<72(q—1)/Rd<V<gt> VQt>d0—aq/< (Qt>q1,VPt>d«9

(From Equation 2.24)
P\"?/_P P VP,
=o%glg—1) [ () <Vt 52VQ - > Qudf

Q: Qr Q7 Q:
e 2
——aa- g |(5) |75 ] ) (Vg =S Va)
L\t tll2
- -
= —o?q(q — 1)1@; \Y (Si)
L 2]
= —0o’q(q — 1)I(g,1) (From Equation 2.10)
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We upper bound F; as following:

P\ P\?
Fr=—q/, <v <Qt> ,PtVt> a0 +(q-1) [ <v <Qt> ,QtVt> do

(From Equation 2.23)
P\ /P P,
=q(q—1) /Rd (Qt) <th’ 0, (Vi Vt)> @Q:do

B\
< —1)0? / il
<7alg—1)o" | (@:)
(From Equation 2.25 with b = 2yo?)

—1)82 P\ (P’
L ala—DS? /R< ) ><<> Quio (- max [ V,(6) = Vi(0)]l, < 5.)

2

Q.do
2

by
V—
Q:

4~o? Q Q1
. 2
=~o°q(q — 1)I(q,t) + iME(q,t)

402

(From Equation 2.2 & Equation 2.10)

Therefore, we get the following bound on the rate of Renyi divergence:

OR(q;1) 1 1 IE(q,t)
= X X
ot q—1 Elq,t) ot
o I(g,t) | 14¢S;

B(g.t) 7 40?

Discussions about the terms in Lemma 8. Lemma 8 bounds the rate of

privacy loss with various terms. Generally speaking, the term Zi’; bounds the

worst-case privacy loss growth due to noisy gradient update when S, = Sy, while the

Ly(P:]|Q¢)
Eq(Pt]|Qt)

loss accumulates during the process. We offer more explanations as the following.

term amplifies our bound for the rate of privacy loss, as the Rényi privacy

1. jﬁﬁ: This is the first term in the right hand side of Equation 3.7. It quantifies
the worst-case privacy loss due of one noisy gradient update in Noisy-GD Al-
gorithm 2. The constant Sy is the sensitivity of loss gradient £(6;x) over two
data-points x,x’ € X. The larger S, is, the further apart the parameters 6
and @' after the gradient descent updates on two neighboring dataset D ~ D’
could be, where 6 = 0y — nVLp(0y) and 0" = 0y — nVLp/(0). The term o2 is

the variance of Gaussian noise. Because additive noise shrink the expected
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trajectory difference between 6 and 6" in Noisy-GD updates, the larger o2 is,
the more indistinguishable the distributions of sum of #, 6" and Gaussian noise
will be, therefore the smaller the privacy loss (Rényi divergence between end

distributions) will be.

Lo (Pe[|Q¢)
T Eq(PIQr)

which originates from the partial derivative of P, (); with regard to time t.

: This term is the second term in the right-hand side of Equation 3.7,

To obtain the expression I,/E,, we are using the Fokker-Planck equation
to substitute the terms related to 0,P;, 0;(); with terms determined by the
gradient and Laplacian of P;, Q); over 6.

The term I, (P]|Q;) is the Rényi information defined in Definition 10, which
’Vlog £:(9) H (Pt(e)) The term E, (P;]|Q:) is the moment of

Zz'kelihood mtzo defined in Definition 5, which equals E {( £(6) )q} . These two
O~Q1 Q (6)

equals {

terms differ by a multiplicative ratio vatt((g

2
))H2 for their quantities inside ex-
pectation. This ratio characterizes the variation of log likelihood ratio function
across ©, where O is taken from distribution ();. This is intuitive in the one

— log Pt((92)) —log Pt((ol)) Meanwhile,

dimensional case, because f V log £ o (9)

since P,(0),Q.(0) are continuous and [ P,(0)df = [Qy(#)d0 = 1, by mean

Py(9)
Q+(9)
is zero. Therefore, the variation of log likelihood ratio across 6 implicitly

value theorem, there exists § € R? such that the log likelihood ratio log

increases the largest log likelihood ratio maxycga [log( (9)) log(P t(e)))} =

maxXgcpd [log( Qt(((;)))} across 6, which reflects the Riyi privacy loss R,,.

As a result, intuitively, under some conditions, the larger the Rényi privacy

loss R, is, the larger the variation of log likelihood ratio across 6 will be, and

therefore the larger the term éi((};’tt'lll%t)) will be. Therefore, when the Rényi
privacy loss R, is large, the bound for the rate of privacy loss in Equation 3.7

in Lemma 8 will also be smaller (under (1 — ) > 0).

. 7y is a tuning constant to balance the privacy growth rate estimated using the

above two terms, thus helping us tune the privacy loss accumulation.
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A.3 Naive DP guarantees for Noisy-GD

In this section, we derive naive Rényi differential privacy bounds for Noisy-

GD (Algorithm 2) algorithm and compare it to the (g,)-DP bound by Abadi et al.
[1].

Theorem 39 (Rényi DP guarantee for Noisy-GD Algorithm 2). If ¢(0;x) has
asy
157

gradient sensitivity Sy, then Noisy-GD satisfies (q, p)-Rényi DP with p = 5 . nk.

Proof. The Lo sensitivity of gradient VLp(0) = %er p VI(0;x) computed in step
2 of Algorithm 2 for neighboring databases in X™ that differ in a single record is %
since /(0;x) has a gradient sensitivity of 5.

Conditioned on observing the intermediate model O, = 8 at step k, the next
model O, 1) after the noisy gradient update is a Gaussian mechanism with noise
variance 262 /nn?. So, for neighboring databases D, D’ € X™, we have from the
Rényi DP bound of Gaussian mechanisms proposed by Mironov [69, Proposition 7]
that

g5}
O h+1) |®;,k:0k) < Fj’ (A.6)

Ry (Ontks1) lo,0=6

where (O, )o<k<r and (©; )o<k<x are intermediate parameters in Algorithm 2 when
run on databases D and D’ respectively. Finally, from Rényi composition Mironov

(69, Proposition 1], we have

Ry (Onic[€)) < Ry (00,04, ,0,0)[|(64, 00+, ©01))
K-1
< kZ: Rq (@n(k-i-l) |®,7k:0k @;7(%1) ’@’nf@k)
=0

]

Remark 15. Different papers discussing Noisy-GD variants adopt different nota-
tional conventions for the total noise added to the gradients. The noise in our Al-
gorithm 2 is N (O, %ICO ; but is N'(0,62S21,) in the full-batch setting of DP-SGD
by Abadi et al. [1]. To translate the bound in Theorem 39, one can simply rescale 6>

across different conventions to have the same noise variance.
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Our Theorem 39 is somewhat identical to Abadi et al. [1]’s (¢,d)-DP bound. To
verify this, note from Rényi divergence to (g, §)-indistinguishability conversion The-

orem 5 that (14 2log %, 5)-Rényi DP implies (¢,4)-DP. So, setting the bound

in Theorem 39 to be smaller than § and substituting ¢ = 1 + %log %, we get

21oc L 2 So/K (£ + log +
€285 Sf K< S e G g5)§6 2 (A7)
€ 462 2 € n

The r.h.s. term is the effective noise multiplier used in full-batch DP-SGD of Abadi

et al. [1]. Fore <2 log% we get the same noise bound as in Abadi et al. [1, Theorem

1].

A.4 Deferred Proofs for § 3.2.4

Theorem 15 (Rényi-DP for Noisy-GD under LSI(c)). Let {P;}i>0 and {Q}}i>0 be
the tracing diffusion for Noisy-GD on neighboring datasets D ~ D' € X™, under
noise variance 6% and loss function €(0;x). Let £(0;x) be a loss function on Y = R,
with a finite gradient sensitivity S,. If for any neighboring datasets D and D',
the corresponding coupled tracing diffusions P, and Q; satisfy LSI(c) throughout
0 <t <nkK, then for all ¢ > 1, Noisy-GD satisfies (q,p) Rényi Differential Privacy

for
qS7

"~ 2062
Proof. Recall that the Rényi-DP evolution Equation 3.13 holds for the tracing
diffusion for Noisy-GD in the time duration nk <t < n(k + 1), which is restated as

(1 —e ), (A.8)

follows.
i R(q,t) + 2c(1 —7) (q + (g — 1)3qR(q,t)> < Nyl
We fix the constant v = 1/2 to get the following simplification:
R(g,t) 957
—_— -1 < .
o)+ (M0 1 g - o) < 0

2
For brevity, suppose constant A, = 2‘% We define u(q,t) = R@) Then

R(q,t)

O R(q,t) + ¢ (

= Jyu(q,t) + cu(q,t) + c(g — 1)0yu(g, t) < A,.
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For any arbitrary constant ¢ > 1, define a curve (g(s),t(s)) that follows ¢(s) =
(G—1)exp(c(s —nK))+1 and t(s) = s. Note that d‘é—(ss) = ¢(q(s) — 1) and dg—(j) =1
Therefore, for any nk < s < n(k + 1), the differential inequality followed along the
path u(s) = u(g(s), £(5)) is

du(s) d
< . [ < CS'
P +cu(s) <Ay = ds(e u(s)) < Age

Additionally, the discontinuities at times t = nk for integral k£ does not increase the
Rényi divergence. This is due to the post-processing property of Rényi divergence
because of which R, (T#pnk T #an> < Ry (Pyi||@nk) for any step k. Therefore, we
can directly integrate in the duration 0 <t < nk to get

K
[eu(s))I* < /n Age®ds
0
A
— e"u(nK) —u(0) < =2 (eC"K - 1)
c

) —
R I R}

(Since u(0) = £(q(0),0)/q(0) = 0.)

Noting that ¢(0) > 1, on reverting the substitution, we get

57 oK
Ry (P Quie) < 0505 (1= 7).

Isoperimetric constants for Noisy-GD. To prove that LSI holds for the tracing
diffusion for noisy GD, we first note that the diffusion process Equation 3.3 can be
written as composition of Lipschitz mapping and Gaussian noise for any nk < t <
n(k+1). Then, we rely on Lemma 2 and Lemma 1 introduced in Chapter 2 that show
Lipschitz transformation and Gaussian perturbation of a probability distribution

preserve its LSI property.

Lemma 10 (LSI for Noisy-GD). If loss function £(0;x) is A-strongly convex and
B-smooth over Re, the step-size is n < %, and for any initla 6y € R?, the coupled
tracing diffusion processes { Pi}1>o and {Q+}i>0 for Noisy-GD on any neighboring
datasets D and D' satisfy LSI(c) for any t > 0 with ¢ = %
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Proof. We only prove LSI(c) for the tracing diffusion process {P;};>¢ on dataset D.
The proof for {Q;}:>o is similar.
For any D € X", and any 0 < s < n, recall that the update step in tracing

diffusion Equation 3.3 equals the following random mapping:
@T)kJrS = Ts(@nk> + V 2SU2N (0, [d> s (Ag)

where the mapping T(6)

0—n-3(VLp(0)+VLp(0)—s3 (VL) — VL (H)).
We first show that T(0) is (1 — 77)\) Lipschitz. For any w,v € R we have

77+s

Ty(w) — To(v) = w —v — = 2 [VLp(w) - VﬁD(v)] PN L (w) ~ VL (v)]
n + S ,CD/(Z,)] (w . U)
(for some z, 2’ € R? by the mid-value theorems)

- (1 —_ {” ‘g 2L (2) + T’Q_SVZED/(z’ﬂ )(w — )

V2Lp(2) +

:w_v_[

By A-strong convexity and 3-smoothness of loss function £(; x) on R, we know that
V2Lp(z) and V2Lp(2') both have eigenvalues in the range [\, 3]. Since s <n < %,
all eigenvalues of I — [’%SVQLD(Z) + ”;SVQED/(Z’)} is in (0,1 — nA]l. So, Ty is
(1 — nA)-Lipshitz.

Now, using induction we prove P; statisfies ¢-LSI for ¢ = % for any ¢t > 0.

Base step: Being a point distribution with the entire probability mass at 6,

note that P, satisfies ¢-LSI for any ¢ > 0, including ¢ = %

Induction step: Suppose P, satisfies ¢-LSI with the constant ¢ = A for some
k € N. Distribution P, for nk <t < n(k + 1) is same as T, pushover dlstrlbutlon
plus Gaussian noise distribution, i.e. P = Tyyup, ® N (0,250%1y) for s =t — nk

By using Lemma 2 and Lemma 1, we get ( ) LSI for P,. Since s < n <

(1- n>\)
we have

(1—=nN2+2sc<1—nA+2sc=1—-nA+sA< 1.

Hence, for nk <t < n(k+ 1), P, satisfies ¢-LSI with constant ¢ > ¢, which means
it also satisfies c-LSI by definition. O]
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A.5 Deferred Proofs for § 3.3

Theorem 16 (Lower bound on Rényi DP of Noisy-GD). There exist neighboring
datasets D ~ D' € X", a start parameter 0y € R%, and a smooth loss function £(0;x)
on R?, with a gradient sensitivity Sy, such that for any step-size n < 1, noise variance
62 > 0, and iteration K € N, the Rényi divergence of the output distributions, Pk
and Qyx, of Noisy-GD Algorithm 2 on respective datasets D, D’ is lower-bounded by

2
Ry (Pl Q) > 26 (1 — %) (A.10)

Proof. We consider the following Lo-norm squared loss function with bounded data

universe:
1 2 d / d / SK
00:%) = 5 16 — |13, where § € R and x € & = {x e RY x|, < 2}. (A1)

For any dataset D = {x;,--- ,X,}, and any 6 € R? the loss is

"1
25 Xz‘||3‘

3\’—‘

It is easy to verify that L£p(6) is 1-smooth. The gradient sensitivity of ¢(6;x) is

max max | V{(0;x) — VL(0;x')||, = max max || (0 —x) — (0 —x)||, = Se.

x,x'€X R4 x,x'€X QR4

We construct the two neighboring datasets D, D' € X™ such that D = (x1,0%,--- ,0%)
and D' = (x},0%,--- ,0%), where x;,x} € X are two records that are S, distance
apart (i.e. [|x3 — x|, = S).

Under dataset D, we can express the random variable ©, at the K’th iteration

of Noisy-GD using the following recursion with starting parameter @, = 0%

AN\ 2
X o
®nK :(1 - 77)@7;(1(—1) + 77;1 + 277 <n> . WK—I

K-1 AN\ 2 K—1
—(1 = )50 +7 3 (1 -2 4 |29 <0> Yo A=W,
i=0 n nj o

T KZ 1 — $277 <A> I'(_l(l —n)2 - W (where W;, W ~ N (0, I))

A similar recursion can be used for O] ;- in Noisy-GD under dataset D’. Both

O,x and ©; ;- are Gaussian random variables with variance 2’7” N1 —n)%in
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each dimension. Thus, we can calculate their exact divergence.

¢ e —x) S -y
2- 162 15 (L - n)*

_an’St (1 - (1= 77)K>2 /n?

Ao (1 (1 —=n)K)/ (2 —n))

Ry (Or @) =

qS7 2—n K
= . 1—(1-
157 1+(1—n)K( (1=n")
qu? —nK
2 ygzl=e™)
This inequality concludes the proof. O

Corollary 2 (Rényi-DP guarantee of Noisy-GD on Ls-norm squared loss). For
any two neighboring datasets D ~ D' € X", start parameter 0, € R?, step-size
n < 1, noise variance 62, and K € N, if the loss function is Ly-norm squared loss
0(6;x) = 3|0 — XH% on RY, with a gradient sensitivity S, the Rényi divergence of

Noisy-GD’s outputs on D, D’ is upper-bounded by

q52 _2-7
m(l — € 2 nK). (AlQ)

Proof. To use Theorem 15, we still need to verify ¢-LSI for the tracing diffusion on

Rq (PnKHQnK) <

Lo-norm squared loss.

We use the explicit expression for tracing diffusion proved in Theorem 16
to prove c-LSI. We utilize the fact that P, the tracing diffusion for L,;-norm
squared loss at discrete update time nkK, is Gaussian with bounded variance

52 K ; 52 . . . .
22‘; Erl—-n)?¥ < 22%77 in each dimension. Therefore, based on Lemma 1, which

shows the LSI properties of Gaussian distributions, P,k satisfies c-LSI with ¢ = 2_7”
Similarly, by computing the explicit expression for tracing diffusion at time nk <
t <n(k+ 1), one can verify P, satisfies ¢-LSI.

Now, we can directly use Theorem 15 to derive an upper-bound for RDP for

Noisy GD under Ls-squared norm loss. O]

Discussion about tightness results. Figure 3.3 shows the gap between lower
bound in Theorem 16 and upper bound in Corollary 2, under small step-size n = 0.02.

The upper bound is roughly two times larger than the lower bound, which shows
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tightness of our privacy guarantee. Figure 3.3 compares these bounds with the
composition-based result in Theorem 39, which grows as fast as the lower bound in
early iterations, but keeps growing linearly and eventually exceeding our Rényi-DP
guarantee around K ~ Q(%) ~ 100. Moreover, the larger the RDP order q is, the
smaller the required number of iterations K is for our Rényi DP guarantee to surpass

the composition-based privacy bound.

Convergence rate difference in upper and lower bounds. There is a gap
between the exponent and constant of our privacy upper bound Corollary 2 and the

lower bound Theorem Theorem 16. We analyze the gap as follows.

1. The gap in exponent: There is a 2_777 multiplicative gap between the
exponent of our privacy upper bound and the lower bound. This is because
discretized Noisy GD-converges to a biased stationary distribution. Therefore,
our LSI constant bound ¢ = 22%;7 depends on the discretization bias caused by

step-size 7, thus causing the exponent gap in our privacy bound.

2. The gap in constant: Our upper bound is larger than the lower bound by
roughly a multiplicative constant of two. This is due to the balancing ratio

~v > 0 in Lemma 8 for bounding the rate of privacy loss.

a) At the start of Noisy-GD: setting v = 1 in Equation 3.7 results in a
smaller privacy loss rate bound. This is because, at the start of Noisy-GD,
the accumulated privacy loss R, (P||Q;) is small, thus leading to a small
second term I,/E, in Equation 3.7, by Lemma 6. Setting v = 1 reduces
the coefficient % for the dominating first term of Equation 3.7, at a small
cost of increasing the coefficient for the smaller second term I,/E,. This
facilitates a smaller privacy loss rate bound, and is reflected in the similar
growth of composition bound (equivalent to setting v = 1) and our lower

bound in Figure Figure 3.3.

b) As Noisy-GD converges: setting v — 0 in Equation 3.7 results in a
smaller privacy loss rate bound. This is because, at convergence, the
accumulated privacy loss R, (P|Q;) is larger, thus leading to more signif-

icant second term I,/E, in Equation 3.7. Setting v — 0 in Equation 3.7
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reduces the coefficient —(1 — ) for the dominating second term I,/E,,
thus facilitate a smaller bound for the privacy loss rate.

3. In our proof for Theorem 15, we set v = % to balance privacy loss rate estimates
at the start and convergence of Noisy-GD, thus obtaining the smallest privacy

bound at convergence, as shown in the proof.

A.6 Deferred Proofs for § 3.4

Lemma 11 (Excess empirical risk of Noisy-GD). For A-strongly convex and (-

smooth loss function €(0;x), step-size n < ﬁ%, and any start parameter 0, € R, the
excess empirical risk of Noisy-GD Algorithm 2 on any dataset D € X" is bounded by
E(£p(0x) — Lo(0)] < 2 100 — o[- + D (q )
where Ok is the output of Noisy-GD on D.
Proof. The update step of the Noisy-GD performs the following operation:
N 2
Oeir = O — NV Lo (0k) + 1| 21 (2) N0, 1) . (A.14)

For brevity, let’s denote 0 = 6 /n. Since 6* is the empirical risk minimizer, VLp(6*) =

0. Therefore, 6* = 0* —nVLp(6*). So, we can expand the following as
2

16k11 — 07113 = |16k — 1V LD(OK) + /2002N (0, I;) — (0 — nVLp(6))

2

=16k — 0°112 + 2 |V LD (6k) — VL (07|12 + 2002 |V (0, )|

) <9k — 0%, \[200°N (0, ]d)> p <V£D(9k) — VLo (07), y/2002N (0, [d)>
— 277 <0k - 9*, VﬁD(9k> - V,CD(Q*» .

A
@7

W VLo (k) — VLD (6%)|l; < A [16x — 63 (A.15)

By B-smoothness of Lp and n < we have

By strong convexity of Lp, we have

E[(VLp(0h), 0 — 07)] 2 E[Lo(6h) — £o(0")] + 3B [ — ']

> ;\E 1165 — 07[13] + ;E 116x — 07)3]

> AE [0, — 07113
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By taking expectations on the controlling inequality, and plugging the above results,
we get
E [[10k1 = 0°[13] < (1= nN)E[[16x — 0°[3] + 2n0d. (A.16)

By (-smoothness, and optimality of 6%,
* * * 6 *(|2 __ 6 * (2
Lo(O) = Lp(07) < {VLD(O7), 0 = 07) + 5 110 — 071y = 5 110k — 01l -

On taking expectation over ©, which is the distribution of ), we have

p

E[Lp(0x) — Lo(0)] < SE [lI6x —0°[3] .

On unrolling the recursion in Equation A.16, we have

K-1
E[Lp(0k) — Lp(07)] < 2(1 —n\)5E [||90 - 9*||§] +28do* Y (1 —nA)F
k=0
6 *12| —AnK 26d62
<5E [HHO — 0 Hz] e+

Since 6y is a point distribution, E [HHO - 9*”3} = || — 6*||3. This completes the
proof. [

Theorem 17 (Utility under DP for Noisy GD). For [3-smooth \-strongly convex
loss function (0;x) with gradient sensitivity Sy, and datasets D € X™ of size n, if
the step-size n = 5% and any initial parameter 6y € R, then, for any ¢ > 1 and
p > 0, the Noisy-GD Algorithm 2 is (q, p)-Rényi differentially private, and achieves

an excess empirical Tisk of

4qBdS}
E[Lp(Or+) — Lp(0")] < A7
[£p(0x:) = £o(0")) < 245 (A7)
when noise variance 6> = %, and number of updates K* = f—; log(% . %).

Equivalently, for e < 2log(1/d) and § > 0, Noisy-GD is (g,0)-differentially private,

and satisfies

. 328dS% log(1/4)
E[Lp(0x-) — Lp(6*)] < 62&2712 : (A.18)
by setting noise variance 62 = w, and the number of updates as K* =

B2 log [ XN00=0"1I3 | <2n?
o . .
Xz 108 1652 dlog(1/9)
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Proof. From Lemma 11, we have

23d6>

%12 —InK
Iy — o[- 2

E[Lp(0x) — Lp(07)] < (A.19)

ISl ey

Since n = % < %, by Corollary 1, the Noisy-GD with K iterations will be (g, p)-

Rényi DP as long as 62 > q/\i‘?(l — e~ K/2) " Therefore, if we set 6% = q/\i‘?, Noisy-GD
p p

is (q, p)-Rényi DP for any K. On substituting this noise variance in Equation A.19,

we get
2q3dS}

E [ED(9K> — £D(9*>] g p)\2n2 .

160 = 0715 - ™" +

(A.20)

EVI IS

pA*n?|100—0* |5 pA*n?|100—0* 15

. k 2
By setting K* = %n log (4‘1‘153) = % log (4‘1‘1%?)’ we can control the

excess empirical risk to be

o AqBdSE
E[Lo(0k-) ~ Lo(0)] < ~ g

(A.21)

Now, we convert the optimal excess risk guarantee under an (¢, p) Rényi-DP con-
straint to an optimal excess risk guarantee under (e,0)-DP constraint. Let € > 0
and 0 < 0 < 1 be two constants such that ¢ < 2log(1/§). As per Rényi divergence
to hockey-stick divergence conversion Theorem 5, (g, p)-RDP implies (g, 0)-DP for
g=1+ %10g(1/5) and p = 5. By using this conversion, we bound Equation A.21 in

terms of DP parameters as

2
E[Lp(0k) — Lp(67)] < 45;515; - Z
_ 4BdS} 1+ 2log(1/6)
T2 c
43dS?  8log(1/9)

e <2log(1/9) < Fereal =

The amount of noise needed in terms of DP parameters is

Sz q
52 Me 1
7= Aoe
B S? 1+§10g(1/5)
TN £
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The optimal number of updates K* in terms of DP parameters is bounded as

52
Y
62
2
/82
=%

K*

log (
log (
log (

X2 |6y — 07|

157

A 1160 — 6715

157

2160 — 6%[15

157

152

[\

n

n2
d
d
n2
d
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Appendix B

Supplement for Chapter 4

B.1 Deferred Proofs for § 4.2

Theorem 18. There exists an algorithm pair (A, A) satisfying (e, 6)-adaptive-
unlearning with € = § = 0 under publish function fou,(0) = 0 such that by designing
a 1-adaptive 1-requester Q, an attacker can infer the identity of a record deleted
by edit u;, at any arbitrary step i > 3, with probability at-least 1 — (1/2)"3 from a

single post-edit release ¢;, even with no access to Q’s transcript (¢<i;u<;).

Proof. Let data universe X, the internal model space ), as well as publishable
outcome space ® be R. Consider the task of releasing a sequence of medians using
function med : R* — R in the online setting when the initial database Dy € X™
is being modified by some adaptive requester Q. Given a database D € X", our
learning algorithm is defined as A(D) = med(D). For an arbitrary edit request
u € U", our unlearning algorithm is defined as A(D, u, ®) = med(Dou) for any e € .
Let the publish function fyu, : Y — ® be an identity function, i.e. fou,(0) = 6.

For any initial database Dy € X™ and an adaptive sequence (u;);>1 generated by

any oo-adaptive 1-requester Q, note that
foun(A(D;i_1,u;,9)) = foun(A(D;)), foralli>1and any e € Y. (B.1)

Therefore, A is a (0,0)-adaptive unlearning algorithm for A under f,p.

Now suppose that n is odd and Dy consists of unique entries. W.L.O.G assume
that the median record med(Dy) is at index ind™ and its owner will be deleting
it at step @ by sending a non-adaptive edit request u; = {(ind™,y)} such that
y # med(Dy). We design the following 1-adaptive 1-requester QQ that sends edit
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requests in the first ¢ — 1 steps to ensure with high probability that the published

outcome at step ¢ remains the deleted record, i.e., med(D;) = med(Dy):

@(Qﬁo,ﬂq,ﬂg, s 7uj—1> = {(indj, (b0>} V1 Sj < i, (B2)

where ind; is randomly sampled from [n] \ {ind;, - -- ,ind;_;} without replacement.
Note that by the end of interaction, Q replaces at-least ¢ — 2 unique records in Dy
with ¢9 = med(Dy). If one of those original records was larger than med(Dy) and
another was smaller than med(Dy), then it is guaranteed that med(D;) = med(Dy).
Therefore, Pr[med(D;) = med(Dy)] is at-least

Pr [Elindl,ind“ € {indy, - -- ,ind;_1 } s.t. Do[ind'] < Dy[ind™] < Dy [indu]}

>12xi(gf“§)/(i”2)
21-(5)

In other words, a copy of the record deleted at i*" step will be blatantly revealed
after processing the deletion request with probability at least 1 — (1/2)*3, despite
using a (0, 0)-adaptive-unlearning mechanism A for deletion.

O

Theorem 19. For every € > 0, there exists a pair (A, A) of algorithms that satisfy
(¢,0)-unlearning under some publish function fuu, such that for all non-adaptive
1-requesters Q, their exists an attacker that can correctly infer the identity of a

record deleted at any arbitrary edit step ¢ > 1 by observing only future releases ¢;.

Proof. For a query h : X — {0,1}, consider the task of learning the count over
a database that is being edited online by a non-adaptive 1-requester Q. Since Q
is non-adaptive by assumption, it is equivalent to the entire edit sequence {u; };>;
being fixed before interaction. We design an algorithm pair (A, A) for this task with
secret model space being )V = N® and published outcome space being ® = R, with
the publish function being foun({(a,b,c)) = a+b/c+ Lap (%) (with the convention
that b/c =0 if b =c = 0). At any step ¢ > 0, our internal model ©; = (cnt;, del;, 7)
encodes the current count of h on database D;, the count of h on records previously

deleted by u<;, and the current step index . Our learning algorithm initializes
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the secret model as ©, = A(Dy) = (YXxep, h(x),0,0), and, for an edit request
u; = {(ind;, y;)}, our algorithm A updates the secret model 6, , — 6, following

the rule

N — A Cl’lti = cnti, + h i) — h Di, IIldZ s
= A(Di_l, Uj, @i—1> = <C1’lti7 deli, Z> where ! (y ) ( 1[ ])
deli = deli,1 + h(szl[lndlD

Note that Vi > 1, A; def

mechanism [41], it is straightforward to see that for all i > 1,

Foub (A(Di-1, ui, éifl))‘ugi = > h(x)+A; + Lap <1>

xeD;

£ 5 )+ La (2 ) = (D))

xeD;

del;/i € [0,1]. Therefore, from properties of Laplace

Hence, A is an (g, 0)-unlearning algorithm for A under fpp.

To show that an adversary can still infer the identity of record deleted by edit
request u; = {(ind;, @)}, consider a database D, ; that differs from D, ; only at
index ind; such that h(D]_,[ind;]) # h(D;_1]ind;]). Let random variable sequences
¢>; and ¢S, denote the releases by A in the scenarios that the (i — 1)™ database
was D;_1 and D!_, respectively. The divergence between these two random variable
sequences reflect the capacity of any adversary to infer the record deleted by wu;.
Since, we have identical databases after u;, i.e. Dj_you; = D', owu; for all j > i,
note that both ¢; and ¢, are independent Laplace distributions with a shift of

exactly % units. Therefore,

Pr (¢ € 9] Prlo; € 5]

log ——— S S loge/i =52 — 0.
e DT i ey ROV ICRD WL

B.1.1 Flaws in Related Unlearning Definitions

In this subsection, we show that our criticisms on trustworthiness of unlearning
notions under adaptive requests in § 4.2 also apply to the other popular deletion

privacy notions like Ginart et al. [46], Guo et al. [50] and Sekhari et al. [92].

Definition 28 (Data deletion operation [46]). Algorithm A is a data deletion
operation for a learning algorithm A if A(D, S, A(D)) 2 0A(D\ S) forall D C X
and all subsets S C D that is selected independently of A(D).
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Definition 29 ((e,)-certified removal [50]). A removal mechanism A performs
(¢, 0)-certified removal for learning algorithm A if for all databases D C X and
deletion subsets S C D,

A(D, S, AD)) £ AD\ 5). (B.3)

Definition 30 ((g,0)-unlearning [92]). For all D C X of size n and deletion subsets
S C D such that |S| < m, a learning algorithm A and an unlearning algorithm A is

(¢, 6)-unlearning if

A(T(D), S, A(D)) 2 A(T(D\ S),2,A(D\Y9)), (B.4)

where @ denotes the empty set and 7'(D) denotes the data statistics available to A
about D.

Unsoundness. Definition 28 explicitly assumes that there is no influence of
the learned model A(D) on the selection of deletion subset S. However, such a
dependence is common in the real world; for example, people sometimes delete
their information if they don’t like what a model A(D) reveals about them. There-
fore, Definition 28’s certification in these settings is trivially void. Unlike Definition 28
however, Definition 29 and Definition 30 make no assumptions about dependence
between the deletion request S and the learned model A(D). So, request S can
depend on A(D) under these two certifications. We recall the example we provide in
Section § 4.2 to show that Definition 29 and Definition 30, are also unsound under
adaptivity.

For the universe of records X = {—2,—1, 1,2}, consider the following learning
and unlearning algorithms:

AD) =3 x, and AD,S AD))= > x (B.5)
x€D x€D\S
Note that for any D C X and any S C D, the above algorithm pair (A,.A)
satisfies Definition 28, 29 and 30 for ¢ = § = 0 and T(D) = D. Suppose the
adversary is aware that the following dependence holds between the learned model
A(D) and deletion request S:
{x<0:vxe X} if A(D) <O,

S = (B.6)
{x>0:Vxe X} otherwise.
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Consider two neighbouring databases D_; = {—2,—1,2} and D; = {-2,1,2}.
Knowing the above dependence, an adversary can determine whether D = D_; or
D = D; by looking only at A(D, S, A(D)). This is because if D = D_;, then the
observation after unlearning is 2, and if D = D, the observation after unlearning is
—2. So, even though (A, A) satisfies the guarantees of Ginart et al. [46], Guo et al.
[50] and Sekhari et al. [92], it blatantly reveals the identity (—1 or 1) of a deleted

record to an adversary observing only the post-deletion release.

Incompleteness. Definition 28, 29 and 30 are also incomplete. Consider an
unlearning algorithm A that outputs a fixed output x; € X if the deletion request
S = @ and outputs another fixed output x5 € X if the deletion request S # &. It
is easy to see that A is a valid deletion algorithm as its output does not depend
on the input database D or the learned model A(D). However, note that A does
not satisfy the unlearning Definition 30, for any learning algorithm 4. And, for a
learning algorithm A(D) = Y,cp X, one can verify that the pair (A, .A) does not
satisfy Definition 28 and 29 either.

B.2 Deferred Proofs for § 4.3

Theorem 20 (Definition 22 of (e, d)-deletion privacy safeguards RTBF). If the
algorithm pair (A, A) satisfies (¢, 8)-deletion-privacy quarantee under all p-adaptive
r-requesters, then even with complete knowledge of a p-adaptive r-requester Q that
interacts with the curator before a target record Dolind] in the initial database Dy is
deleted at step i > 1 by request u;, any attacker MI: Y* — {0,1} observing only the

post-deletion models éZi = (éz, Opi1, - -) has an advantage

Ado(MI) < Pr [MI(65,) = 1]x] — Pr [MI(6s;) = 1

x| (B.7)

for disambiguating between two possible values x,x" € X of the deleted record Dg[ind]
bounded as follows.
Adv(MI) < e® — 1+ 26. (B.8)

Proof. For an arbitrary step ¢ > 1, suppose one of the replacement operations in the
edit request u; € U" replaces a record at index ‘ind’ from the database D;_; with

‘y’. In the worst case, this record D;_;[ind] might have been there from the start,
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i.e. Dy[ind] = Dylind], and influenced all the decisions of the adaptive requester Q
in the edit steps 1,--- ,7 — 1. To prove soundness, we need to show that if (A, fl)
satisfies (g, 0)-deletion-privacy, then even in this worst-case scenario, no adaptive
adversary can design a membership inference test MI(C:)Z-, éz’+1> --+) € 40,1} that can
distinguish with high probability the null hypothesis Hy = {Dy[ind] = x} from the
alternate hypothesis H; = {Dy[ind] = x'} for any x,x’ € X. That is, the advantage
of any test MI, defined as

Adv(MI) = Pr [MI(©;,0; 11, ) = 1|Ho| — Pr [MI(6;,0,41,--+) = 1|Hy], (B.9)

must be small. Since after processing edit request w;, the databases D;, D; 1, -+ no
longer contain the deleted record D;_;[ind], the data-processing inequality implies
that future models (:)Z-H, (:)Z-Jrg, .-+ cannot have more information about D;_;[ind]
that what is present in O,. Therefore, any test MI(C:)i,(:)iH, --+) has a smaller
advantage than the optimal test MI*(6;) € {0,1} that only uses ©;.

Also, since (A, A) satisfy (g, d)-deletion-privacy for any p-adaptive r-requester
Q, we know from Definition 22 that there exists a mapping 7{2@ such that for all
Dy € X", the model ©; generated by the interaction between (A, A, Q) on Dy
after i edit satisfies the inequality Pr {(:)Z € S} < e - Pr [é € S} + ¢ for all S,
where © = 72(Dg o (ind,y)). As the database Dy o (ind, y) is identical under both
hypothesis Hy and H;, we have

Pr [MI*(;) = 1|Ho| < e°Pr [MI*(6) = 1] + 4, and (B.10)
Pr [MI*(6;) = 0[] < e*Pr [MI*(6) = 0] + 4. (B.11)
On adding the two inequalities, we get:

Adv(MI) < Adv(MI) = Pr [MI*(©;) = 1|Hy| — Pr [MI*(6;) = 1|H,]
= Pr[MI"(©,) = 1|Hy| + Pr [MI*(6;) = 0| H,] — 1

<et—1+420.
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B.3 Deferred Proofs for § 4.4

Theorem 21 (From adaptive to non-adaptive deletion). If an algorithm pair (A, A)
satisfies (gqq,9)-deletion privacy under all non-adaptive r-requesters and is also
(ap, O)-differentially private, then pair (A, A) also satisfies (eqd’, (p + 2)8)-deletion

privacy under all p-adaptive r-requesters, for

Ead’ = €dd + Peap (€7 — 1) + eqpy/2plog(1/6). (B.12)

Proof. To prove this theorem, we need to show that for any p-adaptive r-requester
Q, there exists a construction for a map 712@ : X" — Y such that for all Dy € X",
the sequence of model (éi)izo generated by the interaction between (Q, A, A) on
Dy satisfies the following inequality for all ¢+ > 1:

Pr [A(Di—la Uy;, éi—l) € S} S 65, -Pr [T[;Q(DO e} <ind, y>) € S} + 5,. (Blg)

Fix a database Dy € X™ and an edit request u; € U". Let D{j € X™ be a neighbouring
database defined to be D} = Dy o (ind,y) for an arbitrary replacement operation
(ind,y) € u;. Given any p-adaptive p-requester Q, let (6;);59 and (U;);>1 be the
sequence of released model and edit request random variables generated on Q’s
interaction with (A, A) with initial database as Dy. Similarly, let (6/);50 and (U!);>1
be the corresponding sequences generated due to the interaction among (Q, A, fl)
on D).

Since (A, .A) is assumed to satisfy (44, )-deletion-privacy guarantee under non-

adaptive r-requesters, recall from pt. 7 in Section § 4.3 that there exists a mapping

m: X" — Y such that for any fixed edit sequence u<; def (ug,ug, -+, u;),
Pr [éz € S‘USZ = uﬁz} < e . Pr [W(DO o USZ‘) € S] +0
— Pr {A(Do o U<Z~,ui, él) € S‘U<Z = U<Z‘:|
< e . Pr(n(Dyo UL, ou;) € S|UL, = ug] + 6.
Note that since the replacement operation (ind,y) is part of the edit request w;,
we have Dy o UL, ou; = Do UL, ou,;. Moreover, since the sequence U, of edit

requests is generated by the interaction of (Q, A,.A) on D} = Dy o (ind, u) and the

ith edit request wu; is fixed beforehand, we can define a valid construction of a map
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?: X" — Y as per Definition 22 as follows:
2 (Dy o (ind,y)) = 7(D} o UL, o u;). (B.14)

For brevity, let ©, = A(Dy o Uy, u;,0,_1), and O, = n2(Dy o (ind,y)). For
this construction, we prove the requisite bound in Equation B.13 as follows using

Hockey-stick divergence (introduced in Definition 4). O

Theorem 22 (Differential Privacy is necessary for adaptive deletion privacy). Let
Test ' Y — {0,1} be a membership inference test for A to distinguish between
neighboring datasets D, D’ € X™. Similarly, let Test : Y — {0,1} be a membership
inference test for A to distinguish between D, D’ € X™ that are neighboring after
applying edit i € U, If Adv(Test) > Ay and Adv(Test) > A g, then the pair (A, A)

cannot satisfy (e, d)-deletion privacy under 1-adaptive 1-requester for any
e <log(l+Aa-Ajz—20). (B.15)
Proof. By assumption, we know that there exists tests Test, Test : ) — {0, 1} such
that
Adv(Test) % Pr [Test(A(D)) = 1] — Pr [Test(A(D')) = 1] > A, (B.16)

and for all 0 € Y,

Adv(Test) < Pr [Test(A(D, u,0)) = 1] - Pr [Test(A(D',0,0)) = 1] > Ay (B.17)

Define S" = {# € Y|Test() = 1} and S’ = { € Y|Test(f) = 1}. We have that the

total variation distance between A(D) and A(D') is lower bounded as

TV (A(D); A(D")) = zlcll; |Pr[A(D) € S] — Pr[A(D') € 5]| (B.18)
> Pr[A(D) € S'] —Pr[A(D') € 5] (B.19)

= Pr[Test(A(D)) = 1] — Pr[Test(A(D")) = 1] > A4. (B.20)

Similarly, we also have that for all § € ), the total variation distance between

A(D,u,0) and A(D’,4,0) is lower bounded as

TV (fl(l_),ﬂ, 0); A(D', i, 9)) = sup
Scy

Pr [A(D,u,0) € S| — Pr[A(D',u,0) € SH

> Pr[A(D,,0) € §'] — Pr [A(D',u,0) € 5]

= Pr[Test(A(D, 1,0)) = 1] — Pr [Test(A(D',u,0)) = 1]
> A
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Assume W.L.O.G. that @ replaces at index n and the edited databases D o u, D' o u
differs only at index 1. Also assume that D, D’ differs at index n.

Recall from Definition 22 that satisfying (e, d)-deletion privacy under 1-adaptive
l-requesters requires existence of a map n2 : X" — Y for each Q such that for all

Dy e X7,
Pr [A(Dy1,tn,0,1) € 8] < e Pr[n(Dgou,) € S| +4. (B.21)

To prove the theorem statement, we show that for a starting database Dy €
{D, D'} and an edit request u,, = u that deletes the differing record in choices of
Dy at edit step n, there exists a 1-adaptive 1-requester Q that sends adaptive edit
requests Uy, - - - , Uy,_1 in the first n — 1 steps such that no map 7% exists that satisfies
Equation B.21 for both choices of Dy when e follows inequality Equation B.15.

Consider the following construction of 1-adaptive 1-requester Q that only observes
the first model O = A(Dy) and generates the edit requests (uy, - -, u,_1) as follows:

R (i, D[i])  if Test(6y) = 1,
Q(Oo;ur, uz, ++ yui1) = B (B.22)
(i, D'[i]) otherwise.

This requester Q transforms any initial database Dy to D,,_; = D if the outcome
Test(é)o) = 1, otherwise to D,_; = D'. Consider an adversary that does not observe
the interaction transcript ((:)<n; U<p), but is interested in identifying whether Dy was
D or D'. The adversary gets to observe only the output 6, = A(Dy_1, Uy, (:)n_l)
generated after processing the edit request u,, = u. On this observation, the adversary
runs the membership inference test MI(©,,) = Test(6,,). The membership inference
advantage of MI is

Adv(MI; D, D') = Pr [MI(6,) = 1| Dy = D] — Pr [MI(6,) = 1| Dy = D]

= 3 Pr|Test(0,) = 1|Test(o) = b] x Pr|Test(6g) = b|Do = D]

be{0,1}

— Y Pr|Test(6,) = 1|Test(6) = b| x Pr|Test(y) = b| Dy = D
be{0,1}

= Adv(Test; D, D") (Pr {Test((:)n) =1|D,—1 = D}
— Pr [Test(6,) = 1D,y = D'])
= Adv(Test; D, D") x Adv(Test; D, D', u)

>AAXAA.
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So, from the contrapositive of our Theorem 20, we have that (A, A) cannot be an

(g, 6)-deletion private algorithm pair for e and § satisfying

Aa-Ag>e — 1426 (B.23)
e <log(l+A4-Az—20). (B.24)
[l

B.3.1 Our Reduction Theorem 21 versus Gupta et al. [51]’s

Adaptive unlearning guarantee in [51, Definition 2.3] is designed to ensure that no
adaptive requester Q can force the output distribution of the unlearning algorithm
A(D;_1,u;,0;_1) to diverge substantially from that of retraining algorithm A(D;)
with high probability. Such an attack is possible in unlearning algorithms that rely
on some persistent states that are only randomized once during initialization. For
example, Bourtoule et al. [19]’s SISA unlearning algorithm randomly partitions
the initial database Dy during setup and uses the same partitioning for processing
edit requests, deleting records from respective shards on request. Gupta et al. [51]
show that an adaptive update requester Q can interactively send deletion requests
uy, - -+ ,u; to SISA so that after some time, the partitioning of remaining records in
D; = Dgyouy ---u; follows a pattern that is unlikely to occur on repartitioning of D;
if we execute A(D;).

They provide a general reduction [51, Theorem 3.1] from adaptive to non-adaptive
unlearning guarantee under differential privacy. Their reduction relies on DP with
regards to a change in the description of learning/unlearning algorithm’s internal
randomness and not with regards to the standard replacement of records. DP with
respect to internal description of randomness means that an adversary observing an
unlearned model remains uncertain about persistent states like database partitioning
in SISA during setup. So from a triangle inequality type argument, Gupta et al. [51]
show that with DP with respect to learning/unlearning algorithms’ coins along with
a non-adaptive unlearning guarantee implies an adaptive unlearning guarantee.

Our work shows that satisfying adaptive unlearning definition of Gupta et al. [51]
still does not guarantee deletion privacy as per the RTBF guidelines. In Theorem 18,

we demonstrate that there exists an algorithm pair (A, .A) satisfying adaptive
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unlearning Definition 21 (a strictly stronger version of [51, Definition 2.3]), but
still causes blatant non-privacy of deleted records in post-deletion release. The
vulnerability we identify occurs because an adaptive requester can learn the identity
of any target record before it is deleted and re-encode it back in the curator’s
database by sending edit requests. Because of this, an adversary (who knows how
the adaptive requester works but does not have access to the requester’s interaction
transcript) can extract the identity of the target record from the model released
after processing the deletion request. In our work, we argue that a reliable (and
necessary) way to prevent this attack is to make sure that no adaptive requester
ever learns the identity of a target record from the pre-deletion model releases it has
access to. Consequently, our reduction in Theorem 21 from adaptive to non-adaptive
requests relies on differential privacy with respect to the standard replacement of

records instead.

B.3.2 Deferred Proofs for § 4.5.2

Lemma 14. If £(0;x) is a twice continuously differentiable, convez, and [3-smooth
loss function and regularizer is v(6) = 2 ||0]|3, then the map Ty defined in Equa-

2
tion 4.21 1s:

1

m, and

1. a differentiable bijection for any n <

2. (1 —n\)-Lipschitz for any n < ﬁ

Proof. Differentiable bijection. To see that Ty is injective, assume Ty(0) =

T (¢') for some 6,6 € R%. Then, by (8 + A)-smoothness of £ % (Lo + Loy /2,

10 = 6"l = ITw(0) + VL) — Ti(6) — nVLE),
=n[IVLO) = VLE),
<A+ B) (10— &'l -

Since n < 1/(A + /), we must have ||§ — ¢'||, = 0. For showing T}, is surjective,

consider the proximal mapping

F 2
prox,(6) = arg min”eze”2 —nL("). (B.25)

0’ cRd
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Note that prox,(-) is strongly convex for n < ﬁ Therefore, from KKT conditions,

we have 0 = prox,(0) — nVL(prox,(0)) = Ty(prox,(#)). Differentiability of T}
follows from the twice continuously differentiable assumption on £(6; x).

Lipschitzness. Let £ & (L) + Lprxy)/2. For any 6,60 € RY,

ITx(8) — Th(0)||2 = |0 — nVLO) — 6 +nVLE )|
=16 — 'l + > |VLO) — VLEO )5 — 200 — 0, VLO) — VLE') .

We define a function g(8) = L£(0) — %H@H;, which is convex and f-smooth. By

co-coercivity property of convex and S-smooth functions, we have
1
(0 —0',Vg(0) —Vg(0)) = 5 IVg(6) = Va(®)l5
1
— (0= 0,000) = VL) - Mo - 013> § (IVE0) - VL@ + 2210 - 01

2N (0 — 0, VL(O) — vc<0’)>>

AN+ P) 2
o . Ny > N ny2 | M\AT M) _01%.
— (0 -0, VLO) - VL)) > Nt B VL) — VL), + AT 16 — &5
Substituting this in the above inequality, and noting that n < 555 /\i 5, We get

ITe(0) — Tw(@)]2 < (1—2’“(“@) 10— |2+ (n2 2 )nvcw)—vcw')u;

2\ + 3 B+ 2)
2nA (A + B) 12 919 2n\? 02
<!/l1--—--—7 — — —

= L=\ 0.

]

Lemma 16. If loss £(0;x) is convex and (3-smooth, reqularizer is r(f) = 3 16112,

2
N

(ODo<t<n(katix ;) defined in Equation 4.20 with ©9,05 ~ p = N (O, /\(1%;/\/2)](0
satisfy LSI inequality with constant A(1 —n\/2).

and learning rate n < then the tracing diffusion (@t)ogtgn(KA—i-iKA) and

Proof. For any iteration 0 < k < K 4 + ¢K ;1 in the extended run of Noisy-GD, and
any 0 < s < 7, let’s define two functions L, £, : R — R? as follows:

1—s/n 1—s/n
2 2

1+s/n 1+ s/n

2

Ly = ACD(k) + ED'(k), and E; = ED(k) + ED/(k)-

(B.26)
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Since r(-) is the L2(\) regularizer and £(#;x) is convex and [-smoothness, both L
and L) are A-strongly convex and (A + )-smooth for all 0 < s <7 and any k. We
define maps T,, T : R — R? as

T,(0) = 0 — yVLy(0), and T.(0) =0 — VL.(6). (B.27)

From a similar argument as in Lemma 14, both T and T, are (1 — n\)-Lipschitz

_2
224+8°

Note that the densities of ©, and ©; of the tracing diffusion for ¢t = nk + s can

for learning rate n <

be respectively expressed as
P, =Toy(Py) ®N (0,250°L;),  and Q; = Tl ,(Que) ® N (0,250%L;) ,  (B.28)

where P, and Q) represent the distributions of ©,; and @;k. We prove the lemma
via induction.

Base step: Since O, ©f are both Gaussian distributed with variance A(lfij)\ﬂ)’
from Lemma 1 they satisfy LSI inequality with constant A(1 — nA/2).

Induction step: Suppose Py, and @, satisfy LSI inequality with constant
A(1 —nA/2). Since equation Equation B.28 shows that P;, (), are both Gaussian
convolution on a pushforward distribution of P, Q. respectively over a Lipschitz

function, from Lemma 1 and Lemma 2, both P;, (), satisfy LSI inequality with

constant

<A8:Z§)/2) + 28) _ > M1 —1A/2) x [(1—nA)2+ A2 =N, (B.29)

=1

for all nk <t <n(k+1). O

Theorem 23 (Deletion guarantee on (ANoiSy_GD,ANoiSy_GD) under convexity). Let
the start distribution be p = N (O, #217)\/2)[‘0’ the loss function £(0;x) be conver,
A

B-smooth, and L-Lipschitz, the reqularizer be r(0) = 5 16113, and learning rate be

1
8-

satisfies (q, paa)-Rényi deletion privacy under all non-adaptive r-requesters for any

n < Then Algorithm pair (Anoisy-c, ./Zle'Sy_GD), as defined in Definition 23,

noise variance 52 > 0 and K4 > 0 if

2 4qL?
KA210g< el ) (B.30)
n
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Proof. Following the preceding discussion, to prove this theorem, it suffices to show
that the inequality Equation 4.18 holds under the stated conditions. Consider the
Fokker-Planck equation described in Lemma 12 for the pair of tracing diffusions
SDEs in Equation 4.23: at any time ¢ in duration nk < t < n(k+ 1) for any iteration
0<k<Ks+iKy

OR(0) =V (PAOE[UL(O)]0) = 8]) + P ARO)
(B.31)
0:Q:(6) =V (@O [-UL©]0; = 6]) +7?AQi(6),

where P, and @, are the distribution of ©; and ©). Since £(0;x) is L-Lipschitz
and for any K4+ (i — 1)K 3 < k < K4+ iK ;1 we have D(k)[ind] = D'(k)[ind], note
from the definition of Ug(f) in Equation 4.23 that

n

o 2L itk < Ky+ (i — 1)Ky
HE[Uk(@nkﬂ@t:&]—E[—Uk( )[6) = 6] .

2 0 otherwise

(B.32)
Therefore, applying Lemma 15 to the above pair of Fokker-Planck equations gives

that for any ¢ in duration nk <t < n(k + 1),

2qL? 2 1 (B,
OR, (P|Qr) < =5 ﬂ{tSW(KAJr(i—l)KA)}_q;P%_

o?n?
Equation B.33 suggests a phase change in the dynamics at iteration k = K4 + (i —

(B.33)

1)K 4. In the phase I, the divergence bound increases with time due to the effect
of the differing record in database pairs (D;, D})o<j<i—1. In phase II however, the
update request u; makes D;_j ou; = D,_, ou;, and so doing gradient descent rapidly
shrinks the divergence bound. This phase change is illustrated in Figure 4.6.

For brevity, we denote R(q, t) = R, (P||@Q¢). Sincen < ﬁ < ﬁ, from Lemma 16,
the distribution @), satisfies LSI inequality with constant A(1 — An/2). So, we can

apply Lemma 6 to simplify the above partial differential inequality as follows.

2L ift <p(Ka+ (i —1)Ky)
+ (¢ — 1)9,R(q, t)) <q
0 otherwise

R(q,t)

O:R(q,t)+A(1—\n/2) (

(B.34)
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Recall from Remark 4 that ¢ = 6/n. For brevity, let constant ¢ = A(1 — An/2) and
constant A, = 222, We define u(q,t) = %. Then,

I

R(g,1) A, ift<n(Ka+(i—1)Ky)

+@—n@R@w)§q

0 otherwise

A, ift <p(Ka+(i— 1)Ky
= Quulg,) + culq.1) + elg — 1dyu(q.1) < v
0  otherwise
For some constant ¢ > 1, let ¢(s) = (g—1)exp (¢ (s = (K4 +iK 3)))+1land t(s) = s
Note that d‘é—(ss) = c(q(s) — 1) and dg—(ss) = 1. Therefore, for any nk < s < n(k + 1),
the differential inequality followed along the path u(s) = u(q(s),t(s)) is
du(s)
ds
d
— d—{ecsu(s)} <A x 1T{t<n(Ka+(i—1)Kj3)}.
s

+cu(s) <A x T{t <n(Ka+ (1 —1)K4)}

Since the map Ty(-) in Equation 4.21 is a differentiable bijection for n < ﬁ as

per Lemma 14, note that Lemma 13 implies that lim,_,,;+ u(s) = u(nk). Therefore,

we can directly integrate in the duration 0 <t < n(K4 +iK ;) to get

)]S(KA+iKA) <

/TI(KA+(i1)KA)

[e“u(s Age“ds

0

, Ag : _
— 6Cn(KA+ZKA)u(TI(KA + ZKA)) . ’LL(O) < 7[€cn(KA+(z—l)KA) . 1]
C

AW ]
— (B4 i) < D (Since u(0) = R(g(0).0)/a(0) = 0)
Noting that ¢(0) > 1, on reverting the substitution, we get

2qL*
Ry (Pascarirco| @uicasing)) < 3z — gy o5 (FAKA(l = nA/2)

=72 _
< 4qL b <_77)\KA>

: 1
< g7 o 5 (Since n < 513)
Recall from our construction that Pk ,+ix 2 and Q(k 4+i K ;) are the distributions
of outputs A(D;_1, u;, (:)i_l) and A(D)_,,u;, (:)2_1) respectively. Therefore, choosing

K ; as specified in the theorem statement concludes the proof. n

Lemma 17. Suppose the loss function £(0;x) is convex, L-Lipschitz, and B-smooth,

and the regularizer is r(d) = 3 16]|5. Then, the excess empirical risk of any randomly
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distributed parameter © for any database D € X" after applying any edil request

u € U" that modifies no more than r records is bounded as

1672 L2
An?

err(0: D o) < (1 + f) [2 err(0: D) + (B.35)

Proof. Let 63, and 0},,,, be the minimizers of objectives Lp(-) and Lpo,(+) as defined
in Equation 4.12. From A-strong convexity of the Lp,

Lp(0pe,) = Lo(0p) = H@Dou Oolls- (B.36)

From optimality of 673, and L-Lipschitzness of £(6;x), we have

Lp(0pe,) = Loou(0po,) + <Z E(0pouix) — D ﬁ(%ou;X))

xeD x€Dou
< £Dou 9* (Z ‘e G*Douv Z e(e}k)oua X))
xeD x€Dou

= Co(Fh) + ) 3 (Ui )~ L00) 4 5 (i) — EBpe,i)

. 2rL | . .
< Lp(tp) + o 1050w — DIl -

Combining the two inequalities give

4rL
0 s, < —. B.37
1050 — 051l < (B.37)

Therefore, from (A + 3)-smoothness of £p., and A-strong convexity of Lp, we have
err(0; D ou) = E[Lpou(O) — Lpou(0oy)]
A + 6 * 2
< S5 PE (10 — 0,1
<+ 9) [B]10 = 8 12] + 16 — O]

< <1 + f) [QE [£0(O) — Lp(65)] + 167’2L2] |

An?
O

Lemma 18 (Accuracy of Noisy-GD). For convex, L-Lipschitz, and, 5-smooth loss

function £(0;x) and reqularizer v(0) = 2 H@HQ, if learning rate n < /\+B’ the excess

empirical risk of O,k = Noisy-GD(D, 8¢, K) € R? for any D € X" is bounded as

K2 g\ do?
err(O,k; D) < err(Og; D)e M2+ |14+ — | — (B.38)

A n?
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Proof. Let O, denote the k™ iteration parameter of Noisy-GD run. Recall that
k + 1*® noisy gradient update step is

@n(k+1) = Oy, — nch(@nk> +y 2102 Wy, (B.39)

where 0 = 6 /n. From (f + \)-smoothness of Lp, we have

2

+A
ED(@n(k+1)) < ﬁp(@nk) + <VED(@nk), @n(kH) — @ﬁk> + 52

= Lp(O) — 1 [VL (O3 + \/2n0% (VLD (Opr), Wi)

(B +A)
2

=/ 2n02(8 + X) (VL (O ), W)

| €1y — O]

- IV L (Om)|[5 +1n0*(8 + ) [Will3

On taking expectation over the joint distribution of ©,, ©,441), Wi, the above

simplifies to

A+
B [£0(Oyksn)] < EILp(O)] 1 (1 - "(25)) E [ VL(O0) 2] +1do?(3+ 7).
(B.40)
Let 0% = argmin Lp(). From M-strong convexity of Lp, for any 6 € R¢, we have
fcRd
IVLoO)5 = 2M(£Ln(0) — Lb(b)))- (B.41)

Let v = An(2 — n(A + B)). Plugging this in the above inequality, and subtracting

Lp(607) on both sides, for n < ﬁ, we get

E [£5(Oni1) = Lo(0h)] < (1= 7)E [Lp(On) — Lo(07)] + ndo(B + A)
(1= 'E [£Lp(©) — Lp(¢")]

IN

+ndo(B+ N1+ + (1 =)
< e V(12 (L5 (B0) — Lp(05)] + WJUQ(VM.

1

15 Dote that v > An, and so

For n <

err(0,x; D) < err(0g; D)e 5/ (1 + f) do®. (B.42)
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Theorem 24 (Accuracy, privacy, deletion, and computation tradeoffs). Let constants

A\, B, L >0, constant ¢ > 1, and constants pa, > paa > 0. Define constant v = %

Let the loss function £(6;x) be twice differentiable, convex, L-Lipschitz, and (-

smooth, and let the regularizer be r(6) = % HHH% If the learning rate is n = m,
2 _ 4qL2

the gradient noise variance is 6° = , and the weight initialization distribution is
p

Apa
6'2
p =N (0. sty la). then

(1’) both ANoisy—GD and -’ZlNoisy—GD are (q, pdp)—Rényz' DP for any KA7 KA > 0)

(2.) pair (ANoisy_GD,ANoisy_GD) satisfies (q, paa)-deletion-privacy all non-adaptive

r-requesters
if Kjz>4vlog @, (B.43)
Pdd

(3.) and all models in sequence (0;);>o produced by the interactions between

(ANm-Sy_GD,lem-Sy_GD) and Q on any Dy € X", where Q is any r-requester,

10vqdL?

have an excess empirical risk err(©;; D;) = VTS
p

2 8 2
if K> 4vlog (ﬁgg) , and K ;> 4vlogmax {51/, ,0;;7“ } . (B.44)

Proof. (1.) Privacy. Note than if £(6;x) is L-Lipschitz, it has a gradient sensitivity
S¢ = 2L. By Corollary 1, the Noisy-GD with K iterations will be (g, pap)-Rényi
DP for the stated choice of loss function, regularizer, and learning rate as long as
52 > % (1 — e"\"K/Q). Therefore, if we set 62 = %, Noisy-GD is (g, pap)-Rényi
DP for any K. For the same 62, both Anoisy-gp and Axoisy-gp are also (g, pap)-Rényi
DP for any K 4 and K j as they run Noisy-GD on respective databases for generating
the output.

(2.) Deletion. By Theorem 23, for the stated choice of loss function, regu-
larizer, learning rate, and weight initialization distribution, the algorithm pair
(ANoisy-GD,leoisy_GD) satisfies (g, paa)-deletion-privacy under all non-adaptive r-

4qL? 4qL?

requesters Q if Kz > n—z/\log (Apddﬁg). By plugging in 6% = v and n = m)

this constraint simplifies to K ; > 4vlog %.
(3.) Accuracy. We prove the induction hypothesis that under the conditions

stated in the theorem, err(©;; D;) < % for all ¢ > 0.
P
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Base case: The minimizer 07, of Lp, satisfies

VLp,(0p,) = Z V(0 x) —

x€Dg

As a result, the excess empirical risk of initializatio

on Lp, is bounded as
err(©g; D) = E [LDO(@O) — EDO(‘%O)]
< (A+5 {H@O o, }

*
05,

:(A+6)
2

|

B\ [L? 62d
= (m) l%*(z—m)]

M, =0 =

<

L
T (B.45)

6'2

> An2(1-n\/2)

n weights ©g ~ p = N (0

1)

(From (X + ()-smoothness of Lp,)

'L E[l0olZ] - 2E [<9;50,@0>]]

(From Equation B.45 and E [||W||g} =dif W~N(0,1).)

LQ
2\

<v

da]'

Since O, = Anoisy-ap (Do) = Noisy-GD(Dy, O, K 4), by Lemma 18, K4 > 2vlog ('Dd" )

iterations gives

R e
err(Og; Dy) < err(Og; Dy)e MEA/2 1 Vi‘;
n
L do? vd?
< *)\nKA/Q rao
Y [QA ] ¢ ™ n2
vL® ke SvdL? .
T nKa/ N (On substituting 6% = Az;Tp)
10quL2 i Pdpn2
< W (Since K4 > 4vlog (W))

Induction step: Assume that err((:)i,l; D;_4)

iterations gives

< 101/qu
= )\p

8r?
) qd

A R 160202 vdo?
D). D, - i/2
err(0;; D;) < v |2err(0;-1;D;-1) + Ve ] e ME4/2 4 —
20vqdL? 1672 L* 4vqdL?
<v [ v 5 r 5 ] e MEA/2 4 &2 (Substituting 62)
Apapn An Apapn
16vr2L? ) SvqdL? .
< oz ¢ ME /2 4 /\denQ (Since K 51 > 4vlog(5v))
10vqdL? , 8papr?
S W (Slnce KA Z 4v IOg pgid)
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]

B.3.3 Deferred Proofs for § 4.5.3

Lemma 19 (Proposition 14 [29]). For tracing diffusion ©; defined in Equation 4.40,
the equivalent Fokker-Planck equation in the interval nk <t < n(k+1) is

0p ) =7 - ({9500 - VL0010, = 01 + 'V 105 L1 £0)),
(B.46)

where T(D) is the Gibbs distribution defined in Equation 2.39.

Proof. Conditioned on observing parameter ©,;, = 0y, the process (0)pk<i<n(k+1)
is a Langevin diffusion along a constant Vector field VLp(6,;). Therefore, the
conditional probability density Py,(-|0n) of ©; given 0, follows the following
Fokker-Planck equation.

atptmk(-wnk) = O'ZAPt\nk('lenk) +V- (Pt|77k(|077k)v£D(977’€)) (B47)
Taking expectation over ©,;, we have

OP() = /Pnk(Gnk) {UQAPt\nk('Wnk) + V- (Ptlnk("enk)VED(enk))} do,y

= PAR() + V- (ROVEL() + V- (RC) [ [VL(8,1) = VL ()] POl 16

=0’V - <Pt(~)V10g A() ) +V- (E [VLp(On) — VLL(+)|Or =] Pt(')) ;

m(D)()
where P, is the conditional density of ©,; given ©,. For the last equality, we have
used the fact that VLp = —0?Vlog 7t(D) from Equation 4.39. O

Lemma 20 ([29, Proposition 15]). Let Q; e P,/7(D) where 7(D) is the Gibbs

distribution defined in Equation 4.39 and &f VB, (Q/|m(D)). The rate of

change in R, (P||m(D)) along racing diffusion in time nk <t < n(k+ 1) is bounded

as

_3q0? 1y (B||m(D))
4 Eq (Plm(D))

R, (P||In(D)) < + SE[04(00) [VLb(O) = VLo (O3]

(B.48)
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Proof. For brevity, let A(-) = E[VLp(O,,) — VLp(0;)|O; = -] in context of this

proof. From Lebinz integral rule, we have

P\
Aoy (n(D)) it
/Q ({Ai+0*Viog Q) 1) do

(From Equation 4.41)

(q—l E,

q
(
q
(Pf|m(D

q q—1 2
- 1)E BIRD) /<v( ), A+ 0*Vlog Qi) Pudd
VQy

— /Q <VQt,At+02 2

P,
B D) > 0

q 2 2 q/2—1 a/2
= E, (D) UIQ(PtHT[(D))_I'&E[ PPV (QF7), )]

def
—eFl

(From Equation 2.10)

Note that the expectation in A4(-) is over the conditional distribution P, while
the expectation in F} is over P,. Therefore, we can combine the two to get an

expectation over the unconditional joint distribution over ©, and ©,;, as follows.

O~ Py @ﬁk’NPUHt

“Fi= B, @00 (7 (@) €0, B, V(60 - TLn(0y0)] )

- K [ g/Z—l(@t) <V< ;J/2> (@t),V»CD(@t) — V,CD(@nk)ﬂ

Pnkt

< 5 E[Q©)[V (@) @] + LB @ (©) IV Ln(O1) = VL5,(040)1]

2

qo _
= L1, (QilIP) + S HE [QF (0 IVLp(0)) = VL, (0,01
(From Equation 2.10)
Substituting it in the preceding inequality proves the proposition. O]

Lemma 21 (Change of measure inequality [29]). If £(0;x) is [5-smooth, and regu-
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larizer is v(0) = 3 16115, then for any probability density P on R?,

2

E[IVLol3) <40' B

(D)

+ 2do? (B + ), (B.49)

P
Ee
where T(D) is the Gibbs distribution defined in Equation 4.39.

2

Proof. Consider the Langevin diffusion Equation 2.31 described in § 2.3 over the
potential Lp. The Gibbs distribution 7t(D) is its stationary distribution, and the

diffusion’s infinitesimal generator G applied on the £ gives

QED = O'2A[,D — ||V£D||§ . (B50)
Therefore,
E[|IVLp[3] = 0”E[ALp] —E[GLD) (From Equation B.50)
P
< do? — -
<do*(B+ ) - [ 9L (H(D) 1) (D)do

(From [-smoothness and Equation 2.40)
=dpo?(B+ ) +/ [||V£D||§ — 02A£D} <7T(PD) — 1) 7(D)dé
—aB?(B+ ) + [ IVLI3 (P —m(D))do

+ 02/ <V£D, \Y [(7‘[(PD) - 1) H(D)] > dfd (From Equation 2.24)
= d8o*(B+ ) + [ IVLb|3 (P — w(D))dd

4o / <V£D, —fo’> (P — n(D))dd

+ o? / <V£D, vﬂ(PD)> n(D)d0  (Since V(D) = —¥£2m(D))

= dBo” (5+A)+0+2a <\/7V»CD7 \/7>

< dBo?(B+ \) + E[||V£Dy|}+2a E Hv

(D)
(From Equation 2.25 with a = 20?)

2

O

Theorem 25 (Convergence of Noisy-GD in Rényi divergence). Let constants

B, X, 0% >0 and q, B > 1. Suppose the loss function £(0;x) is (¢ log(B)/4)-bounded
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and B-smooth, and reqularizer is r(0) = 2 ||9||2 If step size isn < then

64Bq2 (6+)\)27
for any database D € X" and any weight initialization distribution Py for ©q, the
Rényi divergence of distribution P,y of output model ©,x = Noisy-GD(D, Oy, K)
with respect to the Gibbs distribution 1(D) defined in Equation 4.39 shrinks as

follows:

32d77qB)(\ﬁ + )\)2. (B.51)

K
R (B0 < aexp (=5 ) R (RI(D) +
Proof. From (f + \)-smoothness of loss Lp we have that for any nk <t < n(k+ 1),

IVLL(O4e) = VLL(O)l5 < (B+ 1) O — O4ll;

= (ﬂ + )\)2 (t — nk)v£D(@nk) — 2<t — nk)0'2Wk z

(From Equation 4.40)
<207 (B4 A (IVLD(O)l5 + 4n0™(8 + A)* [|Well3
< 4P(B+ N2 VLD (Ou) — VL (O,)]I2
+ A4 (B+ N VLD (O3 + 4no™ (8 + A)* [|Well3

Let Q A and ¢, © QI /B, (Qi|n(D)). 1f 5 <

we rearrange to
7T

1
2V2(B+1)’
get the followmg and use it to get the following bound on the discretization error

in Equation 4.42:

E [04(00) [IVLo(Om) = VL (O3] < 87°(8+ A E [¢4(01) [IVLo(61)]3]

def
_CF1

+320%(8 + NP E [u(0) Wil /4]

def
28

Hence, for solving the PDI Equation 4.42, we have to bound the three expectations
F1 and F2 .

1. Bounding F;. Note that E [wt((%t)] J(0)P(0)df = & Qt”ﬂ( ))fn(g)tz_lde = 1.

So, Y Py(0) = af U (0)P,(0) is a probablhty density function on RY. On applying
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the measure change Lemma 21 on it, we get

2

VP
(D)

Fi=E [|[VLpl3] <40' E
(D

2dc? A
b, ) + 2do* (B + \)

[

2

(From Equation 4.43)
2

= 40" E W +2do? (B + A)
(D) | Eq (P]|me(D))

L LEIRD)
=CE, (Blx(D)) 2T

(From Equation 2.10)

2. Bounding Fy. Since ¢ P, is a valid density on R?, the joint density ;P . (6, 2) def

(0) P, (6, z) where P, , is the joint density of ©, and W, is also a valid density.
Note that the F5 is an expectation on HWkﬂg taken over the joint density 1 P; ..
We can perform a measure change operation using Donsker-Varadhan principle
to get

F= E W3 /4] < KL (9 PrL|| P 2) + log B [exp([Will /4)]

where we simplified the second term using the fact that the marginal P,
of P, is a standard normal Gaussian. The random variable |[W;|3 is dis-
tributed according to the Chi-squared distribution x with d degrees of free-
dom. Since the moment generating function of Chi-squared distribution is
M,:(t) = XiExg lexp(tX)] = (1 —2¢)"%2 for t < 1, we can simplify the second

term in F as

_ dlog?2

, 1
log E [exp(|Will3 /4)] = log Mg (4) 5 (B.52)
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The KL divergence term can be simplified as follows.

L(WPP) = [ [ 60Pa(01,2) log (0 bz

q 1
= [ Y P log —d@ On marginalization of z
AR >
q—1 / Qf B 1/(a-1)

- qqu (KL (Bay||m(D)) — R, (P,[(D))}
< KL (P |[m(D)) (Since R, (B[[n(D)) > 0)

Note that under the assumptions of the Theorem, 7t(D) satisfies log-Sobolev
inequality Equation 2.43 with constant A/B (i.e. satisfies LSI(A/B)). To see
this, recall from Lemma 1 that the Gaussian distribution p(8) = N (0 e ]d>
satisfies LSI()) inequality. Since loss £(0;x) is (02 log(B)/4)-bounded, the
density ratio mD)O) ¢ [i \/E} The claim therefore follows from Lemma 3.

p(6) VB’
Using this inequality, from Lemma 4 we have

2B P |
L (Pab|m(D)) < H/PM Vg (n(D)>

2
B .
D) E, (Pt” (D)) |V log(QF)||5 (D)do,

20’2B q/2

- B E, ( PtHrc )/HV ), =(D)de
*0’B 1, (Pi||In(D))
2>\ E, (F|m(D))

dé,

On combining all the two bounds on F; and F; and rearranging, we have

5 Iq (P]|t(D)) 2B
& o) )

+ 16nda? (B + X)* (n(B + A) + log 2)

E [4u(0:) [VLD(O) — VLL(O,)[5] < 8ng*™ (5 + )

Let step size be n < min {%, m}. Then, the first term above is bounded as
I, (P||(D)) 2B\ _ o' I, (P|m(D))

8ng’ot (B + NP1 (77 + > < —=——_ (B.53)
E, (P]lm(D)) A 2 B, (P|Im(D))

Let n < Then, in the third term, (n(5 + \) 4+ log 2) < 1. Plugging the bound

(ﬁ+>\
on discretization error back in the PDI Equation 4.42, we get

q0? 1, (P[|m(D))

1B, (Br(D)) T 107+ A (B.54)

AR, (PlIn(D)) < -
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Since (D) satisfies LSI(A/B) inequality, from Lemma 6 this PDI reduces to

A (Rq (£ ]lm(D))

L (RulBmD) (1o, (BIITE(D))> < 16dng(B + A

(B.55)

Let ¢; = 55 and ¢ = 16dn(8 + \)%. Additionally, let u(q,t) = W. Then,

OiRq (P||e(D)) +

B|n(D))

O, (RIm(D)) +: (7! = VAR (RIF(D)) < ax

IRy (B|m(D)) R,y <Pt||7t(D))> <c
q ¢ o

_ OR, (P;Hﬂ(D)) n Cqu(Pt!”(m) +ealg—1) (

— atu(Q7 t) + Cl“(Qa t) + cl(q - 1)aqu(Q7 t) S Ca.

For some constant ¢ > 1, let q(s) = (¢ — 1)exp(ci(s —nK)) + 1, and t(s) = s.
Note that dfi—(;) = c¢1(q(s) — 1) and dg—f) = 1. Therefore, for any 0 < ¢t < nK, the
PDI above implies the following differential inequality is followed along the path

u(s) = u(q(s), t(s)).

d d
ZS) +cu(s) < = &{eclsu(s)} < cpe?
— [eu(s)]0" < creds
0

cnk 1

= ey (nK) — u(0) < cale )
C1
— u(nK) < e Ky (0) + 2(1 — e~1K),
1

On reversing the parameterization of ¢ and ¢, we get

K c
Ry (P (D)) < L) meong (P (D)) + 2 ()

q(0)
q(nK) K 32dnB(B + \)?
< — B, D K).
< 10 exp (550 ) Ry (Rl + 2EEA g
Since ¢(0) > 1 and ¢ = ¢(nK) > ¢(0), from monotonicity of Rényi divergence in g,
we get
_ AnK 32dngB(B + \)?
R (Poln(D) < g (=250 ) o (o)) + 2P
Finally, noting that for constants B,q > 1 and 5, A > 0,
1 1 2B A A
< mi , =2 - . (B.57
NS A AN NGB eaBei BT
completes the proof. n

178



APPENDIX B. SUPPLEMENT FOR CHAPTER 4

Lemma 23 (Indistinguishability under bounded perturbations). For two potential
functions L, L' : RY = R and some constant o2, let P < e £/°° and Q o e £/
be the respective Gibbs distributions. If |L(0) — L'(0)] < ¢ for all § € R?, then
R, (P||Q) < 2 for all g > 1.

Proof. The Gibbs distributions P, () have a density

1 2 1 / 2
P(0) = Ke_ﬁ(e)/” , and Q) = Ne_ﬁ ©)/e*

where A, A’ are the respective normalization constants. If for all # € R?, the potential

difference |£(0) — L'(0)| < ¢, then

R, (PQ) = ilog [ o
Loog | (A) e (L5L0) - ) x P(o)8

q
§qi1{(q—1)logA—l—logeX ( /Pd@)}

_ 1 {(q_l)logfeXp< _'_ )d9 C<q_1)}

e

]

Theorem 26 (Near optimality of Gibbs sampling). If the loss function £(6;x)
is 02 log(B)/4-bounded and 3-smooth, the reqularizer is r(0) = %HQH%, then the

excess empirical risk for a model © € R sampled from the Gibbs distribution

(D) o e £r/7* s

- - 2

err(0; D) = E [Lp(©) — Lp(0})] < d; <log 2 i Ay \/§> . (B.58)
Proof. We simplify expected loss as

0)] = / Lp(D)dd = o> (H(r(D)) — log(Ap)), (B.59)
where the differential entropy is given by
—ﬁD/O' e—ﬁD/Cf2
H(n(D)) = — / (D) log m(D)dd = — log a9 (B.60)
Ap Ap
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is the differential entropy of (D), and Ap = [e£r/7*d0 is the normalization

constant. Since the potential function Lp is (A + )-smooth, we have

—o?log(Ap) = —0? log/e’ﬁD/"de

= Lp(0p) — o? log/e(ﬁD(QB)_LD(‘g))/UZde

< Lp(0)) — o*log [ ¢ b2 g

. do? 210?
= Lp(0p) — 5 log <A+5> :

Since £(0;x) is 02 log(B)/4-bounded, note that for the Gaussian distribution p ~
N (O, ”—;Id>, the density ratio lies in % € {ﬁ, \/E} for all 8 € R?. We decom-
pose entropy H(7t(D)) into cross-entropy and KL divergence to get

H(r(D)) = — [ n(D)log pd6 — KL (n(D)]lp)

A\ _AlBI3 )
<~ [ n(D)1og (2mz) e" 27 | O (Since KL (m(D)[|p) > 0)

d 2mo? A 9
= Slog =+ 57 [ 103 ~(D)(0)a0
d 2o \WB . ﬂ
< Slog = F/He”gp(e)@w (Since “P)0) ¢ [ L /B])
B @10 2102 dvVB
T2 %) 2
On combining the bounds, we get
. . do? A
err(0; D) = [Lp(©) — Lp(6})] < ‘2’ (10g 5 ; i @) . (B.61)
O

Theorem 27 (Accuracy, privacy, deletion, and computation tradeoffs). Let constants
A\, B, L,0%n >0, constants q, B > 1, and constants d > pap > paa > 0. Let the loss
function £(0;%) be %—bounded, L-Lipschitz and B-smooth, the reqularizer be

r(6) =3 1015, and the weight initialization distribution be p = N (0, ";[d). Then,

(1.) both Anvisy-cp and lem-Sy_GD are (q, pap)-Rényi DP for any n > 0 and any
Ka,Kz20df

qL?

PdapTt

o? > 5 - nmax{ K, K4}, (B.62)
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(2.) pair (Anoisy-c, ./ZlNoisy_GD) satisfies (q, paa) Rényi deletion privacy under all

Apdd

non-adaptive r-requesters for any o > 0, if learning rate is n < G4dqB(5)2

and the number of iterations satisfy

2B log(B
Ky > —log (qog()) , and
A1) Pdd

(B.63)
(3 Ky 2B g lout®)
Ki> Ka ! g(g(pder;log(B)))?

A7)

(3.) and all models in the sequence (0,)i=o produced by interactions between
(ANoisy_GD,leoisy_GD) and Q on any Dy € X™, where Q is an r-requester,

. . . NN — A dq 1 /qpaa 1 -

have an excess empirical risk err(0;; D;) = O <pdpn2 + 4/ o > when inequal

ities in Equation B.63 and Equation B.62 are equalities.

Proof. (1.) Privacy. By Theorem 39, Noisy-GD with K iterations on an L-
Lipschitz loss function satisfies (g, pap)-Rényi DP for any initial weight distribution
p and learning rate n > 0 if 0% = pgp% -nK. Since, both Anoisy-gp and leoisy_GD run
Noisy-GD for K 4 and K j; iterations respectively, setting the noise variance given in
the Theorem statement ensures (g, pap)-Rényi DP for both.

(2.) Deletion. For showing Rényi deletion-privacy under non-adaptive requests,
recall that it is sufficient to show that there exists a map 7w : X™ — ) such that for
all i > 1,

Ry (A(Di1,ui,0;-1)|[7(Di)) < paa, (B.64)

for all edit sequences (u;);>1 from U", where (éz’)izo is the sequence of models
generated by the interaction of (Anoisy-GD, ANoiSy_GD, Q) on any database Dy € X™.
For all i > 0, let P, denote the distribution of ©,. We prove Equation B.64 via
induction.

Base step: Note that the initial weight distribution p = N (O, ”—;Id> has a density

r(@)/* and the distribution 7t(Dy) has a density proportional to

proportional to e~
e £00@)/7* Since both of these are Gibbs distributions with their potential difference
|Lp, () — r(0)] < o?log(B)/4 for all # € RY due to boundedness assumption on

£(0;x), we have from Lemma 23 that

2 o%log(B) log(B)
72 X - .

R, (pllm(Dy)) < = x T2 ! (5.65)
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Under the stated assumptions on loss £(0;x) and learning rate 7, note that the
convergence Theorem 25 holds. Since By = Anoisy-ap (Do) = Noisy-GD(Dy, O, K 4),

where ©y ~ p, we have

) MK 4 32dngB(5 + \)?
R (P(Dn) < esp (-5 ) R (ol + 2EEN
MK\ (log(B) _
< gesp ( n A> ( g ) (Since 1 < gl )
< Pdd (Since K4 > 38 o log (ql(;iB)”

Induction step: Suppose R, (Pi_IHTt(Di_l)) < paqa- Again, from boundedness
of £(0;x), we have |Lp, ,(0) — Lp.(0)| < '”221%3 for all # € R?. Therefore, from
Lemma 23 we have for all ¢ > 1 that

plog(B
R, ((D-1) (D)) < ZEE) (B.66)
So from the weak triangle inequality Theorem 8 of Rényi divergence,
R, (B |m(Dy)) < R, (Biy| (D R < plog(B)
o (Pea|[ (D)) < Ry (Pica|[7(Dica)) + Reo (T(Dict) (D) < paa + =
(B.67)

Note that Kz > Ka — 3 log <2(pdd+ﬁlog(8))) > 5 1o g( o . Since

0, = ANoiSy_GD(Di,I, U, (:)Z-,l) = Noisy-GD(D;, @i,l, K 3), convergence Theorem 25

gives

A

R, (P

)\T]KA> Rq ( Ai IHTE(DZ)) 1 32dan<6 + )\)2

MK ; log(B
SQexp<— L A) (Pdd—l-p Oi( )>—|—'0dd

2B 2
(From Equation B.67 and constraint n < (MQAB’)W)
. 2 —i—% log(B)
< Pdd- (Since K ;7 > % log <q(pddpddg)))

Hence, by induction, R, ( P, ﬂ(Di)> < paq holds for all 7 > 0.

(3.) Accuracy. Let ¢}, = argmin Lp,(f), and ©; ~ 7(D;). We decompose
R
the excess empirical risk of Noisy-GD as follows:

err(0;; D;) = B |Lp,(0:) = Lp,(6,)| + E [Lp,(0:) = L, (07,)] - (B.68)
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The second term is the suboptimality of Gibbs distribution and by Theorem 26, it

is bounded as

E [EDi(éi) - EDi(e_*Di)} < dgz (log g —)i: A + \/§> . (B.69)

From (A 4 )-smoothness of Lp,, for any coupling II of O, and ©;, the first term

satisfies

E [£p,(6:) = £5,(6))] <E

=7l

(From L-Lipschitzness of £(#;x) and Jensen’s inequality)

< L\/ [ ] +AE [<éi, 0 —0:)] + ﬂIE:,
(From Young’s inequality Equation 2.25)

A 2\ + 5

<ujglle-el]+3, 2, o] + 2 % e

Recall that the distribution 7t(D) satisfies LSI(A/B) inequality. On choosing the

coupling II to be the infimum, we get the following bound on Wasserstein’s distance

from Lemma 5.

inf,/] E
I 0;,0;~I1

z] =W, (6;,6;) < \/2B)\UQKL (B||r(Dy)) < \/2[)‘13302-

(B.70)

The last inequality above follows from monotonicity of Rényi divergence in ¢ and
the fact that lim, ,; R, (P||Q) = KL (P||Q).

Since 1t(D;) is the Gibbs distribution with density proportional to e £oi/ "2, we
have that

E — 2
O©,~m(D;) U ‘2

From ﬂ%gB—boundedness of £(0;x), note that we have for every 6 € R? that

1 2 2
] _ AD/||«9||§e—ﬁDi<9>/U 46 where Ap, = /e—ﬁm@/o d6. (B.71)

o%log B
YR

[Lp,(0) —r(0)] < (B.72)

Therefore,

Ap, = / ~Lp,(6)/o” > o= / (B.73)
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and hence,
\4/_ L, (0)/o
Nn(D U } [er®/7*dp /”9”2 e/ d0
11015 e
< VB x e

=vB E __[Iw];]
W~N<o,§fd)

_\/BO‘Zd

-2

Therefore, on combining all the bounds we get

A 2paaB Bo?(2)\ do? A
err(©; D) < Loy/ pi\d 4 LaaDo g\ i 6)+ g (log B—; + 2\/§> =0 (O'\/,Odd + d02) :
(B.74)
Note that if the constraints on K4 and K ; in Equation B.63 and on ¢? in Equa-

tion B.62 are equalities instead, we have

24BL? log(B)\ _ -
o? =1 210g<q e )>:o< 1 2), (B.75)
Apapn Pad PdpT

where O(-) hides logarithmic factors. Therefore, the excess empirical risk has an

order

A (1 d
err(6; D) = O < pad 4 2) . (B.76)
Pdp PdpN

]

B.4 Effect of Gradient Clipping

First order optimization methods on a continuously differentiable loss function

£(0;x) over a database D € X" with gradient clipping Clip, (v) = v/ max (1, ”‘;”2>
is equivalent to optimizing

Lp(0)=— > £(0;x)+r(0), (B.77)

xeD

where £(6;x) is a surrogate loss function that satisfies V£(6;x) = Clip; (V£(0;x)).
This surrogate loss function inherits convexity, boundedness, and smoothness prop-

erties of £(;x), as shown below.
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Lemma 26 (Gradient clipping retains convexity). If £(6;x) is a twice continuously
differentiable convex function for every x € R%, then surrogate loss 2(9; x) resulting

from gradient clipping is also convex for every x € R,

Proof. Note that the clip operation Clip,(v) is a closed-form solution of the or-
thogonal projection onto a closed ball of radius L and centered around origin,
i.e.

Clip,(v) = argmin [[v —Vv'[],. (B.78)

Iv'llo<L

By properties of orthogonal projections on closed convex sets, for every v, v’ € R,
(v = Clip,(v),v — Clip,(v)) <0 if and only if ||v'|, < L. (B.79)
Therefore, for any 6 € R?, and x € X, we have
(VL0 + hiv;x) — VE(0; %), V(0; x) — VE(6; %)) <0, (B.80)
(VE(0;x) — V(O + h¥;x), V(O + h¥;x) — V(O + h¥;x)) <0, (B.81)

for all unit vectors ¥ € R? and magnitude h > 0. For the directional derivative
of vector field V£(0;x) along ¥, defined as Vi VE(0;x) = limy,_,o+ W(Hh{”’;)_w(e;x),

the above two inequalities imply

(VeVE(0;x), V(O x) — VE(B;x)) =0, (B.82)

for all ¥. Therefore, when V£(6;x) # V£(0;x), we must have VZ£(0;x) = 0. And,
when V£(6;x) = V£(0;x), gradients aren’t clipped, which implies the rate of change
of £(0;x) along any direction v is

V(O 4 h¥;x) — VE(0; x) ‘7>
h Y

Ve VE(#;x) = lim <

h—0t

VIV2(0;x)v  if 3h > 0s.t. V(O + h¥;x) = V(O + hv; X)

0 otherwise
> 0.
O]

Lemma 27 (Gradient clipping retains boundedness). If £(0;x) is a continuously
differentiable and B-bounded function for every x € X, then a surrogate loss £(6;x)

resulting from gradient clipping is also B-bounded.
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Proof. Since £(6;x) is continuously differentiable, its B-boundedness implies path
integral of V£(f;x) along any curve between 6,0 € R? is less than 2B. Since
Clip, (-) operation clips the gradient magnitude, the path integral of V£(6;x) is
also less than 2B. That is, the maximum and minimum values that £(6;x) takes
differ no more than 2B. By adjusting the constant of path integral, we can always
ensure £(6; x) takes values in range [~ B, B] without affecting first order optimization

algorithms. O]

Lemma 28 (Gradient clipping retains smoothness). If £(0;x) is a continuously
differentiable and B-smooth function for every x € R?, then surrogate loss £(0;x)

resulting from gradient clipping is also B-smooth for every x € RY.

Proof. Note that the gradient clipping operation is equivalent to an orthogonal
projection operation into a ball of radius L, i.e. Clip;(v) = argming {||v' — V||, :
v € R ||v/|l, < L}. Since orthogonal projection onto a closed convex set is a

1-Lipschitz operation, for any 6,6’ € R,
|Ve©;x) — Ve x)||, < Vel x) - Veo';x), < Blle -6, (B.83)
O

Additionally, the surrogate loss £(6;x) is twice differentiable almost everywhere

if £(0;x) is smooth, which follows from the following Rademacher’s Theorem.

Theorem 40 (Rademacher’s Theorem [73]). If f : R™ — R" is Lipschitz continuous,

then f is differentiable almost everywhere in R™.

All our results in Sections § 4.5.2 and § 4.5.3 rely on the above four properties
on losses and therefore apply with gradient clipping instead of the Lipschitzness

assumption.
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Appendix C

Supplement for Chapter 5

C.1 Table of Properties of Laplace Transform

Table C.1: Properties of the Laplace Transform. Let g(¢) and h(t) be two functions
defined for ¢t € R and let a,b € R be arbitrary constants.

Property Expression
L{ag(t) +bh(t)} (s) = aL{g(t)} (s) + bL{A(L)} (s)
B{ag(t) +bh(t)} (s) = aB{g(t)} (s) + bB{h(1)} (s)
LAg(t—a)l{t >a}}(s)=eL{g(t)}(s), fora >0
B{g(t —a)} (s) = e B{g(t)} (5), fora € R
L{eg(t)} (s) = L{g(1)} (s — a)

Linearity :

Time-Shifting :

Frequency-Shifting : Bl (t)}(si Bl )}Es_a) (C.3)
- L9t} () = - £{o0} (2) fora>0
T b - B0 (2) mraer

Reversal - Bo(~0)} (s) = B{(0)} () (€5

oGO T

N [ gie} (5) = ~£{9(0)} (5), for Re(s) > 0 o
B[ g} (s) = is{go}() for 9Re(s) > 0

Convolution : { Otg Heen dﬁ ~ELH £ >(C 8)

— B{g(®)} (s)- B{h(t)} (s)
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C.2 Deferred Proofs for § 5.3

Theorem 30. For a random wvariable X, let Fx(t) & Pr[X < t| denote its cu-
mulative distribution function and fx(t) denote its generalized probability den-
sity function. Let P and Q be probability distributions and Z ~ PLD(P||Q) and
Z' ~ PLD(Q||P) denote their privacy loss random variables. If Z ~ PLD(P||Q)
and Z' ~ PLD(Q||P), then for all ¢ € R,

dpile) = L1 = Fz(t+ )} (1) (C.9)
=e - L{Fy(—t—2e)}(-1) (C.10)
= L{fz(-t—e)} (=1) = L{fz(t+ )} (1) (C.11)
=LA{fz(t+e)}(0)—¢€ - L{fz(—t—¢)}(0). (C.12)
And, for all g € ROCg{fz} (or equivalently, 1 — q € ROCp{fz}),
I RAPID) — B (PQ) = B{f2()}(1 — q) = B{f2()}a). (C.13)
Proof. Denote the set where privacy loss Lp|g(f) exceeds ¢ as
SI.={0€Q:P0) >eQ)}. (C.14)
Note that for all S C €2, and all € € R, we have
P(S) ~ € Q(S) < P(S5.) — Q(S%.) = bria(e). (C.15)

because S%, includes any and all points where P(6) > e*Q(6). We can express the
probabilities P(S5%,) and Q(S%,) using the Laplace transform as follows:
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PEI= P”zdf O s = [ aw (€20
P 0 >e
-/ § <Q<0)> Qoo  (C.17) - /. (ggg;) P6)d6  (C.25)
_ [ o Lair® . .
— /S;E \ Q(G)de (C 18) _ /S* efLP‘Q(O)P(e)dQ (0.26)
:/ et/ Q(0)do o
et JoeLg p0)=—1} = et P(0)do
(C.19) /5+ /{069 Lpiq(6)=t} o
:/;O et/ti Fz(u)du (C.20) :/oo Lt Fylw)du  (C.28)
:/aioetle(—t)dt (021) _/ _tf;_ (029)
=< /0+ e fr(—t =)t / Ut 4 e)dt
(C.22) o (C.30)
= e L{fr(-t—¢e)}(-1). _ e
(©.23) =e “L{fz(t+e)}(1). (C31)

Combining the two, we get equation Equation C.11:

opig(e) =€ - L{fz (=t —e)} (=1) = L{fz(t + )} (1). (C.32)

Alternatively, we can express the profile directly as:

PISt) —QUst) = [ (1= PO (©.33)
:/ — e Lre®) p(6)do (C.34)
_ /fo 1— e (C.35)
_ /°° / “f, (' +e)d  (Change t =t +¢)
=1—Fz(e") = L{fz(t+2)} (1) (C.36)
Fauetion €6 p 11 _ Fy(t + )} (1). (C.37)
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Similarly, we can express it in terms of Z’ as

PISL) ~ QS = [, (G~ <IQ0s (©:39)
— fs (P — )Q(0)do (C.39)
= [T = e -ty (C.40)

=¢° (/Oio €t,le(—t/ — €)dt, — ,/(;—O fZ/(—t)dt>

(Change t = t' + ¢)
= (L{Uz(-t =)} (=) = Fp(=e))  (C41)
Pauation ©8 eep {Fp(—t — )} (=1). (C.42)

For showing Equation C.12, we apply the derivative property of Laplace transform
to Equation C.9 and Equation C.10 to get

Equation C.6

Spiale) = L{1— Fy(t+¢)} (1) —L{fs(t+e)} (1) +1— Fz(cT), and

(C.43)

brig(e) = ¢ - L{Fz(~t =)} (=1) """ e (L fr(—t =)} (1) = Fu(—<)).
(C.44)

Adding the above two equations and subtracting Equation C.11 from it, we get

5P\Q<5) =1- Fz(€+) — €EFZ/(—€7) (C45)
=Pr[Z > ¢] — e Pr[Z' < —¢] (C.46)
= /(: eVt fp(t+e)dt — e - /Oio eVl fu(—t — e)dt (C.A47)
=L{fz(t+¢)}(0) —e" - L{fz(—t—¢)}(0). (C.48)

For the last part, recall from definition that Rényi divergence R, (P||Q) = q%l logE, (P||@),

for which we show the following two equivalences:
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EMW@ZAZHQQAHWM q
(Q(9)> 0 E, (pHQ):/ (ggg;) Q(6)ds (C.53)

= [ el nEre® p(g)ag = [ etar@Qo)as (C.54)

(C.50) - /_ () (C.55)
= [ a1 =B{fz("}(@).  (C50)
=B{fz(t)} (1 —q). (C.52) .

Theorem 32 (Privacy profile of randomized response). Fiz e > 0 and 6 € [0, 1].
Let Aggr :{0,1} — {0,1} x {L, T} be the randomized response mechanism, which
has the following output probabilities.

Proof. Let S; ={(0,1)}, Sy =

(0, L) with probability o, (0, L) with probability 0,
(0, T) with probability “ = ) i (0, T) with probability - = =)
Ag (0) = +1 Ar(1) = 1
(1, T) with probability 65-1—1)’ (1, T) with probability es+)1 ,
(1, L) with probability 0, (1, L) with probability ¢.
(C.57)
For P = Agr(0) and Q = Agr(1), the privacy profiles are
) if e <t,
VEER : dpo(t) =dqp(t) =1 -1 -6) if —e<t<e,  (C58)

1 —et(1— )
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tion 5.27,
dpo(t) = ZEPLF]’Dr(P”Q)[Z >t —e -Z,HPLP&Q”P)[Z < —1] (C.59)
_ P(©) : Q(©)
= I;r[log 0©) >t —e %r[log P©) < —t] (C.60)
= I;I“[P(@) > el Q(O)] — e - %I“[P(@) <e Qo) (C.61)
P(S)) —e -Q(S) ife<t,
= P(Sy) — et Q(S) if —e<t<e, (C.62)
P(S3) — et - Q(S3) otherwise
0 ife <t,
=<¢0+ 615;51 (ef—et) if —e<t<eg, (C.63)
1—e'-(1-9) otherwise
The same holds for dg|p due to symmetry of Equation C.57. O]

Theorem 33 (Rényi DP of (g, 0)-Randomized Response). For any ¢ > 0 and § = 0,
the output distributions of randomized response mechanism in Theorem 32 exhibit

the following Rényi divergence for all orders q € C such that Re(q) & {0,1}:

1 & 1
R (PlOQ) = — 1 ( ~qe qa). C.64
JPIQ) = o (e 4 ()

Proof. From Theorem 32, when § = 0, the privacy profile of randomized response

algorithm’s output-distributions P and @) is

0 ife <t,
ope(t) === if —e<t<e, (C.65)

1 — et otherwise.
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From the equivalence Equation 5.24 of Theorem 31,

ela—1)Rq(P[Q)
NEDE {po®)} (1= 1q) (C.66)
— /_ e gpg(t)at (C.67)
—e € e — et
= /_OO e(qil)t . (1 — €t)dt + . e(qil)t . Wdt (068)
_ ela=1)t e o 1 [ef.elaDt e c (C.69)
qg—1 q| . 1+e | qg-—1 q]_.
e—(a—e ¢ 1 el el ef . e (e g
_<q—1 - Q> 1+€€Kq—1_Q>_< -1 q)]
(C.70)
e~ (a=De e® e ¥ 1 e’ 1 1
qg—1 1+ef q 14 e° 14+e \¢g—1 ¢
(C.71)
—(a=1)= 1 1 & 1 1
S ( —>+ c ( —) (C.72)
1+e® q—1 ¢ 14+e \g—1 ¢
€ . ,—qE qe 1
_e-e +et (C.73)

T+es  qlg=1)
Therefore, for any ¢ € R\ {0,1} we can cancel ¢(¢ — 1) from the denominator in
both sides, which proves the theorem statement for real orders. From dominated
convergence theorem the theorem statement holds for complex orders as well on

corresponding real orders (cf. § 2.3.2). O

C.3 Deferred Proofs for § 5.4

Lemma 29 ([99, Corollary 24]). Let P and Q be probability distributions over Q.
Fize >0 and § € [0,1]. Suppose P,Q satisfy (e, 0)-differential privacy. Then there
exists distributions A, B, P', Q" over ) such that

€ 1
P=(1- A+ (1=0)——B+F 74
(1=0) =5 A+ (1= )~ B +0P, (C74)
e° 1 ,
Q—(1—5)68+1B+(1—6)mA+5Q. (C.75)

Theorem 36 (Dominating Privacy Profile under (e, )-DP). Fize > 0 and § € [0,1].
Suppose distributions P and Q) over ) satisfy (e, 0)-differential privacy. Then,

VteR 5P‘Q(t> < (SRR(t) and 5Q|p(t) < (SRR(t), (076)
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where dgr(t) is the privacy profile of the randomized response mechanism A;’(SR.

Proof. Since the output distributions P and @ are (g,0)-differentially private,
Lemma 29 from Steinke [99] tells us that we can simulate these two distributions as
post-processing of the randomized response mechanism A§5R. To see this, imagine
that P = A(D) and @ = A(D’) are the output distributions of some mechanism A.
Define another mechanism G : {0,1} x {L, T} — Q with output distribution:

(C.77)

From Lemma 29, see that G(AZ%(0)) = A(D) and G(AZ% (1)) = A(D'). Therefore,
by expressing P and @ in terms of distributions P’, A, B, @Q)’, we can conclude that
for all t € R,

Opiq(t) = sup P(S) — e’ - Q(S) (C.78)
U R e e CRCALLC)
(C.79)
0 if e < t,
< 6+ q U=leroeh if —e<t<e, (C.80)
(1—6)(1—¢') ift< —
) if e <t,
=1 DAY e o g < (C.81)

ec+1

1—el(1-6) ift<—e

Note that the expression on the right is the privacy profile of the randomized response
mechanism Agy. An identical bound follows for dg(p(t) as well, with the switched

roles: P’ <> @' and A < B. O

Theorem 37 (Tight Composition for (¢,6)-DP). For any ¢; > 0, §; € [0,1] for
i€ {1, -+ k}, the k-fold composition of (¢;,6;)-differentially private mechanisms
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satisfies (g,0%%(g))-DP for all €, defined recursively as

(1—4a)

teR : 6®(t) =6
vVt € () l+@€z+1

e 6%t —e) + 0% (4 a)|,  (C82)
with §°°(t) = [1 — €',

Proof. Let Py, Q1. be the joint output distributions of the k-fold composed mech-

anism on neighboring inputs. To prove the statement, we need to show that
VE€R : p 0. (L) < 6%(1). (C.83)

Let’s define P<", Q7<' be the output distributions of the i mechanism, conditioned
on the preceding i — 1 mechanisms’ output being z.;. From Theorem 36 and
from Lemma 24, we know that under adaptive (g;, 6;)-DP, the privacy profiles for
conditional distributions are dominated as follows.

Vie{l,--- k} : SUp  Opraigrar (1) < ORR (L), (C.84)

Tei€Q XX

where 0527 (¢) is the privacy profile of AZ".
Using this, we prove the theorem statement inductively.
Base step. Let’s denote the Heaveside step function as H (t) := I{¢t > 0}. Then,

we can write 6%°(t) = (1 — H(t)) - (1 — ). Using this, we can express

1—0y .

§PL(t) = 61 + - +11 €1+ 090(t — &1) + 0%°(t + £1)] (C.85)
_ 1—=0d1 7. t—e1 t+er
—61+651+1 [61-(1—H(t—81))-(1—6 )+ (1 —H(t+e1)) (1—e )}

(C.86)
s (1—8)(e' — ) (L= 8= ~ 1)
= 14e"(1—6)) + H(t —e1) p—— + H(t+ ) p—
(C.87)
(51 if €1 < 1,
= 1—% if—€1<t§€1, (688)
1—€t(1—(51) lftS —&1.
= SR (@) (C.89)

From Equation C.84, we therefore get that dp, g, (t) < 6%'(t) for all t € R.
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Induction step. Suppose for any [ € {2,--- ,k} the composition of first [ — 1

mechanisms have a privacy profile dominated by d%/~1. More precisely,
\v/t E R : 5P1:l—1|Q1:l—1 <t> S 5®lil<t) (090)

We need to show that
VEtER : 8p0.(t) < 6%(). (C.91)

Recall that from the adaptive (g, d;)-DP assumption on the I* mechanism, Equa-

tion C.84 says that

Sup Bpragear(t) < e (1). (C.92)

$<1691 X XQ_q

Therefore, from Theorem 35, Lemma 24 and the induction assumption, we have that

5P1:Z|Q1:l(t) < (5P1:171|Q1:171 ® (5%1%?1 - 52{151)) (t) (693)
< (6% @ (55 — o)) (8) (C.94)
= [0 =) x (B () - 85 () (C.95)

To differentiate properly, in a manner that handles discontinuity, we state the

function 655 () in terms of Heaviside functions as in Equation C.87:

SO N 1ty (=) —0) (e —1)(1—0)
50 (1) =1— €' (1—8)+H(t —¢) e T
L) I5(t) I3(t)

+H(t+¢) -

(C.96)

Then, by chain rule, its first and second derivatives are:

() =Lt + | Ht —e) - Lt) + At —e) - L(t) | + | Ht +¢) - Is(t) + A(t +¢) - Is(t)

Ja(t) J3(t)

Oin() = 1(t) + (H(t —e) - L(t) + A(t —e) - () + Jaf1))
+ (H(t+2) - Is(t) + At + ) - I3(t) + Ja(t)) (C.98)
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Note that I;(¢) = I,(t) = —e'(1 — 0), L(t) = Ir(t) = ¢! - =2 and I3(t) = I3(t) =

ef+1
et 62(517;15). Therefore, on subtracting the two, a lot of terms cancel out, and we get:

Ogin (1) = ORn (1) = A(t — ) - (La(t) — Io(1)) + Jo(t) + Alt + ) - (L(t) — Is(1)) + Ja(1)

(C.99)
(1 —20)ef
ec+1

(1-9)

=Alt-e)- ef+1

+ Ja(t).
(C.100)

+ Jo(t) + At +¢) -

Note that J5(t) = 0 everywhere except at t = . Similarly, J3(t) = 0 everywhere
except t = —¢.

On substituting and convolving, we get

Spiau() < [ 8770 —7) x (B (r) - (7)) dr (C.101)
_ 7 s, (@ =gy)e (1-4d)
=/ 0%t — 1) x (A(T £1) et 1 + A(T +¢) e r 1 dr

[T 6= 1) x (a(r) + Ja(r)) dr (C.102)
— b))e! 134
= (5®l71(t — 61) . % + 5®l71(t + 81) . : (C103)

est +1 el +1
[ ) < hmdr [ 68 =) ()T (C104)

Kg(t) KS(t)

For the last integral, apply integration by parts to get

Kaolt) = [~ 0%t = 7)a(r) - Ay = edr 4+ [~ 6%t = 7)Ia(r) - Alr = ep)dr

(C.105)
=0t —e)y(er) — (0911t — &) la(er) + 09Nt — &) la(r))  (C.106)
—0-0 (C.107)

since I5(g;) = 0 and for any function f on R it holds that, fi f - Adr = — [, /- Adr.
Similarly,

Ks(t) = /OO SO (t — T)jg(T) AT+ g)dT + /_O; SNt — 1) I(1) - A(T + &)dr

- (C.108)
= 0Nt + e (—e) — 0Nt + ) [3(—e) — 0% (t — &) Is(—er) (C.109)
=0—=0 (C.110)
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since I3(—¢;) = 0. Therefore, we have

(1—46)
et 41

6P1:1\Q1:z(t) < [681 ) 5®lil<t - 51) + 5®lil(t + 51)} < (5®l(t). (C.lll)

Hence, the induction statement holds. [

Corollary 5. For any e > 0, § € [0,1], the k-fold composition of (¢,§)-DP mecha-
nisms satisfies (£,0%%(¢))-DP for all e, where

VieR : 6% (t)=1—(1-6)* (1 E ) - et—f'@Y—k)L) . (C.112)

YeBlnonnal(k lfeg

Proof. We just have to show that recurrence relationship in Theorem 37, that is

Vie{l, -k}

1—-90
ViR : 5%t) =g —i-( " ll) [ LSO — ) + 0%t + 61)] , where 0%°(t) = [1—€"],,
(C.113)
simplifies to the theorem statement when ¢; = ¢; = € and 9§, = d; = ¢ for all
i,7€{1,---,k}. Let’s define p = €+1 The recurrence can then be stated as
®l 4\ _ _ ®l-1(y _
o) =d+(1-0) E 05171 — 2(2Y; — 1)) (C.114)

—0+(1-6) E [5 +(1-96) E o [05172(t — £(2Y] — 1) — e(2Yiy — 1))”

Y;+Bernoulli(p) Y;_1+Bernoulli(p
(C.115)
2 . l
=0 (1=6)""+(1-46) E 52t e(2-Y; — 1)
; ( ) ( ) Y;+Bernoulli(p) z:lz; 1 )
Y;_1+Bernoulli(p)
(C.116)
l l
=0y (1=0)""+(1-0) e(2-Y; - 1))
i:zl ( ) ( ) Y;+Bernoulli(p) 1:21
Y;_ 1<+ Bernoulli(p)
(C.117)
1 _ S\ s\ &0y . -
=1-(-9'+a-o E 050t —e(2- Y = 1)) (C.118)
— 1 _ Y . _ t—e(2Y—k)
1—(1-9) <1 v B 1-e L) . (C.119)
[
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C.3.1 Deferred Proofs for § 5.5

Theorem 38 (Poisson subsampling). Let 0 < A < 1. For any two distributions P
and () on €,

dpio(lo e — if e > log(l — A\
Oap+a-nQ(E) = Moriallo(l+ (= 1)/A) - 4> loell ). (C.120)

1 —e¢f otherwise

Proof. Recall from Definition 26 that PLD(Q||P) and PLD(Q|AP + (1 — A\)Q) are
the distributions of Lgp(©) and Lg|patra-x0(©) respectively with © ~ Q. Since
for any 0 € Q,

AP(0) + (1 — N)Q(0)
Q(0)

the random variables Z§ ~ PLD(Q|IAP+(1—)\)Q) and Z’' ~ PLD(Q)|| P) are related

as

Lopp+a-ao(0) = —log = —log(1=A+A\-e tar 0)) (C.121)

Zh = —log(1+ Ae % —1)). C.122
A
Using Theorem 30 that we can express the privacy profile as:
5,\P+(1—A)QIQ(5) =L {FZ’ (=t — 5)} (1) (C.123)
Bquation C.6 . [ {fZ, (=t — 5)} (—1) = Fyy (g—)} (C.124)

= e [/0+ eth,A(—t - €)dt — /OO fZ/A (Zf — €)dt‘| (C.125)

= / " (67" = 1) fz (t—e)dt (C.126)
/ e &) fu (¥t (C.127)
=Ele % —e } , (C.128)
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where [x]4 oof max{0,z}. On substituting 73, we get:

rra-nglole) =E [e’Z'A — eEL (C.129)
=E[l- A+ ? = e‘fL (C.130)
/ & —1
= \E [e‘z - 6“] (C.131)
A +
AE [¢77 — elosHH(E=D/N] - if £ > log(1 — )
_ + (C.132)
AE [e*Z/] +1—-X—¢€° otherwise
Mopig(log(1+ (ef —1)/N)) if e > log(1 — A)
1—e° otherwise
(CE[e?] =1)
[
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